WAVECOM Monitoring System

W-SPECTRA, W-SPEED
Manual V7.0.0

by WAVECOM ELEKTRONIK AG

WAVLCOM

NACHRICHTENTECHNIK




PUBLISHED BY
WAVECOM ELEKTRONIK AG
Hammerstrasse 8

CH-8180 Buelach

Switzerland

Phone +41 -44-872 70 60
Fax +41 -44-872 70 66
Email: inffo@wavecom.ch
Internet: http://www.wavecom.ch

© by WAVECOM ELEKTRONIK AG. All rights reserved.

Reproduction in whole or in part in any form is prohibited without written consent of the copyright owner.

The publication of information in this document does not imply freedom fro m patent or other protective rights of
WAVECOM ELEKTRONIK AG or others.

All brand names in this document are trademarks or registered trademarks of their owners.

Specifications are subject to change without further notice

Printed: Thursday, April 06, 2023




Contents

General Information 2
WEICOME it et e e 2
REVISIONS oiiiiiiiiiiiciiiiiiis et ees e eaeas 2
Recommended WAVECOM  Products and ServiCeS .....ccoovvvvivniieiiiens eeeieeenes 3

W-BV BIitVIEW TOOI  ooiiiiiiiiieiiiiiiis et iees e 3
W-Sat-email -DeCOUEN .....coccciiiiiiiiiiiieiie e e 3

Introduction 5
W-SPECTRA .o viesiiieiie vevreesiee s esnne e e eereeesee e .
W-SPEED. ..ottt et e e 7

Setup 9
W-SPECTRA, W-SPEED......ccccciiiiiiiiiiiiiiiiiis vttt niee e esieeniees aveeesieesneenns 9

W-PCle Receiver Installation  ......cccoviiiiiiiiiiiiiies e 9
W-SPECTRA and W -SPEED Hardware Installation  ........ccccococveiieennnnne. .10
Software Installation ..o e 10
W-SPECTRA Server .....cccccccocevviviiiveennnnn. 12
W-SPECTRA Licensing 12
Software Uninstall ..........ccccooeiieinenn. 14

Complete Automatic Monitoring System W-SPECTRA 16
FIrSt Start oot e eeeeeeea e .. 16
Default Data and Program Folders (Paths) .o e, 18
MaIN MENU it et e e eeeeaeee e .19
FIle MENU ooiiiiiiiiiis et e .21
RUNMENU oot e eeeee e s s . 22
Configuration MENU v e e 22

Startup Preferences .. e e 23

TOOIS MENU oot eeeee e rie e sneee s eeeesetree e e e a e 23

HEIP MEBNU i e e s . 26

Contents  .....ceveeevviiiiiiieeeeene 27

LiCENSE ..vvveviiieeiiiee e 27

WAVECOM on the Web 27

About W -SPECTRA.......ccce e 28

The Operation Tab .o e eeeereee e 28

Direct Receiver Control  ....cccccceiviiiiiiiiiiiee e e 29

Classifier, Decoder and Database Operations = ...ccccccciiiiiiiiviieees e 30

Wideband Spectrum Display and Media Player/Recorder —~ .....cccoiieeviene 32

Narrowband Spectrum Display and Media Player/Recorder ~ ........ccoeee. 33

Display of Classification and Decoding Results ~ ...ciiiiiiiiiieee s 34

User Configurable Database  ......ccccccvviiiiiiiciiiies e eeeaes 34

Three Operation MOUES  ...cocciiiiiiiiiiiieiiiies e ieee s eee e 35

Direct Mode 1 Begin the Spectrum Monitoring .o e, 35

Memory Scan 1 Revisit and Verify the Spectrum ... . 37
Frequency Search 1 Automatic Spectrum Monitoring and Database

(O 10108110 T ORI 38

Scan Delay in Automatic Modes ..o e 39

Summary of the Three Operation Modes .. eevceeeas 39

Database Operations and Integrity Check  ..oiiiiiiiie e, 40

Spectrum Editing Tool (W-SPEED) 43

WAVECOM Monitoring System W-SPECTRA, W-SPEED Manual V7.0.0 Contents 1 iii



Main FUNCHONANILIES ovvieieiiiiiiciiieiiiie et eeeee e e 43

FIle MEN U iiiiiiiiiiiiiiiiiiis i eriiiees eeeeaieee e e et .. 44

Sonagram in Different Bandwidths ...t 44

Select a Signal and Playback 45

Splita Recording ....cccoovviveiiiiiecee, 46

Convert a RECOIAING oo e eererer e a7
Parameters and Options 48

Al Phabiel bt e e . 48

AULO DECIYPL i e e 48

Bit INVErsion Mask  ...cccciiiiiiiiiiiis s e 49

CRC RECOGNILION .oiiiiiciiiiiiciiiiiiieiie e nreeniee aereessee e 49

CRC TADIE ..o i e .. 49

ClEar SCrEEN  ..oiiiiii i eriiieeiiis e eriees e e 49

Frame ForLmal.fo . s e 50

IAS s e e e 50

LetterS/FIQUIES... oo et e 50

L2137 o3 1Y o T [ R 51

SAT Set t..ngs.é..... 51

Timestamp  .ccooeevvieeeee e 52

Display Results in a Separate WINdOW oo e 52

Display Tuning Spectrum in a Separate Window ..o e 53

AULO oot s e e 54

1Y/ Fo Yo 11 F= 4o ) o OO OTPR .54

Passhand Center ......ccccviiiiiiiiciies e e 56

Passband Bandwidth ..ot s e 56

CENMET it e e e 56

ShIft s e e 56

Baudrate ... 56

POIAILY i e e 56

Frequency OffSEt ..ot e e 57

NB FET GaAIN .oooiiiiiiiiiiiiciiciiiiis et sneneniess aeressre e esne e 57

Custom AIPh@DLELS oot e e 57

Passband Filter SUPPOIt oo s e 59
Transmission Modes 61

ACARS ..o e e e 61

AlS L 63

ALE-400 ... 64

ALF-RDS ...ooiiiiiiiiiiiiitiiiiie et e s ... 65

ALIS i

ALIS-2

AMSAT-P3D

APCO-25

ARQ6-90 and ARQ6 -98

ARQ-E

ARQ-E3 oot e e e 69

ARQ-M2-342 and ARQ -M2-242 ..o v e 70

ARQ-M4-342 and ARQ -M4-242 ... e e 70

ARQ-N

ASCII

ATIS

AUM-13

AUTOSPEC

BAUDOT

BIIS

BR-6028

BULG-ASCII

CCIR

CCITT

CHINESE 4+4

CHU

iv I Contents

WAVECOM Monitoring System W-SPECTRA, W-SPEED Manual V7.0.0



CIS-12 it e e e 84
CIS-14 s i e 84
CIS=36 oot e e e 84
CIS-36-50 .85
CIS-50-50 . 86
CLOVER-2.....ccoiiiiiiiiiei, .. 86
CLOVER-2000 87
CLOVER-2500 88
CODAN-CHIRP ..ottt s orrre e 88
CODAN-SELCAL ..ooiiiiiiiieiviiiiiee et niiee e 89

CODAN-3212
CODAN-9001

DZVEI cooiiiiciiiie e e e 107

GMDSS/DSC -VHF ..o ettt e 118
GOLAY/IGSC ..ot e e 119
G-TOR et e e ———— 11 120
GW-FSK e et et —————— 121
LYY @ 1Y N 121

GW-OFDM-Modulation a nd Protocol ........cccccccviiiiiiiiiiicces i, 122

DECOUEI ..eveiiccccicicicccccieeeeees e rrr——— 122
GW=PSK e e e —————— 123
L (O Y = PSR 123
HFE-=-ACARS ... eeeviiie ettt e 124
HNG-FEC ..o ettt et . 125
@ @ 2 =) X 2 I 126
LINK =11 (CLEW) woovieevcecceieceieenes eveeevestssenssninesinninns vverassessessensnnns 127
MD-=674 ASYNC oot et e ———— 128
L =T 1Y A R 128
MESK-20 s e e . 129
MFSK-8 and MFESK =16 .....coiiiiiiiiieciiiiiiiiis errereee e e eeeeeeeraaae 129
MIL-188-110-16Tone (MIL -188-110A/B AppendiX B)  .cccccovviveiiciiiiciiieeeee e 130
MIL-188 -110-39Tone (MIL -188-110A/B AppendiXx C) ..cccovvvvvcveiieeiiiecees e 131
MIL =188 =110A .ottt et eereeeee e e e 132
MIL-188 -110A -MOD ..ovviiiiiiiiiiiiiiiieieeiiiie eeevvcvrre e eeeeeeeaaaa, 134
MIL-188 -110B (Appendix C), STANAG 4539 ..o eveeeee s 135
MIL =188 =14L1A oot ettt eereee e e 137
MIL-188 -141B (APPENIX C)  cooeveiiivcir e erieeiies evvevee e e 138

WAVECOM Monitoring System W-SPECTRA, W-SPEED Manual V7.0.0 Contents T v



MOBITEX =1200 ..ouoiiiiiiiiiiiiiiiiiiiiiiies aeeveveeeeeereeereeneeereeereeee s 140
MOBITEX-8000 ....ccooovviiviiiiiieeeniinns 141
V(O] D7 . 141
Fax & MODEMS Half -Duplex 142
FAX-G3-V.17 ooiiiiiiiiiiiiiiies tvvvveeeaaeeaannaannanneaaaeeees eeeeeeeeaeeeae. 142

T C I TV i 4 (T 142
FAX-G3-V.29 ciiiiiiiiiiiiiiiiiiiiiiiie et eeeeee e 143
FAX-G3-V34haX oo e aereeaae 143

V.21, BELLIO3 e s rreeeeeea 143

V.22 / V.22bis, BELL212A i eieviiiie e 143

V.23 i e arre e 143

FAX & MODEMS Full -DUPIEX eooiiiiiiiiiiiiiiiiiieiiiie et eiees e 144
V.26 / V.26DIS it e arvreeeea 144
V.32/V.32DIS ot e aeevreae e, 144

V.34 it eeeeeeeeeeeeeaeeeeeeaaeaaaeaaee eeeeeeeeee i —————————— 144

V.00 i e rrreere e ———————— 144

V.92 e e 145
MPT=1327 oot iiiie eevrrvrr e eeeeees s a————— 145
LN I 147
NMT-450 s s ereeeeeeea e . 148
NOAA-GEOSAT oo icvciiitieeiiiiis eevvrvveen e iinnnne e e e eeeaeeessnrareeaa e 148
NWR-SAME ... s e 149
NXDN coiiiiiiiiiiiiiiiiiiiiiiiiiies v aeeeeeeeeeeeee e e 153
OLIVIA . irviiiiiis teteeeeeeeeeeeeeeeeeeeeeeaaeaees e ———————————— ... 154
ORBCOMM .ottiiiiiiiiiiiciiiiiiieiiis aeeeeiviiiieee e siinnees rreeeeee e s 154
L O S I 2 0 155
PACKET-300 .ooiiiiiiiiiiiie eeteeeeeveevvvevvnnvrnnnnnnne trerrranaaan 156
PACKET-9600 .....ovvviiiiiiiiiiiiiiiiies eveeeeviiiiiene e e sniinees arreeeeeee s e e 157
PACTOR. ..ot s eeeeeeeee e ... 158
L O 1 ] o e T P 158
PACTOR-II s e arrrrre e 159
L O 1@ ] o | N U I N 160
160

161

163

163

. 164

165

.. 166

POL-ARQ s s trereeeeee e . 168
PRESS-FAX s s e 168
PSK-10 .. PP ... 169
PSK-31, PSK -63, PSK =125, PSK =250 ..ooriiiiiiiiiiiiiiiiiiiviiiee tvvvrreeieeeaeeea e e 169
PSK-BL-FEC ..t e e 170
. 171

. 172

172

173

. 174

175

175

176

177

SAT-C-TDM, SAT -C-TDMA, SAT -C-EGC..iiiiiiiiiiiiiiiiiiee tvvrvrereaaeenneenaeens 178
SAT-CTDM .ot e arvrreeeaaee e 178
SAT-C-TDMA .o e e 179
SAT-C-TDM-EGC.....ccoiciiiiiiiiiiiiiiiiiiies vrvtvee e sniiinnen e aeeeenannes 180

SAT-M e e rr——————————— aeees 182
SAT-MINI =M s vt eeeee e e 182
SAT-MINI -M-C-HSD ..ot et avvaiereeeee e 183
S Y o ... 184
SI-AUTO s tteve e aerareiree e .. 184
SI-FEC coiiviiiiiee teveeeeeeeeeeee e eeeeeeeeeee i ———————————————— ... 185

vi q Contents

WAVECOM Monitoring System W-SPECTRA, W-SPEED Manual V7.0.0



SITOR-ARQ ...ttt eteeeesiir e s e eearreeeessreeessraeaaan 185
S IO = - U 1 186
SITOR -FEC ...ttt ettt eeeiiireees ttrereeee e s s ssarar e e e e e e 186
SPod4 ot e e ———— 110 186
SPREAD-11, SPREAD -21 and SPREAD =51 ...cccceeiiiiiiiiiiieeeeiiee eeevveeivieeeeeeenn 188
SSTV e e e —— s 188
STANAG-4285 ...t e eeereeee e, 190
STANAG-4415 ....ccovvveveeeeieeciveeennn. 192
STANAG-4481 -FSK 193
STANAG-4481L -PSK ..ttt ettt aerrrere e 194
STANAG-4529 195
STANAG-4539 197
STANAG-5065 -FSK 197
SWED-ARQ ...t ettt et 197
TETRA et e rvree e ————— s 198
[O00] 4 15) { = 11 ] £ 201

LI 1LY = T 202
THROB and THROBX ...cooiiiiiiiiii e eeeteeeetie e eiteeeenieeees teeesirreeeans 205
TWINPLEX it ettt eevrerre e 206
VDEW oo e et —— s 207
. 208

209

209

210

e 211

v 212

. 213

213

Spectrum Analysis and Classifier 1 the Brain of W-SPECTRA 216
OVEIVIEW ..o 216
Spectrum Analysis 216
Classifier .....cccvvvveeeveiiiieiiennns 217
How the Classifier WOrkS — ....ciiiiiiiiciiiiiiciiiiies et 217
Classification ResuUlts LiSt  ...cooiiiiiiiiis e 218
Classifier Parameters  ......oies—— e 219

CAVEALS covviiiiiiiiiiiiii it e e —————— 220
Technical Data of th e Narrowband and Wideband Classifier  ................. 221
Classifier Code Check HF/VHF/UHF (CCC) .o e 223
How the Classifier Code Check Works 224

User Interface 225
Decoding ......cocovvveriieniieiiene 228

Scan Delay in Automatic Modes ..o e 228
Classifier Code Check EAItOr ...t e aeee 228
INSLAllAtiON  coooiviiiies e e, 228

(L O{ @3 o 110 €1 U 229
Database FieldS .....cccocviiiiiiiiies e eeeeeeeeea 233

SAT System 236
OVEIVIEW  ooevvvvvievvviviiiiiiiiiee eeveeeeseseie e s e eeeeeeeeeeeeeeeeee e eeaaeaaan 236
SYStEMS ..o 237
RF Channels 238

Logical Channels .......ccccciiiiiiiiiins e e 238

MES Identi fication .........ccccceiiiiiiiis . ———— aeeaeeens 239

SesSIoN SIgNAlING oo e e 239

SAT Operation ......ccccecveeeennneee. 239
Traffic -Channel Decoder . 241

The Sat Aero System  .....ccceviveeicieec e, 241
SEIVICES oot ——— e 241
ChanneltyPeS it e e 242

Trouble ShOOtING ..o e e 243
WAVECOM Monitoring System W-SPECTRA, W-SPEED Manual V7.0.0 Contents T vii



Modem and FAX Modes 247

OVEIVIEW oottt rieeniienis vt siee st niee s eeenbeesnsee e e e e eeee s . 247
Line tranSmMISSION  .occoviiviiiiiiiiiiieiies e e 247

Fax and Data TranSmiSSION  ....ccocciiiiiiiiieiiiiiieeies e seees e 248
Modem Functionality — .....ccccccviiiiiiiiiiiiiiiis e e 248
Handshaking ..o e e 249
ModUuIation TYPES oo e reeeeas 250
DECOAING coioiiiiiiiiiiiiiiriiiiis et e . 251
Input and interfacing oo e e 253
(0] 153 1 £- 1] | £ URURPIN 253

OUEPUL oo et aeerrneeeee e e e 254
License System, Software and Options 255
LICENSE SYSIEIM oot e eereenre e 255
CIMSHCK it e eeeree e .. 255
CodeMeter and CmStick User Guide (Help) o e, 256

License Update for CodeMeter and CmStick  ..occiviiiiiiiiiiiiieenee e 256
WAVECOM Data Formats 258
IP-CONF TCP/IP Data FOrmat  ....cccccccvvviiiiiiiiiiiiiies eeveeevve e see e nnees v 258
IP-PXGF TCP/IP Data FOrmat ...cccoovvviiiiiiiiiiiiiiis e e sie e enee eees 258
OVERVIEW ..o iviieiiiiiie vereeeseesnee e nnne s aevveesseessseeanes 258

PXGF DESCRIPTION ...ooviiiiiiiiiiiieviieiies et viee e niees e 258

THE PXGF CHUNK STRUCTURE ....cocoviiiiiicicvieviieee e e nive e 258
APPLICATION NOTES ...oiiiiiiiieviieiieiiees e neeene e 259
DEFINITION OF CHUNKS i evevteesiee e seee e 260
WAVECOM Data File FOrmat ..o e sieee e aeeees 262
File Header ...t e e 262

Data StrUCIUIES i e e 263

File Headers and Data Structures for Individual File Types ... 263
Appendix 271
Alphabets DetailsS ... e 271
[ T o To 1= PSP P 271
QUESLIONS & ANSWETS it ciiiies eeeesee e sae e snee e eeeenaeee e 281
Signal INterferenCe  .ooooiiiiies s e 281
(7= =T - R 281
Antenna installation ... e 282

RECEIV N oot ettt e 282

HF Cabling .ooooiiiiiiiiis s e 282
GrouNdiNg  .oooccviiiiiiiciriiiie s eereeeee e 282
Location of deCoder  ...ovvviiiviiiiicciiiiiie s e 282

PCs and peripherals .......cocciiiiiiiiiiiies s e 282

RV T [=To 1o 0 Lo TN 411 o P PPRR 282

LAN Loiireriieriis et aeesee e 282
Conditions Of SAIE  ..viiiiciicciis e eeeree e 282
GENEIAl eiiiiiiii it e e 282

PriCES oot e e 283

DEIIVEIY i e e 283
DISPAtCh oot e 283

Return of GOOAS  ..ooviiiiiiiiiiiicviiie e aereeees 283
Payments ...t e e 283
Cancellation ...coccccviiiiiiciiis e e s 283
Changes of Ord er QUantitieS ....ccccoivciiiiiiieiiiiies e 283

Legal DOMICIIE ..ooocciiiiiiiiiiiiiiiies e e 283
WaAITANLY oo e aereeeeeeee s e 283
OblIgation i eeeree e 284
(0] 0)Y/ 1o 1 S PP PP 284

Liability ooeoeiii s s e 284

Laws and Regulations .....cccccciiiiviiiiiiiiiis e e 284

LICENSE TEIMS i eiciiiees e rieeeenie aeraieeeaaaeeeeaneeee s 284

viii I Contents WAVECOM Monitoring System W-SPECTRA, W-SPEED Manual V7.0.0



Manufacturer ADArESS ..o vt eeeeeeen——. 285
Glossary of Terms 287

Index 297

WAVECOM Monitoring System W-SPECTRA, W-SPEED Manual V7.0.0 Contents f ix






WAVECOM Monitoring System W-SPECTRA, W-SPEED Manual V7.0.0 General Information T 1



General Information

Welcome

Thank you for choosing Wavecom monitoring system and de coder product . The product that you have
purchased includes the latest technology in data decoding, together with the latest software release ava il-
able at the time of shipment.

Please check our website at http://www.wavecom.ch for software updates.

Before you install the product, please also check the latest docu mentation on the installation DVD or on
our website.

WAVECOM ELEKTRONIK AG develops and sells products for wireless (HF/VHF/VHF/SHF) data monitoring in

all frequency bands.
Our main decoder and monintoring product series are

1 W-SPECTRA is a complete automatic spectrum monitoring system over all frequency ban ds
(HF/VHF/UHF/SHF).

1 W-PCIl and W -PCle are hardware decoders with two physically independent channels. W74PC is
hardware decoder with four physically independent channels.

W-CODE is a stand -alone software decoder working with native host hardware , like a bu ilt-in
soundcard or other audio devices.

All hardware decoders (W -PCI, W -PCle and W74PC) and the software decoder W -CODE have the
same decoding functionalities.

1 W-PCI-LAN and W-PCle-LAN are hardware decoders running in a ruggedized mobile computer.
They ar e a complete data decoding system.

Revisions
Version Date Changes
1.0.0 05-Jan-2015 Launch of W -SPECTRA and W -SPEED.
1.1.0 06-Jun-2015 New features and functionalities in W -SPECTRA and W -SPEED.
2.0.0 11-Jan-2017 Incorporate Wavecom  native device W -PCle as an HF receiver for W -SPECTRA.
Significant improvement.
New decoders: PACTOR -4 and TETRAPOL.
3.0.0 20-March -2018 New mode can be classified and detected: CODAN -3212, CODAN -CHIRP.
TETRAPOL voice decoding with live output to the speaker.
4.0.0 26-June-2018 Spectrum Analysis tool integrated into W -SPECTRA. It runs as a search strategy.
W-SPEED display bandwidth extended to 30 MHz.
5.0.0 12-Feb-2020 New mode: FT8.
Improve Spectrum Analysis (W -SA) module.
Improve decoders TETRAPOL and DMR. Display time stamp in 1 millisecond (ms)
resolution for each frame.
To putinline with W -CODE V10.1.0.
6.0.0 26-Aug-2021 Inline with W -CODE V10.2.0.
7.0.0 09-May-2023 Inline with W -CODE V11.1.0.
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Version Date b

- TETRAPOL: each frame is displayed with a time -stamp at the time of decoding.
With this method we can verify that 50 frames are decoded each second. DMR
also has this real time  -stamp display.

- Decryption capability in NXDN.

- Decryption capability in DMR with Basic, ARC -4 and AES -256, licensed by
Mot orola Inc.

- Improving DMR decoding and extend its protocol implementation.
- Revise Wavecom Classifier.

- Extend wideband classifier (W  -CL-WB): classify DMR, dPMR and NXDN signals
as 4 -Level FSK. These signals can also be detected in Classifier Codecheck
(Cco).

- TETRA and TETRAPOL signals can be detected by the wideband classifier (W -CL-
WB) and Classifier Codecheck (CCC).

- Review on TETRAPOL. Improve voice decoding.

- Add two new entries in fiToolso menu: AEdIi t
Cipher Keyo.

Recommended WAVECOM Products and Services

W-BV BitView Tool

The highly sophisticated BitView Tool is an external off -line, stand -alone .NET application f or analysis of
unknown signals.

BitView has a number of features:
U Bit manipulation tools
U  Bit display tools (text, graphics)
i Simultaneous processin g of multiple analysis sessions
U Auto -upda te functionality
U0  Report generator  (parameters, data, ASCII, XML)
i Drag and drop of functions
U Re-arrang em ent of functions in a tree view
i Nested docking
i Auto hide
i Drag and drop of windows
i Applicatio n and modification of alphabets
U Persistent -to-XML file (screen layou tis restored at start  -up time)
i .NET technology
0 No installation re quired, just run the executable
i Data stream and data file import from W61PC/LAN , W-PCI, W-PCle and W -CODE

i MatLab and C# user defined functions

W-Sat-email-Decoder

The W -Sat -email -Decoder takes as its input a session file and the corresponding text files, as produced by
a WAVECOM decoder, or any text file from an external source containing emails. It does protocol decoding

WAVECOM Monitoring System W-SPECTRA, W-SPEED Manual V7.0.0 General Information T 3



and decompression, the email(s) and possible attachment(s) are output as files. The following email sy S-
tems will be recognized a  nd decoded respectively.

AMOS Y Y
Blast Y N
Dualog Y Y
GlobeWireless Y Y
GTMail Y Y
MS-RAS PPP Y Y
MS-RAS TCP/IP Y N
Rydex Y Y
se@comm Y Partially
SkyFile Y Y
UUCP Y Y
UUPlus Y Y
Xdatos Y Partially
ZModem Y Y

4 1 General Information WAVECOM Monitoring System W-SPECTRA, W-SPEED Manual V7.0.0



Introduction

W-SPECTRA

In the modern data communication and signal intelligence the user requires more and more a complete

automatic system which can monitor certain frequency bands and fulfil the following main tasks:
1 It controls the receiver directly, set the receiver frequency, demodulator and demodulator ban d-
width, etc.
1 It detects, classifies and decodes signals automatically.
1 Itrecords the results of detection, classification and decoding into a database.
It records the spectrum in a wide bandwidth, so that the user can analyse the whole spectrum a f-
terwards.
W-SPECTRA is exactly such a system to meet these major demands. W -SPECTRA provides:
1 Comprehensive online (real -time) monitoring functions, running throug h the entire radio spe c-
trum from ELF to SHF
1 Intuitive graphical user interface: its main operation tab covers all online monitoring activities
1 Built-in bi -directional control of receivers (native Wavecom W -PCle receiver or WiNRADIO
G3xDDC)
1  Three monitoring modes: Direct Mode, Memory Scan and Frequency Search
1  More than 220 mode decoders and protocols over HF/VHF/UHF/SHF
1 Wideband (2 MHz) and narrowband (96 kHz) FFT and sonagram displays
1 Wideband (2 MHz) and narrowband (96 kHz) signal recording in baseband (IQ ) and signal pla y-
back
1 Signal recording is made with various important side information (meta -data) on -the -fly, such as
the receiver frequency, bandwidth and timestamp for complete investigation of the whole spe c-
trum after the online monitoring
1 Automatic de modulation and decoding of known signals to the content level
1 Automatic search, classification and code check of signals over a user -defined frequency band and
certain search strategy
1  Automatic or manual capturing of results into a database
91 Display of dete ction, classification and decoding results in a separate window
1 Detection, classification and decoding results can be saved into files as well
1  User configurable database template
1 Database in XML format, providing easy processing by third - party applications
1 Integrity check of the database
1 Wideband spectrum editing: display a wideband IQ recording in a 2 -dimensional sonagram,
zoom -in view of the sonagram and cut out a signal anywhere (in time and frequency domains)
from a wideband IQ recording for classificat ion and decoding afterwards.
A typical configuration of an automatic spectrum monitoring system with W -SPECTRA can look like the fo |-
lowing:
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Antenna

HF/VHF/UHF/SHF
. Wideband Signal W-SPECTRA
Recording W-REC

B =

Gune

SDR Control
Spectrum Search

-A I 'N. Signal Detection

with direct antenna
or 70 MHz IF connection

to W-PCle receiver |~ = ... Classification

. .
i Database Capturing
- — Signal Recording
- Spectra Editing

' Wavecom native Digital
| receiver W-PCle IQ Data

‘ SDR User Interface

|||\|| ""l Third-party
mel o

receiver
e =i W-SPECTRA
PC Windows® 7
Software Defined
Radio SDR
Example setup of a monitoring system with W -SPECTRA.
W-SPECTRA connects to a Software Defined Radio (SDR) and takes over its full control. A built -in mass
storage device (e.g., an SSD) can be used by W -SPECTRA for wideband 1Q signal recording.
All important operation activities are covered in the W -SPECTRA GUI #fAOperationo tab:
1  Full receiver control: set the receiv er frequency, demodulator, demodulator bandwidth, AGC,

squelch level and antenna input etc. directly

Spectrum analysis detects signals and marks them in the narrowband spectrum display (96 kHz)
Choose a classifier or a decoder manually or automatically

Display the classification result into a database entry

Database operations: insert, overwrite and manually edit an entry

Wideband spectrum display (2 MHz) with IQ signal recording and playback

Narrowband spectrum display (96 kHz) with 1Q signal recording and playback

Display detailed classification and decoding result

Switch among the three operation modes: Direct Mode, Memory Scan and Frequency Search

= =4 =4 4 4 -4 -4 -8 A

Four buttons (Start, Stop, Previous and Next) control the work flow of the three operation modes.
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I, W-SPECTRA [E= Een 5
File Run Configuration Tosls Help
S D@
S e w7
Operatian | Direct mode | Memery scan | Frequency search | Speaker button for
SDR Settings demodulated acoustic output
Rx Freq 8.462189 MHz Demed |USB '| Demodulator BW  32.000 kHz AGC |Slow '| S-level (-95 dB) J Input | ANT 1 L
Select a decoder or classme:
Mode | hf-analysis-classifier-code-chec = | @| @| Freq Offset 0 Hz NBFFT Gain 20 dB  Shift 13473 Hz Date:03June 2019 Time: 135342 Status auto
Display |FFT ¥| Colorscheme [Grey_ | ¥| Remarks Frequency: 8462183 MHz Modulation: PSK-8A, STANAG-4285 NOR, Center: 2848.06 Hz, Baudrate: 23090 Bd, Bandwidth: 2309.9H | Insert | Edit |
(Bl Database operations
00
50| Wideband spectrum display and
s00| media player / recorder
750
-100.0
1250 WW}WV%WWWWWMWWM
-150.0
7462 7.662 7862 8.062 8262 8.462 2562 8.862 3062 9.262 9462 [MHz]
(> (m] (1] (@] [c] [#] oo000 / co0000
File CAUsers\Public\Documents\Wavecom\WSpectra\Recordings\Recording.pxgf [:\ PXGE |
4] 8462 MHz [BW 26.72 kHz]
o 2672 kHz
| Narrowband spectrum display and Use the center cursor to s§lect a signal
-200 .
10| media player / recorder for decoding and speaker gutput
600 Detected signals are marked in the
800 lay
-100.0 ;\/W\
11200 L il M, My
2414 8424 2432 8443 2452 8462 2472 8481 2401 8501 8510 [MHz]
EEnEEE —  wom
File CAUsers\Public\Documents\Wavecom\WSpectra\Recordings\Recording.wav E\ wav -]
:25  Baudrate: 2399.9 Bd e
e Bandwidth: 23999 Hz : I
1:4Js@the three cursors Confidence: 88% Decoding or classification result
to measure the signal Level: -35 dB
BW and center
Table check predicted modes for signal no. 1: MIL-188-1104, MIL-188-1108, PSKS_2400, STANAG-4285, STANAG-4481-PSK
Code check started, checking signal ne. 1
Mode detected for signal no. 1
Code Check finished..
Restart... =
Hi ;38 Code check detected modes for signal no. 1; STANAG-4285 -
) . B C
Start | Previous ||  Nest | Bit |

W-SPECTRA GUI Operation tab contains five parts: direct receiver control, classifier and decoder setting,
wideband spectrum display and media player/recorder, narrowband spectrum display and media pla y-
er/recorder and classification and decoding result display.

W-SPEED

While running online (real  -time) spectrum monitoring, a system (e.g., W -SPECTRA) can usually classify
and decode signals in a limited bandwidth (e.g., 96 kHz) in real -time (online). The reasons are usually li m-
ited processing bandwidth of certain components and limited computation power. Signals outside the pr o-
cessing bandwidth can not be processed online. To solve this problem W -SPECTRA makes a recording of
signals in a much wider bandwidth (2 MHz) than it is processing online . The recording is done in a lossless
way, usually in baseband 1Q and the recorded signal is processed afterwards by the Spectrum Editing tool

W-SPEED.

W-SPEED loads a recorded signal and displays it in a two -dimensional sonagram with the frequency as the
x-axis and time as they  -axis. The sonagram display bandwidth is selectable among 250 kHz, 500 kHz, 1

MHz, 1.5 MHz, 2 MHz, 4 MHz, 8 MHz, 10 MHz, 12 MHz, 16 MHz, 24 MHz and 30 MHz, with 2 MHz as d e-
fault. The user can examine the sonagram by zooming -in to an d navigating over the spectrum, mark an
interesting signal and send this signal to W -SPECTRA or other Wavecom decoders (e.g., W -CODE) for

classification and decoding.

A typical setup of this spectrum investigation is as in the following
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File

Oty o (EMEELE] ol e (GEHLE]

[ — A n

09 Oct 2014
08:34:13

09 0ct 2014
08:34:13

09 Oct 2014
08:34:14

09 Oct 2014
08:34:15

09 Oct 2014
08:34:15

09 Oct 2014

09 Oct 2014
08:34:17

09 Oct 2014
08:34:17

09 0ct 2014

R [ nnasais o Damest
e 2@ Fmaome e
Dty T oo e Gomy. Famans

08:34:18

i ' ' '
873 8763 8812 8.862

Selection
| Offset 52994 Kz From 09 Oct 2014 08:33:52 to 09 Oct 2014 083517

Playback to Wavecom decoder (PxGF

| BeeEE

0dé

Example setup of

vestigation.

the Wavecom spectrum editing tool W
tem W -SPECTRA. The user can select a 96 kHz wide signal stripe and send it

- SPEED working together with th

€ monitoring sy
to W -SPECTRA for detail i

S-
n-
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Setup

W-SPECTRA, W-SPEED

The automatic monitoring system W -SPECTRA and the spectrum editing tool W -SPEED provide all fun c-
tions required to analyse, classify, decode and process radio data communications over the entire fr e-
quency spectrum. Both are licensed software, runn ing on existing equipments of the customer. This fe a-
ture allows seamless integration with SDR (Software Defined Radio) receivers with IQ data and TCP/IP d a-
ta outputs. The license for the software is programmed on a CmStick USB key. One client license is pr o-

vided with each software package (multiple licenses on request).

W-PCle Receiver Installation

Before unpacking the W  -PCle card and installing it into your PC please make sure that you are attached to
the electric gro und to avoid damaging static sensitive components on the card or in the computer.

Power off your computer, unplug it from its power source and disconnect or turn off all peripherals. Car e-
fully remove the cover of the computer and locate a free PCI express slot. Firmly insert the card into the
slot. Close the computer cover and switch on the power.

WARNING : THE A/D CONVERTER ON THE W -PCle CARD MAY DEVELOP E ENOUGH HEAT TO
PRODUCE BURNS OR START A FIRE IF PLACED NEAR FLAMMABLE OBJECTS. WAVECOM WILL

NOT BE RESPONSIBLE FOR ANY DAMAGES RESULTING FROM NON -COMPLIANCE WITH THIS
WARNING.

W-PCle receiver.

W-PCle card have five SMA signal inputs. The following tab le is a technical hardware specification.

Specification

Card type Half -size PCle x1 card (W -PCI Express)

Inputs AFIF#1 and AFIF#2  for direct HF IF70#1a, IF70#1b and IF70#2
antenna connection

WAVECOM Monitoring System W-SPECTRA, W-SPEED Manual V7.0.0 Setup 1 9



Frequency range 50Hz 1 25 MHz 525 MHz i 87.5 MHz (SAW fi I-
ter)

Input impedance 50 Ohm 50 Ohm

Bandwidth 5kHz 7 500 kHz

Frequency raster DDC 1.0Hz

Input max sampling rate 92.16 MHz

Sampling rate jitter 1ps

Connector SMA female

Two simultaneously active inputs AFIF#1 or IF70#1a or IF70#1b T with 7 AFIF#2 or IF70#2

Dimensions (LxWxH) 168x106x22 mm

Weight 15049

Power requirement (typical values) 10A@+33V,04A@ +12V

Bus interface PCle x 1, 250 MB/s

Operating temperature range 0°Cto50 °C

Case temperature range 0°Cto55 °C

Storage temperature range 0°Cto70 °C

Relatively humidity (non  -condensing) 10 to 90%

A/D converter 16 -bit

Digital down converter (DDC) FPGA

License key In -card license, no external license key necessary

Conformity CE @m @m *

W-SPECTRA and W-SPEED Hardware Installation

The license to run W -SPECTRA and W -SPEED is delivered on a USB dongle. Just i nsert the USB licens e
key(s) in any USB socket.

Software Installation

W-SPECTRA supports the native Wavecom receiving device W -PCle and the WINRADIO Software Defined
Radio (SDR) receivers G3xDDC.

- To use W -PCle as a receiver, make sure that the Wavecom Virtual Audio Cable (VAC) is first
properly installed. Then install W -SPECTRA. It contains the controlling of the W -PCle receiver.

- To use WINRADIO G3xDDC receivers with W -SPECTRA, make sure that the G3xDDC software and
the WIiNRADIO Virtual Sound Card (VSC) are already installed.
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Insert the WAVECOM installation DVD in the drive.

drive and start installation.

When requested, point the auto start wizard to the disc

Note: To run installation you need to have the Administrator right. After installation,  you can run the

application s W-SPECTRA and W -SPEED if you are a member of the Admi nistrators , Power Users  or Us-

ers group.

Before the installation of a software updat e Softwarednirsthlld Over si o
on page 14). After uninstallation has completed, insert the WAVECOM installation disc in the drive; the i n-

staller will start automatically. Otherwise, it can be started with

Installation.exe

Without loosing generality we sho

w the installation steps on the example W

Windows Explorer

-SPECTRA.

The selection dialogue of the installation program is displayed:

J2 WAVECOM Installation
Main Products Addiional Software
W-SPECTRA 328it¥7.00 fw
speep W SPEEDV7.00

SPECTRA . SPECTRA B4l ¥7.0.0

WAREC 32814300
W, WPC 328 V11.1.0 %{? N e
PG WT4PC B4BIVIT10 gzl o)

==

A Lo sokvingn [ nstel | [Manal]
w W-PCle 32BEVIL1.0 & (] ]
W-Cloud 5
W-Cloud Server
WePDI2BEVI1.0 B4BitV300
PCI POl 64BiVI11.0 rstel | [Marual | G4 EauSaT Sysem
A PO, WIARCIV2OD
VALODE 32B1V111.0 4/ Chassilier Codechesk Editor
CODE  .CODE 64BAV11.1.0 EET VR
W \\:’z{;aut'?:;";g.amdev "gl Recordings 30,0
TALL :ﬁg?&?&?&,ﬁemdm Wavecom Device Diiver
¥7.1.0
'gf,.“ﬂ%“ VBV V250 Wavecom Vitual Audio
> Cable [-VAC) Y300
[ Release Notes | [WAVECDM ELEKTRONIK AG |

Clickthe HASWECTRADO
SPECTRA application.

b urtstdlldhe W-o

r - _w ~
1) WAVECOM W-SPECTRA - InstallShield Wizard - =

Destination Folder

Install WAVECOM W-SPECTRA to:
C:\Program Files\WAVECOMWSPECTRAY

InstallShield

- et

Click Mext to install to this folder, or dick Change to install to a different -

Cancel

[ < Back ][ Next > ] [

]

Change the destinati

continue the installation.

on

d otl

WAVECOM W-SPECTRA

on your computer. To continue, click Next.

international treaties.

Welcome to the InstallShield Wizard for

The InstaliShield(R) Wizard wil install WAVECOM W-SPECTRA

WARNING: This program is protected by copyright law and

by double -clicking

o) (o |

First, you will see the welcome screen. Click
ANext o t o cednstallationu e

t h

- — -
1) WAVECOM W-SPECTRA - InstallShield Wizard | 0 %

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

exit the wizard.

Installshield

If you want to review or change any of your installation settings, click Back. Click Cancel to

[ <pack | mstal |

Cancel ]

Click fAiNexto to

cont i

nue
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r r al
2] WAVECOM W-SPECTRA - InstallShield Wizard ﬁ] WAVECOM W-SPECTRA - InstallShield Wizard li_hj

Installing WAVECOM W-SPECTRA InstaliShield Wizard Completed

The program features you selected are being installed.

Please wait while the InstallShield Wizard installs WAVECOM W-SPECTRA.

- The InstaliShield Wizard has successfully installed WAVECOM
This may take several minutes.

W-SPECTRA. Click Finish to exit the wizard.

Status:

Copying new files

[7] show the Windows Installer log

InstallShield

= S =

Wait until the installation is finished. If the installation was successful, click Finish to
complete the process.

Note: If a firewall is enabled on your system, depending on its security level settings, various compo nents
of W -SPECTRA may ask to access the Internet or the trusted zone of the firewall. You will have to manua I-
ly grant access to these components.

Check for hidden windows if the installation process seems
Alt+Tab keys). Sometimes windows in the background are waiting for a button to be pressed to allow the
installation to proceed

W-SPECTRA Server

W-SPECTRA runs in a client/server architecture. The W -SPECTRA server is running as a Windows service,
which will start automatically at the PC startup. The corresponding tray icon indicates the server status as
below .

WAVECOM Server - W-SPECTRA (running)

L L s R

Status of the W -SPECTRA server.

Make sure that the server is in fAirunningo status. Thekuser
ing the mouse or just doubl e eSAE&TIRAGD .the desktop icon AW
W-SPECTRA Licensing
The license of W -SPECTRA is programmed on a USB key (Wibu CmStick) . The software is delivered with
one year free update, i.e., the customer will get new software versions free of charge during one year a f-
ter the date of purchase. The update period ca n be extended for max. 5 years. The purchased software
version itself runs without time limit
On request, different licensing models are available:
0 Single -user license s
i Network licenses with floating licenses (sharing of W -SPECTRA and options between different

computers)

i Licenses for other WAVECOM software products and third party products may also be stored on
the CmStick

Software Updates
Software released  during the update period can be installed at any  time.

New licen ses can be loaded to the CmStick without sending the physical USB key to WAVECOM. Just click
License Update on the CodeMeter Control Center and follow the information provided by the assistant.
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G CodeMeter Kontrollzentrum &Jw
Datei  Aktion  Ansicht Hilfe
Lizenz Ereignisee Ausleihe
® ez
Serien-Nr: 1-1186722 @
Version: CmStick 1,15
Kapazitdt: 97 % frei (58184 Bytes)
| Status: @Deakﬁviert
(@) (& Aktiviert solange angeschlossen
@ @Akﬂwert
Lizenzaktualisierung Auswerfen
| CodeMeter ist gestartet.
How to update a license.
Software Options
W-SPECTRA runs with two options: Spectrum Analysis (W -SA) and narrowband classifier (W -Classifier -NB,
with 8 kHz bandwidth) or wideband classifier (W - Classifier -WB, with 96 kHz bandwidth) (see fiLicense Sy s-

tem, Software and Options 6 on [@2%¢ e

Both Spectrum Analysis (W  -SA) and Classifiers (W -CL-NB or W -CL-WB) are delivered with separate licen S-
es. They can be shared by other Wavecom decoders, e.g., W -CODE. If the customer already has a license
(W-SA, W-CL-NB or W -CL-WB), he can just order the W -SPECTRA. In this case W -SPECTRA will run with
the existing licensed option.

To order the W -SPECTRA software, please follow this proced ure:

i Place an order W -SPECTRA with the proper option. If you already have a CmStick, you may give
us the serial number of your CmStick

i  WAVECOM will process your order and forward you an invoice .
i After the payment has been received, a new key or license fi le for your existing CmStick will be
delivered.

To process an order for options, the following information is required:
i Complete address
U Ordered items
0  Email or mail delivery

i Serial numberandr emote context file of CmStick to be updated, if applicable
W-SPECTRA License Checking

To check the license(s) on the CmStick follow these steps:

Open the CodeMeter WebAdmin interface from the CodeMeter tray icon
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Press the

AWebAdmino

-
- CodeMeter WebAdmin i
4]] @ | Home [LUN  Server FEinstellungen  Diagnose Info Hilfe
T i
AHZEI g en CmContainer Lizenzen Benutzerdaten Datensicherung
n = L= - CmContainer: [1-1146437 [~
=il  WebAdmin
- — 100003 | Bundling Articles |
Nutzungs-  Verfalls-  Aktivierungs-  Lizenz-
C D‘ | d k.'t - A e einheiten datum atum anzah!
% i mDongle deaktrieren ‘ ; |
1 SecuriKey Lite nfa nfa nfa 1
100787 | WAVECOM ELEKTRONIK AG |
I Nutzungs- Verfalls- Aktivierungs- Lizenz-
Hilfe ot code name it 7
) = 1 WCODE nja nfa n/a 10
Custormize.. Uber 2 W-SPECTRA wfa wa na .
4 W-SPEED nfa nfa nfa 2
w-CL n/a nfa n/a 0
Beenden I 7 5

W-CLOUD n/a n/a nfa
200 W-SPECTRA Server nfa nfa nfa 2
1 O-W-CLNB nja nfa
101440 | Phoenix COMINT Applications
Vverfalls-
datum

Lizenz
anzahl

Aktivierungs
datum

Nutzungs

Product Code einheiten

Name

WCLNB (DEMO) nfa n/a n/a 1

Licen ses available on the CmStick are listed in
this screen.

Item ‘ Remarks

Product Displays the product code
Code
Name Displays the name of the product item, normally the name of the product
Feature Map Displays the f eature map
Licenses Displays the total  number of network licenses
Maintenance Display the maintenance period of the license. Wavecom uses this to check whether the
Period license is valid to run a new software version
User Limit Displays the number of licenses, which are currently used in the user limit mode
No User Displays the number of licences that are currently used inthe n o user limit mode
Limit
Exclusive Displays the number of licences that are curre ntly used in the e  xclusive mode
Shared Displays the number of licences that are currently used in the shared mode
Free Displays the number of licences that are currently free
Details Displays detailed information about the respective network licences in use
Important  : If you have multiple CmSticks plugged into computers in the same local network, refer to

fiLicense System, Software and Options

)

on [2%bge

Software

Uninstall

In certain situations, e.g.
following commands:

, When updating the application, it is necessary to uninstall the software. Use the
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VISTA XP Windows 7
0 Click on Start, go to U Click on Start, go to the U Click on Start and open the
the Computers menu Settings menu and open Control Panel
and click the  Uni n- Control Panel i Selectthe P .
stall o r change a . u glectihe Frograms icon
program  button U Select the Add/Remove U Select Programs and Fe  a-
Programs icon t 9
U Select WAVECOMW - i Select Install/Uninstall e
[XX] from the list U Choose WAVECOM W -[xx]
i Click Uninstall U [C):(t;?]osfrom\{[\t/é\fiitCOM w - from the list
U  Click Uninstall inthe menu
U Click Add/Remove
The application has now been removed from the PC - it is possible, however, that the shortcut icons may

have to be removed manually.
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Complete Automatic Monitoring
System W-SPECTRA

First Start

V  After the software and the CmStick have been suc cessfully installed, W -SPECTRA can be started
either from the Windows Start menu or by double -clicking the program icon on your desk top.

V  The user can either choose a W -PCle receiver or a WINRADIO G3xDDC.

V Inthecaseof W -PCl e as a receiver, the user can isegeat Gdl

Direct Receiver Control ) - In the ASDR Settingso in the Opeeation

ceiver frequency, the demodulator, the demodulator bandwidth and the antenna input. He can a -
so turn o n the speaker for acoustic monitoring purpose.

V In the case of WiINRADIO G3xDDC, the user needs to start the WiNRADIO G3xDDC native GUI and
select the device in the [Or&fRRceigeeGontrio n g $)oFor@tample( s e e

B WiNRADIO G39DDC - 11/07080 (=R (==
File Options Memory Scheduler Scanner Logger Networking Plugins Help 21012015 11:24:21
dBm 109 pv AM AMS LSB

Tiring

Fie |

[P Waterfal Sweeper | Activity

Power

WINRADIO G39DDC native GUI.

V  Proper operation of W -SPECTRA is indicated by the WAVECOM Server Control icon in the Windows
system tray in the taskbar . If the the icon is green, the server is operating normally. You may also
move the mous e over the icon and check that you get this status message: WAVECOM Server i
W -SPECTRA (running)

The following GUI shows that W -SPECTRA is running properly. It is connected to an SDR (e.g., W -
PCle receiver) and is classifying signals coming from the recei ver.
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SlEms

File Run Configuration Tools Help

s hwRPe]

Operation | Direct mode | Memery scan | Frequency search | Speaker button for
SDR Settings demodulated acoustic output
RxFreq 6.348000 MHz Demod |USB - Demodulator BW  15.792 kHz AGC | Slow -~ S-level (-70 dE) J Input |AFIF#2 = | |4

Select a decoder or classifier

Mode | hf-analysis-classifier-code-che = @ @ Freq Offset 123 Hz  NBFFT Gain 40 dB  Shift 1565 Hz Date: 31 October 2016  Time: 17:03:28  Status: auto
Display | FFT ¥ | Color scheme |Grey ~¥ | Remarks Frequency: 6.348123 MHz Modulation: PSK-8A, STANAG-4285 NOR, Center: 1762.62 Hz, Baudrate: 2399.82 Bd, 2399.82 Insert Edit

Database operations

[d8]
0.
-25.

media player / recorder
. player /

-750

-100.0

0
o| Wideband spectrum display and

-125.0
-150.0
5348 5548 5748 5.948 6.148 6348 6.548 6.748 6948 7148 7348 [MHz]

@ un @ E] @ 00:0000 / 00:03:12

File C:\U: lic\Docur m\WSpectra! iing.pxgf C] PXGF ~

[dB] 6.348 MHz [BW 15.79 kHz]

15.91 kHz
00

200| Narrowband spectrum display Use the center cursor to

_ing| 3nd media player / recorder select a signal for decoding

ﬁo‘o and speaker output

-800
-100.0
-120.0

6300 6.310 6319 6.329 6338 6.348 6358 6.367 8377 6.386 6396 [MHz]
[»] m| (@] [c] (4] oooe00 s coorsz
File C:\U: lic\Docur miWSpectra! i - | |WAV ¥

Baudra.tE‘ZSQB.EZ Bd Mode parameters >
Bandwidth: 2399.82 Hz

Confidence: 93% Decoding or classification result polarity normal ==
it bandwidth 2800 - j

Table check predicted modes for signal no. 1: MIL-188-110A, MIL-188-1108, PSK8_2400, STANAG-4285, STANAG-4481-PSk

gngar 1840 Hz

Use the three cursors
to measure the signal
BW and center

Code check started, checking signal no. 1 3
Made detected for signal nc. 1 center 1840
L/ Code Check finished...
Restart | mode Continuous -
8 19 Code check detected modes for signal no. 1: STANAG-4285 - — B
f ‘ 1 Eli m »
[ st | [_previous ][ neat | Exit

W-SPECTRA works properly.

U  There are five major parts in the W -SPECTRA main GUI:
o Direct receiver (SDR) control
0 Run adecoder or a classifier, database operations
o0 Wideband (2 MHz) spectrum display and media player/recorder
o Narrowband (96 kHz)  spectrum display and media player/recorder
o Decoder or classifier setting and display of results.

i The user can set the receiver frequency, demodulator and demodulator bandwidth using the W -
SPECTRA GUI or the native SDR GUI, e.g., WiINRADIO G39DDC GUI. Settin gs will be synchronised
in both GUIs.

i The user can further move the tuning cursor inside the narrowband spectrum display to select the
signal at a certain frequency for classification and decoding and output this signal to the speaker
applying a proper dem  odulator. The acoustic output to the speaker works only for W -PCle recei v-
er. For G3xDDC receiver this functionality is implemented in its native WiNRADIO GUI.

i The user can view the spectrum up to 2 MHz in the wideband display.

U The signals in the middle 96 kHz wide stripe of the wideband display will be shown in the narro w-
band spectrum display. The user may move the middle cursor in the narrowband display to locate
the signal.

i The user may choose a classifier or decoder in the pull -down | i st fi Mo d eettedssigndl

(by the tuning cursor in the narrowband spectrum display) will be classified or decoded. The result
will be displayed in the lower part of the GUI.

i If no receiver (SDR) is running or the W -SPECTRA server stops, warning messages will appear i n
the W - SPECTRA GUI. The user may take actions according to the message.
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. W-SPECTRA

File Run Configuration Tools Help

s w P08

Operation | Direct mode | Memory scan | Frequency search |

B @ @ @ @ @ 00:0000 / 00:00:00

File  C:\Users\Public\Dos

miWSpectral

B 0.000 MHz [BW 0.00 kHz]
[03 0.00 kHz 0.00 kHz

SDR Settings

Refreq 0.000000 MHz  Demod [CW___ ~|  Demodulator BW 0.000 kHz  AGC [Disabled =]  S-level (00.d8) 0 mpu |4
Mode [no-mode (@] (@) Freqotiet 0 Hz NGB FFTGain 20 dB  Shift 200 Hz  Date:1l November2016 Time: 145110  Status:Icle

Display [FET ~| Colorscheme |Grey... | *| Remarks Insert Edit

IdB]

00

00

0.0

00

00

00

00

-1000 -0800 0600 -0400 0200 0000 0200 0400 0500 0800 1000 [MHz

0.0
0.0
0.0
0.0

0.0
0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0000 [MHz]
File C:\Users\Public\Dox m\WSpectral rding wav

<

stat | Previous | [ Next

Warning, SDR not present.

Warning, W-SPECTRA server not present.

Exit

Open SDR settings.

Waiting for server...

If the receiver is not running or the W

sages will appear. The user may take corresponding actions.

-SPECTRA server stops, warning me  s-

Default Data and Program Folders (Paths)

To see all folders, select
i Enable Show all folders

U Enable Show hidden files, fol

Folder Options

in the Control Panel

ders and drives

Open each folder in the same window

7) Open each folder in its own window

Click items as follows
(@) Single-click to open an item {poirt to select)
Underine icon titles consistent with my browser
(@ Underline icon titles only when | point &t them
@ Doubleclick to open an item (single-click to select)

Navigation pane
4 Show all folders!
[ Automatically expand to cument folder

Bestore Defaults

How do | change folder options?

0K ][ Cancel ][ fpply

Folder Options =] Folder Optionsil - [
General | View | Search General | View | Search
Browse folders Folder views

You can apply the view (such as Details or lcons) that

you are using for this folder to all folders of this typs.

Advanced settings:

Files and Folders -
[ Mways show icens, never thumbnails

[ Always show menus

Display file icon on thumbnails

Display file size information in folder tips

[ Display the full path in the title bar (Classic theme only)
Hidden files and folders

(@1 Dont show hidden files, folders, or drives

Show hidden files, folders. and drives

Hide empty drives in the Computer folder

Hide extensions for known file types

Hide protected operating system files (Recommended) —

Restore Defaults

ok | [ cencel |[ ooy |

(]

Path names can vary if you use a non
crosoft AW ndows

-English language operating system

or if you are not using the M

Expl orero
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Folder

Program Fol  d-
er ( Read only,
RO)

‘XP

C:\Program Files \WAVECOM\<Product> \

Vista

C:\Program Files \WAVECOM\<Product> \

Global Data C:\Documents and Settings \All Us- C:\ProgramData \WAVECOM\<Product> \
(Read only, ers\ Application Data \WAVECOM\<Product> \

RO)

Global Data C:\Documents and Settings \All Us- C:\Users\Public\ Public Documents \

(Read & write,
RW)

ers\Documents \WAVECOM\<Product> \

WAVECOM\ <Product>

\

User Specific
Roaming Data

C:\Documents and Se t-
tings \\<Username> \\Application Data \
WAVECOM\ <Product> \

C:\Users\<Username>
WAVECOM\ <Product>

\AppData \Roaming \
\

User Specific
Non -Roaming
Data

C:\Documents and Se t-
tings \<Username> \Local Settings \Application
Data \WAVECOM\ <Product> \

C:\Users\<Username>

WAVECOM\ <Product>

\AppData \Local\
\

Program Folder Global Data (RO) Global Data (RW)

4 M Computer 48 Computer 4 (M| Computer
4 &, 0s(C) & 0s(C) 4, 05(C)
|| MSOCache || MS0Cache 41 Users
4 || Program Files > | Program Files 10 Administrator
b ¢ Adobe 4 || ProgramData bl Default
4 || WAVECOM b | Adobe 4 || Public
| CCC Editor I Ju TEMP . Favorites
4 | Recordings [» . Ulead Systems = |, Libraries
b Wav 4 || WAVECOM |, Public Desktop
4 | WBLPC L WELPC 4 | Public Documents
| amdéd .. WCODE 4 || WAVECOM
4 vy . WindowsSearch ) CCC CodeTables
b vg 4 ) WelPC
L xB6 . Alphabets
4 || WCODE . Config
4 VG . Data-Input
4 VG . Data-Cutput
b Ju Clover2Demod 4 |, WCODE
= 1 Clover20000emod || Alphabets
> . PactorlDemod | Config
[ 1) Western Digital | Data-Input
[+ 1. Data-Output
. Public Downloads

Main Menu

The main menu includes all submenus relating to operating modes, as well as setup, analysis , classific a-
tion, decoding and database functions

The WINDOWS operating system is based on a multitasking kernel and can handle several tasks simult a-
neously, and therefore interaction with the menu system will no t interrupt the execution of an active fun c-

tion. This allows, for example,
ties .

W -SPECTRA Main GUI

the integrity check of a database running without interrupting other activ i-

Screen Display

WAVECOM Monitoring System W-SPECTRA, W-SPEED Manual V7.0.0Complete Automatic Monitoring System W-
SPECTRA ¢ 19



When working properly (connected to a receiver and the W -SPECTRA server is running), the main GUI

should look as the following

==
file Run Configuration Tools Help
&* -
BE-R=R 1N R
Operation | Direct mode | Memory scan | Frequency search |
SDR Settings
ReFreg 6.348000 MHz  Demod [DSE v|  Demodulstor BW 4.000 KHz  AGC [Medium »]  S-evel (704B) N Input [ANTL = [ %

Mode | hi-analysis-classifier-code-che ~
Display Color scheme

[98]
0o

=250
-50.0

-750
-100.0
-1250
-1500

5348 5.548 5.748 5.048 6.148 6.348 6.548 6.748 6948 7.148 7348 [MHzZ]

E] E] @ E] . 00:00:00 / 00:00:00
File C:A\U: iic\Da pectra\Rec i f PXGF ~
(PxcF <]

- 6,348 MHz [BW 7.17 kHz)]
103 3,58 kiiz 358 kiz

-200

-400

-600

-800

i o

1200 st AWV AA i e caa Vit
5336 6338 5341 5343 5345 5348 5350 5353 6355 5.358 6360  [MHz]

W - e

File CAUsers\Public\Do omWSpectra i ingaw [=]

Classifier finished... 31| Moce parameters 5

Classifier detected signal parsmeters: i .

Modulation: PSK-83 polarity

oi: 40000 £

Baudrate: 240004 8d pandwidth 4500

Bandwidth: 2400.04 Hz modulation

Confidence: 90%

Freq Offset 0 Hz  NBFFT Gain 30 dB  Shift 1679 Hz  Date: 31 October 2016 Time: 14:47:35  Status: auto

Remarks Fraquency: 6.348000 MHz Modulation: PSK-8B, Camter: 1652.6 Hz, Baudrate: 2400.04 Bd, Bandwidth: 2400.04 Hz, Confidence: $0%,

Cenfer: 1928 Hz

i

Level: 20 dB center 1928
Table check predicted modes for signal no. 1: MIL-188-1104, MIL-188-1108, PSK8_2400, STANAG-4285, STANAG-443T10sH modiel
7 Code check started, checking signal no. 1 = | ——— .

[ m ] »

o |

W-SPECTRA is running properly (e.g., with WiNRADIO G3xDDC as a receiver). It is classifying a signal and
doing code check.

As a standard WINDOWS procedure a left -click on a menu item will di splay the corresponding drop
menu.
W, W-SPECTRA (C3 i OMWS, \Data-Output\Hf =N ECR ===

File Run Configuration Tools Help

“hw PO

Operation | Direct mode | Memory scan | Frequency search
SDR Settings

W-SPECTRA menu items: File, Run, Configuration, Tools and Help.

The W-SPECTRA menu includes File , Run , Configuration , Tools and Help .

i File menu includes various database operations.

0 Run menu sets the three W-SPECTRA operation modes: Direct Mode, Memory Scan and Frequency

Search.

i Configuration menu includes the receiver (SDR) setup, the startup behavior and customization of
the database.

U Tools menu includes additional functionalities of W -SPECTRA.

0 Helpmenui ncludes the software version and build information.

-down
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The button I ine wunder t he&lewdatabase | ® h@pénidatabdse d 6 s Save database 0,

fiSave decoder result as text (bitmap) 0 , Run Direct mode 0 , Rufi Memory scan 0 anRun F e-
quency search 0. Whmmving the mouse to the buttons the corresponding hint will appear.
File Menu

W W-SPECTRA

Run Configuration  Tools  Help

Mew database

Mew from template

=R 9

Cpen database
Save database

Save database a=

=

Save decoder result as text

E]

Check database

Close databass

TRTT]

Exit

o

W-SPECTRA File menu.

Using the File menu, the user can access

New database Open an empty database using the template which is already active in W -SPECTRA.
The user can view the active database templ at e
AMemory scanodo or AFrequency searcho.

New from template Open an empty database with a user configured template.

Open database Open an existing database.

Save database Save the changes (new entries etc.) into the database.

Save database as Save the changes in the database under another name.

Save decoder result as Save the classification and decoding result into a TXT file or as bitmap when the result
text (or as bitmap) is a picture.

Check database Check the integrity of a database: remove null entries and remove duplicate entries.

( S e ®atdbase Operations and Integrity Check 0 on pR)ge

Close database Close the database.

Exit Exit the W -SPECTRA application.
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Run Menu

W, W-SPECTRA
File Configuration Tools  Help
Direct mode D
— ¥ Memory scan
Cper Frequency search EI
SDR Settings

W-SPECTRA Run menu.

With the menu 0 ReamsvitchWeSREETRA among the three operation mod
AMemory scanodo and f FrTheuser nao gso switch to@mode by clicking the corresponding
button.

Each operation mode defines a different automatic work flow and running beh avior of W -SPECTRA

Configuration Menu

W W-SPECTRA
File  Run Tools  Help
o Startup preferences (
— SDR settings |
Cperation Customize a database E

SDR Settings

W-SPECTRA Configuration menu.

Configuration menu includes

Startup prefe  r- This menu opens a dialog window, in which the user can set the default behavior of W -
ences SPECTRA at startup.

The user can define which operation mode (Direct mode, Memory scan or Frequency
search) should W -SPECTRA run when it starts.

The user can define which database template should be loaded when W -SPECTRA starts.

The user can define which color scheme should a pply to the FFT display and sonagram di S-
play.

SDR settings This menu will open a configuration window where the user can scan all receivers (W -PCle
receiver or WiINRADIO G3xDDC) which are running on the local computer, choose a recei V-
er,connectordiscon nect it. The wuser can set the default
ADemodul ator o, fADemodul ator bandwidtho, AAGCOs A
ing the window the def aul t Divee Racaver Cantrad 0s aovne dR%)g(es e

Customize adat a- Open a configuration window where the user can define a database template. ( s e eUsdt
base Configurable Database 6 on PB&)ge
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Startup Preferences

The fAStartup preferencesodo under the Configuration menu star!
following default values when W -SPECTRA starts up .

i Mode: means which of the three operation modes (Direct mode, Memory scan or Frequency
search) should W -SPECTRA run.

i  Database template: which database template should W -SPECTRA load. When no template is spec i-
fied, only the 6 mandatory database fields are displayed.

0  FFT color scheme and

i Sonagram color scheme define the color scheme s of the spectrum display in the Operation tab.
ifu Startup preferences E'@
Maode [Memorj.r scan v|
Database template ChlUsers\Public\Documents\WAVECOM\WS pectra\Confighl E|
FFT color scheme [GrEj,.r v|
Sonagram color scheme [Cn::-n::-l v|
oK | [ Cancel |

W-SPECTRA AStartup preferencesd under Configuration menu.

Tools Menu

Inthe Tools menu the user can open additional functionalities or tools of W -SPECTRA.

W W-SPECTRA

File  Run Cenfiguration Help

o = i . Spectra editing
o . H 3 Split a recording
Operation | Convert a recording
SDR Settings CCC Editor
Rx Freq 171.750000 Edit DMR. Cipher Key Demodulator BW  60.000
Mode [dmr Edit NXDN Cipher Key 0 Hz NBFFT Gain 20

Display | FFT v | Coler scheme |RGB '| Remarks Frequency: 171.750000 MHz; Signal 1: Center:

W-SPECTRA Tools menu.

Theuser can open six tool s-SPEEDgct nM&pedittiang@&c@OWdi ngdo, #fAConve
Editoro (CCC table editor), AEdit DMR Cipher Keyo and AEdit

By choosing fAiSpectra editingd the user-SPEBED. run the spectrum
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Help

ey 5 [l Coorscheme T ] ]

09 Oct 2014
08:34:13

0de

09 Oct 2014
08:34:14
09 Oct 2014 -30d8
08:34:14

09 Oct 2014
08:34:15
09 Oct 2014 -6048
08:34:15

09 Oct 2014
08:34:16
-90dB
09 Oct 2014
08:34:17

09 Oct 2014
08:34:17
-120dB
09 Oct 2014
08:34:18

09 Oct 2014

08:34:18 -150 dB

8738 8.782 8.826 8.870 8914 8.957 9.001 9.045 9.089 9.133 9177 [MHZ]

| ' Selection
| Offset 52918 kHz From 09 Oct 2014 08:33:44 to 09 Oct 2014 08:35:18

Playback to Wavecom decoder (PxGF input)

por 120> | (3] 1] )

Spectra Editing tool (W -SPEED).

With W -SPEED user can display a recorded signal in a two -dimensional sonagram in different display
bandwidths. The user can zoom -in to the sonagram, find an interesting signal, mark (select) it and send it
to W-SPECTRA or other Wavecom decoders for detailed investigation.

By choosing ASplit a recordingd user can call a func-siteon t o
consecutive small r ecor 8glitm@Recdrdingeds..) (Detail s in @

Input file | E:\worH\W—SPECTR.A\Recordings\Recording_EDlSﬂﬂﬂ_g39dd-c_mixSR_moving_lSmin.pxg| D
Output folder | EAwork\W-SPECTRA\Recordings\SmallRecordings | (]
Split into E 8 parts of 1092 M8 sat [ sep ]

Part progress s3]
Totalprogress e 1/3168% ... |

Split a big PXGF recording to several consecutive small recordings.

By choosing AConvert a recordingo user can convert a WAV
fiConvert a Recording 0 . )
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W, Convert awav recording into a pxgf recording EI (3]
Input file E\work\W-SPECTRA\Recordings\Aufnahmen 2MHz\HDSDR_20150303_094833Z_8500kHz_RF_TEST_1024k.wav |]
Output file E:\work\W-SPECTRA\Recordings\Aufnahmen 2MHz\HDSDR_20150303_094833Z_8500kHz_RF_TEST_1024k_2.px¢ |]
Receiver frequency 8.5 MHz
Timestamp 13 Mar 2014 11:41:58 (¢

Start
Progress

Convert a WAV recording to the PXGF format.

By choosing ACCC Editoro user can open a tool to edit the CI

. CCC Table 20110705 HF.xmi - CCC Editor [E=m=n |

e gar  iew  peip

ASd oX 6.
Sk 1875 L)
s A - : ;
= - : : :
e - : :
= e m : :
e * : :
= - B : :
= s : :
FSK 0 N 2 2
F5K s o 2 5
= o : :
= - b : :
e P - : :
P p : :
= . : : :
e > : : :
s P : : :
= 4 os : :
P £ L H 3
e o : : :
= - - : :
FSK x0 400 2 3

ARG-ME-282 FSK 172 N 2 2

g e e - : ;

Classifier Code Check table editor (CCC Editor).

This lookup table is used by the Classif ier Code Check in W -SPECTRA to get correct code check result. This
editor is the same as used in the Wavecom decoders, e.g., W -CODE.

By choosing AEdit DMR Cipher Keyo user can edit the cipher k
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% DMR Cipher Key

Encryption Mode
" Enhanced
ARC4 |ags |

D |Key

0 1]

1 01

2 02

3 1]

4 0

5 bob

& fo

7 1]

3 1]

9 1]

10 0

11 0

12 1]

13 1]

14 1]

15 1]

% Basic
21 i
Hint

The Basic Key is chosen by itz Key
ID — & number between 1and 255.
The key value is hard coded.

The 255 Enhanced Keys (ARC-4 and
AES keys) can be set by the user,
Each ARC-4 key value is 40-bit and
each AES key value is 255-bit long.

The input format of an enhanced
key is hex-dedmal in byte —in even
numbers of hex with leading zero,
for example "098ABC" instead of
"93ABC"

Apply Cancel

GUI to edit DMR cipher key.

By choosing AEdit NXDN Cipher Keyo user

# NXDN Cipher Key

Serambling Keys | DES Keys | AES Keys |

S

1D | Key | |10 | Kkey | | | key D | Key |
1 12345 17 0 30 % 0
2 1 1B 0 M4 0 00
3020 19 0 [ 0 510
4 0 W 0 B 0 52 0
5 0 21 0 37 0 53 0
& 0 2 0 B/ 0 54 0
7 0 3 0 B 0 55 0
8 0 24 0 4 0 50
3 0 5 0 4 0 57 0
0 0 % 0 42 0 s 0
11 0 27 0 43 0 53 0
12 0 ® 0 4 0 &0 0
13 0 1 0 4% 0 61 0
14 0 W0 % 0 62 0
15 0 310 47 0 63 0
6 0 20 % 0 &4 0

Restore Default Apply

Cancel

GUI to edit NXDN cipher key.

can

edi

he

cipher

Help Menu

Inthe Help menu there are the user manual and other additional information.
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r

W W-SPECTRA

File Run Configuration Tools m
T E il Contents
— l H 1:‘ License
Operation | Direct mode | Memaory www.waveconm.ch |
SDR Settings About W-SPECTRA
Rx Freg 8.453000 MHz Demod | D5B T]
Mode [stanag—4285 v] @ @ Freq Offset 5276

W-SPECTRA Help menu.

Contents

Selecting Contents opens the online help system.

Help on clicked buttons, menus and windows are then available.

License

Under t he fAHelicegnse dne ntuhdl user can check the |icenses on a USB

R e i . =l
o [ i
< |28 Search | B shore | More Sgnin X, -
s e E Faverite... @ Relaisgemeinschaft HESF ... () WAVECOM,the reference . W Cipher Block Chaining M.
CodeMeter WebAdmin ( g |
[Siome— TINL" Sarve |

CmContaines Lizenzen Benutzerdaten Datensicherung |

100003 | Bundiing Asticles

Nutzungs-  Verfalle-  Aktvierungs-  Lizenz
‘inheite datum itk

100787 | WAVECOM ELEKTRONIK AG

v

Phoenix COMINT Applications.

W-SPECTRA licenses on a USB key.

One complete set of W -SPECTRA licenses consists of
i 1pcsW -SPECTRA Server (Code 200)
i 4 pcsW -SPECTRA (Code 2)
0 1pcs Spectrum Analysis or  Classifier license (Code 201 for narrowband or Code 101 for wideband)

i 1pcsW -SPEED (Code 4).

WAVECOM on the Web

Selecting the link  www.wavecom. ch the user can visit the website of the company WAVECOM EL-
EKTRONIK AG .
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About W-SPECTRA

Inthe Help menu the user can check the version and build inform ation of W -SPECTRA.
W, About W-SPECTRA ===

W-SPECTRA

Version 7.0.0

Build 3348, 03 March 2023

SPECTRA Copyright © 2015 - 2023 WAVECOM ELEKTRONIK AG.
All rights reserved.

OK
W-SPECTRA version, build no. and build date.

The Operation Tab

There are four tabs in the W  -SPECTRA main GUI: Operation, Direct mode, Memory scan and Frequency
search.

When the user starts W -SPECTRA,them ai n GUI di spl ays t h all nia0rmdivitiast(received
control, spectrum display, database operations, classification and decoding etc.) for automatic spectrum
monitoring are accessable in this tab.

T, W-SPECTRA (= o =)

File Run Configuration Tools Help

w208

Operation | Direct mode | Memory scan | Frequency search | Speaker button for

SDR Settings demodulated acoustic output

RxFreq 8.409000 MHz  Demod |1SE v Demodulstor BW 38.898 kHz  AGC |Slow S-level (-70 dB) Tnput |AFIF#2 ~ @
Select a decoder or classifier

Mode | hf-analysis-classifier-code-chec * @ @ Freq Offset -874 Hz NBFFT Gain 80 dB  Shift 13473 Hz Date: 03 June 2019  Time: 15:05:43  Status: auto
Display | FFT | Color scheme |Grey > | Remarks Frequency: 8408126 MHz Modulation: PSK-8A, STANAG-4285 NOR, Center: 1982.94 Hz, Baudrate: 2399.97 Bd, Bandwidth: 2399.97 Insert Edit

[dE] Database operations
00
-250 | Wideband spectrum display and

-500| media player / recorder

-750
-1000
-1250
-150.0 LES
7409 7.609 7.809 8.009 8209 8409 8609 8.809 9.009 9.200 9409 [MHz]
E] u @ L] E] 4| 00:00:00 / 00:00:00
File CAUsers\Public\Documents\Wavecom\WSpectra\Recordings\Recording pxgf | [pxeF +
. 8408 MHz [BW 38.90 kHz)
[03 2032 kiz 18,57 kHz
_20.0 Narrowband spectrum display and Use the center cursor Jto select a signal |
_100| media player / recorder for decoding and spegker output Detected signals are marked
’ in the spectrum display
-60.0
-80.0 N\WMMW\-WW‘{J\’M
-1000
-1200
8361 8371 8380 8.390 8399 8400 8419 8.428 8438 3.447 8457 [MHz]
E] ] @ [ ] @ 43| 00:00:00 / 00:00:00
File C:\Users\Public\Documents\Wavecom\WSpectra\Recordings\Recording.wav | [wav -
5 Baudrate: 2309.97 Bd 5
| Bandwidth: 239997 H . e
Use the thfdateitédhdo Cononces 03 Decoding or classification result

measure the sigrjal BW
and center
Restart... =

Code check detected modes for signal no. 1: STANAG-4285

Level: -41 dB

Table check predicted modes for signal no. 1: MIL-188-1104, MIL-188-110B, PSKE_2400, STANAG-4285, STANAG-4481-PSK
Code check started, checking signal no. 1

Mode detected for signal no. 1

Code Check finished...

Start Previous MNext Exit

W-SPECTRA main GUI in Operation tab (with comments).

t
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There are five major parts in the Operation tab: direct receiver control, classifier, decoder and database
control, wideband spectrum display and media player/recorder, narrowband spectrum display and media
player/recorder and the display of classification and decoding results

Direct Receiver Control

W-SPECTRA scans all SDR receivers (native Wavecom W -PCle receivers and WiNRADIO G3xDDC series)
running on the local computer when it starts up, puts them in a list sorted by the serial number in the a S-
cending order. W -SPECTRA automatically connects to the first receiver in the list and take over full control

of it. The user can set the receiver frequency, demodulator, demodulator BW, AGC, squelch level, antenn a
input and turn on/off the speaker in the W -SPECTRA GUL.

For W -PCle receiver, the available demodulators are USB, LSB, ISB, AM and FM with a demodulator
bandwidth in the range between 4 kHz and 96 kHz. The AGC and squelch level have no influence on the
W-PCle receiver, they are set to default values. There are two inputs (AFIF#1 and AFIF#2) for direct HF
antenna connection. The speaker can be turn on/off for demodulated acoustic signal output.

For WiNRADIO G3xDDC receiver, the available demodulators are US B, LSB, ISB, DSB, AM, AMS, FM, FMW,
CW, DRM, FSK and UDM with a demodulator bandwidth in the range between 1 Hz and 320 kHz. There is

only one antenna input (ANT 1). The speaker button in the Operation GUI is disabled, since it is impl e-
mented in the native WINRADIO GUI.

SOR Settings

Ry Freq  6.348000 MHz  Demod [USB v|  Demodulator BW 4.000 kHz  AGC[Slow  v|  S-level (-704B) Input |AFIFE2 v\&\

Direct receiver control in the W -SPECTRA Operation tab.

For WINRADIO, the receiver setting is bi -directional, i.e., the user can also set values in the native SDR
GUI and they will be synchronised in both directions . For W -PCle receiver the values are only set in the
SDR Settings in the Operation GUI.

W-SPECTRA uses default values to set the SDR when it starts. The default values can be changed in the
ASDR settingso wWonfighmation i nmertu.hTais window lists (ARecano) all SDRs
ning on the local computer. The user can choose one SDR, change the default value of

u Rx frequency
u Demodulator (Demod)
1] Demodulator bandwith (Demod BW)
i Automatic gain control (AGC) and
u Squelch level and
a Antenna Input
and conne ct to that receiver.
The default values will be saved by closing the window.
There are three color indicators:
a Yellow: the receiver is running properly and ready for connection to W -SPECTRA
i Green: the receiver is now connected to W -SPECTRA and works properly and

1] Black: the receiver is not running now (offline).
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W, SDR settings =

@ RADIXON G339DDC - (11H17103)
O Wavecom WPCle v1.2 - (384680435)
® Wavecom WPCle v1.2 - (384681272)

Receiver startup settings
Refreq 8453000 MHz
Demod  [UsB -
DemBW  4.000 khz
AGC [stow -
S-Level ]
(-70 dB)
Iput  [AFIFE2 -
G e

SDR settings window in the Configuration menu.

Classifier, Decoder and Database Operations

In this area the user can choose from a pull
sifier, classifier code check or a decoder) to analyse the selected signal from the receiver. The mode (d

coder or classifier) can also be set by W

-down | i st AfiModeo to

-SPECTRA when it is running in automatically.

run

a

si gn &l
e_
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File Run Configuration Tools Help

I muRe]

Operation | Direct mode | Memory scan | Frequency search |
SDR Settings

Rufreq 6.348000 MHz  Demod Demodulator BW 4.000 KMz AGC S-level (70 dB) { Input
Mede [f-analysis-classifier-code-ch_~ Freq Offset 123 Hz NGB FFT Gain 40 4B Shift 200 Hz Date:3LOctober 2016 Timei 162950 Status:auto
t-b -

st
Display | sat-b-c-hed ke Frequency: 6.348123 MHz Modulation: PSK-BA, STANAG-4285 NOR, Center: 1762.57 Hz, Baudrate: 2399.87 Bd, Bandwidth: 2399.87
sat-b-c-tic
[dB] sat-b-I-tfc
0.0 —{sat-c-tdm

50/ [setc-tdma
sat-c-tdm-ege
-50.0 sat-m
2750 | |sat-mini-m
1000 s.al-mlm-m-c-hsd
si-arq
1250 |si-auto !
_150.0 | si-fec
sitor-arg
5.344 5.948 6.148 6.348 6.548 6.748 6.948 7.148 7348 [MHz]
sitor-auto

sitor-fec
(> (w25
File ca|SPread-11 ngs\Re:Drdimg‘png [Z] PXGF v

spread-21
spread-51 £.348 MHz [BW 4.00 kiz]

(98] 5oty 412 kHz

(U stanag-4285 .

-20.0

-400

-60.0

-800
1000
1200 "

6.300 6.310 6319 6.329 6.338 6.348 6.358 6.367 6377 6.386 6396 [MHz]

E] E] @ E] . 00:00:00 / 00:00:00

File CA\Users\Public\Dacuments\Wavecom\WSpectra\Recordings\Recording wav =)
Bandwidth: 2399.87 Hz P
Confidence: 91%

Level: -56 dB

<
Centerj D00 Hz

N

Table check predicted modes for signal no. 1: MIL-188-110A, MIL-188-1108, PSK8_2400, STANAG-4285, STANAG-4481-PSK
Code check started, checking signal no. 1
Mede detected for signal no. 1

Code Check finished...

Restart.. H
Code check detected modes for signal no. 1: STANAG-4285 ®
Classifier start... -

Select a decoder or a classifier from the Mode list.

To process a signal properly the user needs to

0 Set the AFreq Offsetodo or move the frequency cursor

the signal,

0 Change the ANB FFT Gai no, aspwmpetldva inthé¢ raeowsandgpeertm di a s s-

play,
U Set the AShifto val ue, i f necessary, and

U Set other decoder parameters in the lower right panel of the GUI.

File Emeriaudict HF-MODES\FSEAUCOTBAUDOT (30 B Westherisay e [wine_=]
5 Hode paramsters »
mzm the theee tuni ( .
eursdis to measurd Decoding or classification result aalaity el -| -
signal|BW and cent Bandwicth 4400 =|d
ITALE Hx _
p | Canfidercs 055 meculation i a
r‘l Levet -26 98 enter 0
Table check predicted modes for signal no. 1 MIL-188-1105 MIL-168-1108, PSKD_3400, STAMAC-4205, sTanamdlitasq Ty (5] | o [Eror—
| Cade chack sharted, thecking sigral ne, 1 Sl | .
; g Ch: 0 memtilintmi
St | Predous et | Bt |

The lower part of the W  -SPECTRA Operation tab displays classification or decoding results.

In the small spectrum display in the lower left corner of the GUI the user can measure the bandwidth
(shift) of the signal by moving the two yellow cursors.
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To set the AFreq Offseto
spectrum display, the user should make sure that

or |l ocate

i For HF decoders the signal should appear at the right

a signal by

-hand side of the middle tuning cursor,

i For VHF/UHF -DIR decoders the middle tuning cursor should be placed at the middle of the signal,

i For VHF/UHF -SUB decoders the signal should appear at the right
cursor, and

-hand side of the middle tuning

i For SAT (satellite) decoders the middle tuning cursor should be placed at the middle of the signal.

The values in the AModeo, i Fr e g oQOrf thescertesponding datalfiaSchfields,tt o
gether with ARemarkso and fADate & timeo. When a cl
wi || be displayed in the fiRemarkso field.

The user can Insert or Overwrite  the entry into the database by
the Edit button the user can manually change values of a database entry.

W, Entry Details
Rx Frequency 8453000 MHz
Mode hf-analysis-classifier-code-check =
Offset 0 Hz
Shift [re
Remarks 8453000 MHz Modulation: PSK-8A, STANA
Table check predicted modes for signal no. 1: MIL-188-

Frequency: 4285 NOR, Center: 1799.99 Hz, Baudrate: 2399.77 B

A, MIL-188-1108, PSKB_2400, STANAG-4285, STA
Date &Time  2/23/2015 2:32:05 PM

Date & Time 2

Location

Callsign

Frequency? L
Baudrate 2400 Bd
Modulation  psK.84, STANAG-4285 NOR
Frame Format

Burst Specs

Operator

Direction

Longitude

Latitude
SNR
Elevation

Antenna

Close

Edit a database entry by clicking t

he

clicking the corresponding button. Using

AEdi t o button.

Wideband Spectrum Display and Media Player/Recorder

In the Operation tab there are two spectrum displays where the user can view
range and in more detail, respectively.

The wideband spectrum display has a bandwidth of 2 MHz. This display usua

signals in a wide spectrum

lly corre

band spectrum of an SDR, like the DDC1 in WiINRADIO G3xDDC. The spectrum middle is the receiver fr
guency (Rx Freq). The user can change the Rx Freq by clicking the mouse at another position in the spe

trum.

aatapase operations

-2s0| Wideband spectrum display
-500| and media player/recorder

7453 8053 8653
> H 1@ | c||®| 000000 / 000502
File E\work\W-SPECTRA\Recordings\Recording_20150216_g33ddc_NB_mixSR_moving_Smin.pxgf

S e e
(48] 8453 MHz [BW 1837 kHz]

-9.18 kHz 9.18 kHz

o - W™ |
. AMJ(WUNM’WWJ‘\W\”‘M‘ il ol g vyt omyr oo s, .|
7653 7853 8.05; 8253 8453 8853 9253 945

9.053

PXGF ~

assi fi

mo v iwbgndt he

appear
er

sponds to the wid e-
e_

(o
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Wideband spectrum display an ~ d media player/recorder.

Below the spectrum display there is a media player/recorder, where the user can make an IQ recording of
the 2 MHz wide spectrum. The recording format is PXGF, it allows a simultaneous recording of important
side information such  as

i receiver frequency (Rx Freq)
i recording bandwidth and

i timestamp.

The recording of the side information is on-the -fly, i.e., the value can change during the recording. This a I-
lows a full recovery of information when a recording is played back and investig ated in detail afterwards.

During playback the receiver frequency and timestamp i
fiDate & Timeo fields, respectively. The user can select

this stripe in the  narrowband spectrum display. In the narrowband spectrum display the user can move

the tuning cursor to select a signal at certain frequency to a classifier or a decoder for detail analysis. At

the same time the selected signal will be acoustic demodulated (by the demodulator and its bandwidth)
and output to the speaker. During playback the user can drag the progress button to any position of the
recording.

Note: Only make (wideband) recordings on a built -in storage medium (e.g., built -in harddisk or SSD).
Donét wuse external USB harddi sk, nor over the network,
be insufficient for the wideband recording and this may cause loss of data.

Narrowband Spectrum Display and Media Player/Recorder

The narrowband spectrum display is of 96 kHz wide. This display usually corresponds to the narrowband
spectrum of an SDR, like the DDC2 of WiINRADIO G3xDDC. The narrowband spectrum corresponds to the
middle of the wid eband spectrum display.

[dB] 8.408 MHz [BW 38.90 kHz]
a -20.32 kHz 1857 kHz

0
00| Narrowband spectrum display and Use the center cursor [to select a signal
“ao0| media player / recorder e d et o e

Detected signals are marked
in the spectrum display

AR %WWWWWWWWWWWWWWV

-1200
8361 8371 8380 8.390 8399 8409 84l 8428 8438 8447 8457  [MHz]

o) ) @) @) ovenes 1 corno

File CAUsers\Public\Dacuments'Wavecom\WSpectra\Recordings\Recordingwav E\ wav -

Narrowband spectrum display and media player/recorder Spectrum Analysis displays and marks detected
signals .
Spectrum Analysis will detect and mark the signals in this display pane. The user can view the target si g-
nal in more de tail and select the signal for classification or decoding by moving the middle frequency tu n-
ing cursor to the right position. The distance of the middle tuning cursor to the spectrum middle is di s-

played in the AOffseto field.

Below the spectrum display, th ere is a narrowband media player/recorder, where the user can make an 1Q

recording of the 96 kHz wide spectrum. Unlike in the wideband media player/recorder, the recording fo r-
mat can be PXGF or WAV. Whereas the PXGF format allows the recording of the side information, the co  n-
ventional WAV format does not have this capability: the bandwidth (sampling rate) is fixed at the begi n-

ning of the recording and no side information can be periodically saved (implanted) during the recording.

The playback works inthe s ame way as in the wideband media player/recorder. The frequency offset, the
demodulator and the demodulator bandwidth apply to the acoustic signal output when the speaker button
is on.

A recording can be played back in both media players and the playback r unsinreal -time.
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Display of Classification and Decoding Results

The lower part of the Operation tab is the display window for classification and decoding results.

File  ElwerkausichHF-MODES FSOEAUCOT.BAUDCT (30 B, Westherivay o | (W~
! Mods parameters ¥
wusgthe theee tuni . e o
cursals to measurd th Decoding or classification result alanty Pl -
signalBW and centers: mandwisth 200
i modulation ig
e L
Table check predicted modes for signal no. 1t MIL-283-1108, MIL-185-LL08, PSKE_2400, STAMAG-4285, STANAG-SE5L-75 e e
M Cade chack siarted, checking sigral no, -
p et P
St Fredous | bet | | it

The lower part of the Operation
tings.

tab displays the classification and decoding results and the parameter se

In the right lower part of the result display there are three transparent buttons. The user can:

U Display the result in a separate and bi ougoer wi ndow by cl
i Clear the display window by clicking the fAiClearo button.
@ Turn on and off the timestamp display by clicking nT

The right panel consists of the set of parameters of the classifier or decoder which is just running. The
small spectr um display at the left side is a duplicate of the spectrum in the three tuning frequency cursors
of the narrowband spectrum display. Two yellow cursors in this small display can be used to measure the

bandwidth of a signal.

There are four operation buttons (Start , Stop , Previous and Next ) at the bottom of the GUI. Their fun c-
tionality depends on the three W -SPECTRA operation modes (Direct mode, Memory scan and Frequency
search).

User Configurable Database

As an automatic  spectrum monitoring system W -SPECTRA consists of a user configurable database. The
database is in XML format, which make it easy for third -party access and processing. The database co n-

tains 8 mandatory fields, 23 optional fields and three custom free edita ble fields.
Database field definition

Eight (8)  mandatory fields Callsign Elevation

Rx Frequency (receiver frequency) Location ITU Designator
Mode (decoder or classifier running) Baudrate Remote Name
Offset (middle cursor of the NB spe c- | Modulation Polarisation

trum display)

Center Frame Format Satellite Name
Bandwidth Burst Specs Satellite Position
Shift Operator Links to Templates
Remarks Direction Links to Files

Date & Time Longitude Links to Internet
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23 optional fields Latitude Three custom free editable fields

Frequency 2 SNR
Date & Time 2 Antenna
The first 8 database fields are mandatory. The use can define his own database template in the Configur a-

tion menu fiCustomize a databased by choosi ng Hisroomdatabhse 23 opt
fields (up to three).

¥, Database tem plate @
File
Default fields Field layout
Rx Frequency (Double) Frequency
Mode {Text)
Offset (Doukle)
Center (Doukble)
Bandwidth (Double) Bandwid
Shift (Double) Shift
Remarks (Text) Remarks
Date & Time (DateTime) Date & Time
Optional fields
[} Frequency? (Double) ©
[C] Date & Time 2 (DateTime) E|
D Callsign (Text) =
[ Location (Text) E|
[C] Baudrate (Double)
[C] Madulation (Text)
"] Frame Farmat (Text)
[E] Burst Specs (Text)
[} Operator (Text) -
Custom fields
field Integer =] °
field Integer = ‘ F
n field Integer " i

Close |

Define a database template.

In all three W -SPECTRA operation modes the user can open his customized database template to capture
monitoring results manually or automatically.

Three Operation Modes

W-SPECTRA works in three operation modes: Direct mode, Memory scan and Frequency search. All three

modes can work in an automatic or a manual way. The user can select a signal by placing the middle fr e-
guency tuning cursor in the narrowband spectrum display and turn on a classifier or a decoder. Results are

displayed in the lower part of the Operation tab. In each mode, W -SPECTRA opens a database with a user
defined template to capture the monitoring results.

Direct Mode i Begin the Spectrum Monitoring

W-SPECTRA dADirect modeo is designed for a user to begin the
way.

i The user can set the receiver frequency manually and turn on a classifier or a decoder to monitor
and decode a signal.
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i To select a signal the user can move the middle frequency tuning cursor in the narrowband spe c-
trum display. Please note that for HF, VHF/UHF -SUB decoders or classifier the signal should a p-
pear at the right -hand side of the middle cursor; for VHF/UHF -DIR and SAT decoders or classifier
the middle tuning cursor should be placed in the middle of the signal.

i The user can manually insert results into a database
the Operati on tab. The wuser can also edit a database eptry
eration tab.

by
by

a Al database entries are displayed in the ADirect modeo

it The Direct mode can also run automatically to fisweepo t
signal can be fine tuned to the spectrum middle. The user can also do this tuning manually by
clicking the APreviouso or the fANexto button.

3, W-SPECTRA (C: ? Output\Hf_20141107 xmi) =3 Ecn ==
File Run Configuration Tools Help
“ouPe]
i G 5

Operation | Direct mode | Memory scan | Frequency search

Rx Frequency Mode Offset  Shift Remarks Date & Time  Baudrate Modulation Operator Calisign Location Frame Format
8408000 MHz ~ hf-analysis-classifier-code-check 0 Hz Modulation:PSK-8A, STANAG-4285 NOR 07 Nov 2014 16:16:59 24008d  PSK-8A, STANAG-4285 NOR

Signal #1 predicted mode(s}

Signal #1 detected mode(s): STANAG-4285

iz Modu! W, man, Center955.6 H 07 Nov 2014161924 4784 F18

8436000 MHz  hf-analysis-classifier-code-check 0 Hz 852

8444000 MHz  hf-analysis-classifier-code-check 0 Hz 07 Nov 2014 16:20:04 100Bd  F18

pr
Modulation:F18, Center2
Signal #1 predicted mod

8452000 MHz  hf-analysis-classifier-code-check 0 Hz Modulation:PSK-8A §
4 Signal 1 predicted mode(s)
Signal #1 detected mode(s): STANAG-4285

07 Nov 2014 16:21:29 24008d  PSK-8A, STANAG-4285 NOR

8468000 MHz  hf-analysis-classifier-code-check 0 Hz Modulation:PSK-8A STAN
5 Signal #1 predicted mod
Signal #1 detected mode!

07 Nov 2014 16:22:53 2400Bd  PSK-8A STANAG-4285 NOR

8476000 MHz  hf-analysis-classifier-code-check 0 Hz Modulation:PSK-8A, STA 07 PSK-8A, STANAG-4285 NOR
6 Signal #1 predicted m:
Signal #1 detected mode(s): STANAG-4285
8480000 MHz  hf-analysis-classifier-code-check 0 Hz Modulation:<CW, Centerd051.61 Hz, 07 Nov 2014 162401 1584 CW

Signal #1 predicted mode(s): CW-

8484000 MHz  hf-analysis-classifier-code-check 0 Hz

16:2422 16 8d w

8492000 MHz  hf-analysis-classifier-code-check 0 Hz 07 Nov 2014 16:25:01 24008d  PSK-88

10 8500000 MHz _hf-analysis-classifier-code-check 0 Hz

11 8504000 MHz hf-analysis-clas: de-check 0 Hz

8512000 MHz  hf-analysis-classifier-code-check 0 Hz

12
detected mode(s): STANAG-4285
13 ES24000MHz hf-analysis-classifier-code-check -14921 Hz Modulation: PSK-88, Center26225 Hz, 07 Nov 2014 162820 24008d  PSK-88
y Signal #1 predicted mod
14 BSB4000MHz hf-analysis-classifier-code-check -2537 Hz 851 Hz Modulation 18, Center364121 Hz 07 Nov 2014163152 5084 F18

Signal #1 predicted mode(s)
W

Sweep parameters

Range | 30000 Hz| Step | 100 Hz| Dwell |15 sec Save
Rx Freq 8.476400 MHz Demod | DSB z Demodulator BW  60.000 kHz AGC | Slow M S-level (-90 dB)
Stop Previous ||  Next | Sweeping from 8.476400 MHz to 8.506400 MHz Exit

ADirect moded tab with database and sweep parameters setting

I'n the fADirect modeo tab t hdatahaseentriex n the lowerepart thee uskr candset t
parameters of the automatic sweep:

U Range: how far the spectrum sweep can run.
i  Step: frequency step of each jump.

i Dwell: how long should the spectrum stay at one frequency until it moves to the next freq uency
(+/ - step size). It defines how fast the sweep is running.

The four buttons at the last line have the following definition:

U Start button: starts the sweep function. The receiver will jump to the next frequency according to
the fiStepd si zmtermahd ADwel | 0

i Stop button: stops the automatic sweep function.

0 Previous and Next buttons: the user can tune the receiver frequency manually to the previous and
next frequency according to the AStepod size, respectivel
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Memory Scan 1 Revisit and Verify the Spectrum

W-SPECTRA runs in Memory scan mode over an existing database. Each database entry sets the receiver

(SDR) and the decoder or classifier accordingly. In this way the user can revisit the spectrum

and verify

the database entries. The user may insert a new entry into the database or just overwrite the old one.

8408000 MHz  hf-analysis-classifier-code-check 0 Hz

3, W-SPECTRA (C: utput\Hf_20141107.xmi)
File Run Configuration Tools Help
o P@R
W = WP
Operation ] Direct mode | Memory scan | Frequency search
Rx Frequency Mode Offset  Shift Remarks

Modulation:PSK-84, STANAG-4285 NOR,
Si 1 predicted mode(s):
tected mode(s): S

NAG-4285

Date & Time Baudrate

07 Nov 2014 16:16:59 2400 8d

Modulation
PSK-8A, STANAG-4285 NOR

Operator Calisign Location Frame Format

Signal #1 detected mode(s): STANAG-4265

8436000 MHz _ hi-analysis-classifier-code-check 0 Hz 852 H W, man, Center55.6 Hz 07Nov 201416:1924 4784 F18
W, man, Center: Hz,
predicted mode(s): CW-MORSE
Mode(s): CW-MORSE
3044.25 Hz,
8444000 MHz  hf-analysis-classifier-code-check 0 Hz [ F18
3
Signal #1 predicted mode(s): ARQ-
8452000 MHz  hf-analysis-classifier-code-check 0 Hz Modulation:PSK-84 STANAG-4285 NOR 07 Nov 2014 16 24008d  PSK-8A STANAG-4285 NOR
4 Signal #1 predicted modef
Signal #1 detected mode(s)
8468000 MHz  hf-analysis-classifier-code-check 0 Hz Modulation:PSK-8A, STANAG-4285 07 53 24008d  PSK-8A STANAG-4285 NOR
5 Signal #1 predicted mode(s)
Signal #1 detected mode(s): STANAG-4285
8476000 MHz _ hf-analysis-classifier-code-check 0 Hz Modulation:PSK-8A, STANAG-4285 NOR 07 Nov 2014 16:23:38 24008d  PSK-8A, STANAG-4285 NOR
6 Signal #1 predicted mode(s)

8480000 MHz  hf-analysis-classifier-code-check 0 Hz

Modulation:CW, Centerd0SL.
Signal #1 predicted mode(s}

g  BABIO00MHz hf-analysis-classifier-code-check O Hz

Modulation:CW, Center4052

8492000 MHz

hi-analysis-classifier-code-check 0 Hz

Signal 21 detected mode

10 8500000 MHz hf-analysis-classifier-code-

Modulation:P:

11 8504000 MHz _hf-analysis-clas: de-c

Modulation:P:

8512000 MHz _ hf-analysis-classifier-code:

Modulation:PSK-8A STANAG-4285 NOR,
Signal #1 predicted mode(s)
Signal #1 detected mode(s): STA

PSK-8A, STANAG-4285 NOR

13 8524000 MHz  hf-analysis-classifier-code-check -14921 Hz Modulation: PSK-88, Center:2622.5 Hz, 07 Nov 2014 16:28:20 2400B8d  PSK-88
. Signal £1 predicted mode(s)
1 8.564000 MHz  hf-analysis-classifier-code-check -2537 Hz 851 Hz Modulation:F18, Center:3641.21 Hz, 07 Nov 2014 16:31:52 50 Bd F18
Signal #1 predicted modefs)
Scan parameters
From row 2 Torow 452 Interval 15 sec || Loop Save
Rx Freq 8.476000 MHz Demod |DSB - Demodulator BW  60.000 kHz AGC | Slow v S-level (-90 dB)
Start Previous ||  Next Exit
iMemory scanodo tab with a database and scan parameters
In the AMemory scanodo tab the user c¢an oagabase eatnes marually.t i ng

In the lower part of the tab there are three parameters, defining the behavior of the Memory scan mode:

it AFrom rowd and ATOo rowo: define which range of a
spectrum automatically (pressing the Start button)

0 Interval: how long (in time) does W -SPECTRA stay at one database entry until it switch to the
next entry when it is running in the automatic mode.

U Loop: is a checkbox. It defines whether the memory scan should begin from the first databa se en-

try (From row) when it reaches the last database entry (To row).

The four buttons in the last line of the GUI have the following functions:

i Start button: starts the automat
rowd and jemmetxoe thtry after the

U Stop button: stops the memory scan function.

i

When t he

ALoopo is

checked, t hese

scan fr
per.i

c
il

me mor y

nterval o

Previous and Next buttons: manually jump to the previous and next database entry, respectively.

t wo bay.ttons wor k

sett

n

dat ab

dat aba

om

od.
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Frequency Search i Automatic Spectrum Monitoring and Database Cap-
turing

With the fAFrequency-SPECIRAcANGcamavat an eMire frequency band, e.g., the HF band

(3 T 30 MHz), run a classifier and code check (with different search strategies), search for signals and

capture the classification results into a database automatically. This mode is the most powerful part of W -
SPECTRA as an automatic spectrum monitoring system I signals in a certain frequency band will be aut o-
matically detected, classified, checked and captured into a database.

W, W-SPECTRA (C:\Users\Public\Documents\WAVECOM\WSpectra\Data-Output\Hf_20161109.xmI) [folfo)=]
File Run Configuration Tools Help

B 1Y

Operation | Direct mode | Memory scan | Frequency search |

Fx Frequency Mode Offset  Shift Remarks Date &Time  Baudrate Modulation Operator Callsign Location Frame Format SNR
8514233 MHz hi-analysis-classifier-code-check 788 Hz 850 Hz Frequency: 8.515021 MHz 08 Nov 2016 18:11:04 50Bd  F1B
sl Modulation: F18, Center: 3894.75 Hz, Shift.

Signal #1 predicted mode(s):
8515233 MHz hi-analysis-classifier-code-check 788 Hz 850 Hz Frequency: 8.516021 MHz 08 Nov 2016 18:11:45 5084 FIB
32 Modulation: F18, Center: 389478 Hz, Shift.
Signal #1 predicted mode(s):
8516233 MHz hf-analysis-classifier-code-check 768 Hz 849 Hz Frequency: 8.517021 MHz 08 Nov 2016 18:12:16 5084 F1B
Modulation: F18, Center: 1895.34 Hz, Shift.
Signal 1 pregicted mode(sk.
8517233 MHz h-analysis-classifier-code-check 768 Hz 849 Hz Frequency: 8.518021 MHz 08 Nov 2016 18:12:57 5084 FIB
34 Modulation: F18, Center: 1895.15 Hz, Shiftu..
Signal 1 predicted mode(s):

8518233 MHz h-analysis-classifier-code-check 788 Hz 850 Hz Frequency: 8.519021 MHz 08 Nov 2016 18:13:28 5084 FIB
Modulation: F18, Center: 804.82 K, Shift:..
Signal 1 predicted models):

36 9.383233 MKz hf-analysis-classifier-code-check 788 Hz 336 Hz Frequency: 9.284021 MHz 08 Nov 2016 21:50:20 11 Bd FSK-4
Modulation: FSK-4, Center: 1844.06 Hz,...
9386233 MHz hi-analysis-classifier-code-check 788 Hz Frequency: 9.387021 MHz 08 Nov 2016 21:51:06 118d  CW, man,

Modulation: CW, man, Center: 1701.76 Hz,..

Signal #1 predicted modefs): CW-MORSE

0387233 MHz hi-analysis-classifier-code-check 788 Hz Frequency: 9.388021 MHz 08 Nov 3016 21:51:30 12Bd  CW
Modulation: CW, Center: 3278.91 Hz,..
Signal #1 predicted madels): CW-MORSE

9391233 WHz hi-analysis-classifier-code-check 788 Hz Frequency: 9.392021 MHz 08 Nov 2016 21:52:21 9 Bd o
Modulation: CW, Center: 3109.23 Hz...
Signal #1 predicted mode(s): CW-MORSE

4p 9460233 Mz hf-analysis-classifier-code-check 788 Hz 483 Hz Frequency: 9461021 MHz 08 Nov 2016 22:09:37 158d  FSk-4

Modulation: FSK-4, Center: 1190.2 Hz, Shift..

9472233 MHz hi-analysis-classifier-code-check 788 Hz Frequency: 9.473021 MHz 08 Nov 2016 22:12:38 7 Bd CW, auto,
a Modulation: CW, auto,, Center: 3343.6 Hz..
Signal #1 predicted models): CW-MORSE
42 9533233 Mz hf-analysis-classifier-code-check 788 Hz 197 Hz Frequency: 9.534021 MHz 08 Nov 2016 22:27:55 9 Bd FSK-6
Modulation: FSK-6, Center: 770.12 Hz, Shift..
9563233 MHz hi-analysis-classifier-code-check 788 Hz Frequency: 9.564021 MHz 08 Nov 2016 22:35:24 23Bd W

Modulation: CW, Center 2113.44 Hz....
Sianal #1 predicted modelsk: CW-MORSE

Search parameters

Sean ranges |iFrom  3.000000 MHz to 10.000000 MHz V‘Luﬂp [F] Use squelch [¥] Automatic insert

Save |

Step 1000.000 Hz Interval 15 sec Search strategy |nf-analysis-classifier-code-check [Classify->CodeChec = |

RiFreq 8453000 MHz  Demod [AM v DemodulstorBW 22355 kHz  AGC [Slow v  S-level (-70B) Input [AFIF£2 V\E\
Stat | Previous | [ Next | Bit |

AFrequency s e dghraddtabasd aadbseavch parameters setting.

To run the automatic frequency search the following parameters should be set:

i AFromo and At oo: define the search range of a cert ai

is divided into three sub  -ranges.
U  Step: defines the unit size each time when the system jumps to the next frequency.

i Interval: defines how long should the frequency search mode stay at one frequency before it
jumps to the next frequency. Note that the Interval should not be too short, so that the classifier
has enough time to catch the signal and deliver result. A reasonable value can be 15 seconds.

i Search strategy: defines how does spectrum analysis, classifier or classifier code check work when
it catches a signal. The possible strategies ar e Spectrum Analysis, Classify, Classify I Tablecheck,
Classify i Tablecheck i Codecheck, Classify i Tablecheck i Decoding and Classify i Tablecheck i
Codecheck 1 Decoding.

When the spectrum analysis, classifier or classifier code check delivers results, pa rameters willa p-
pear in their corresponding database fields and the

0 Loop: is a checkbox. It defines whether the frequency search should begin from the first frequency
(From) when it reaches the last frequenc y (to).

0 Use squelch: is a checkbox. When it is selected (checked), the system will deliver a result when
the signal is above the squelch level.
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i Automatic insert: is a checkbox. It defines when the frequency search delivers a result (signal
above the squelc h level or some classifier code check results) whether it will be inserted into the
database. The new database entry appears in the fAFrequen

At the bottom of the GUI there are four buttons with the following functions:

0  Start button: starts t he frequency search from the first frequency ¢
to the next frequency (+ Step) after an Interval period.

i Stop button: stops the frequency search function.

i Previous and Next buttons: manually jump to the previous and next frequ ency respectively a c-
cording to the Step size. When the ALoopo is checked, thes
way.

There are 6 search strategies in which the spectrum analysis and the classifier code check can work:

Process Steps Meaning

PO Spectrum analysis is performed. Signals in a bandwidth are detected, the most
important signal parameters are measured.

P1 Classification is performed. Signals in a bandwidth are detected and classified.
More detail signal parameters are measured.

P2 Classification and table check are performed, but no decoding.

P3 Classification, table check and code check are performed, but no decoding.

P4 Classification and table check are performed and finally the signal is decoded if a
mode with an associated, vali d detector was found.

P5 Classification, table check and code check are performed and finally the signal is

decoded if a mode with an associated, valid detector was found.

Scan Delay in Automatic Modes

In all three operation modes (Direct mode, Memory scan and Frequency search) the classifier code check

adopts a fiscan del ayo met hod: When the classifier ando-code c
matic jump to the next frequency / database entry is deferred until the complete classifier code check r e-
sult is delivered. In this way W -SPECTRA delivers more precise, stable and reliable monitoring results.

Summary of the Three Operation Modes

The following table summa  rizes the three operation modes and their parameters.

Direct mode Memory scan Frequency search

Description Detect, classify and d e- | Rescan and verify the Automatic search signals
code a signal by setting spectrum according to (detect, classify and code
a receiver frequency database entries. New check) over a predefined
manual |l y. U s e result can be inserted frequency band according
mode to catch a signal into the database to a search strategy. R e-
in a small range sults are automatically i  n-

serted i nto a database

Start button Start to sweep over a Start to rescan the Start to search signals in a
defined frequency spectrum according to wide range of frequency
range the database entries
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Direct mode

Memory scan

Frequency search

Stop button

Stop sweeping

Stop rescan

Stop searching signals

Previous button Jump to the previous Jump to the previous Jump to the previous fr e-
frequency according to database entry quency according to the
the step size step size

Next button Jump to the next fr e- | Jump to the next d a- | Jump to the next freque n-

guency according to the
step size

tabase entry

cy according to the step
size

Default (reco m-
mended) values

Sweep range: 3000 Hz
Step size: 100 Hz

Dwell period: 1 sec

Time interval: 15 sec

Step size: 1000 Hz

Time interval: 15 sec

Automatic operations (by clicking S

tart

button) will

stop when the

During the automatic operation, a recording can not be played back by the media player/recorder (wid

band or narrowband) or W

-SPEED and vice versa.

Database Operations and Integrity Check

When a database is open in an operation tab, the user can right click the mouse and open a context menu

with the

entries:

U Activate: this will set the receiver and W

Freq. and run the mode in W

AfActi vateo,

-SPECTRA according to the database entry i set the Rx
-SPECTRA with various parameters.

il nserto and

U Insert: insert a new database entry above the selected entry. The user can edit the blank entry

freely.

U Delete: this will delete a database ent

fectively.

ry. After an

active

fiSave

APreviouso

iDel et eo.

dat abaseo
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1. W-SPECTRA o ¢ e O = on
File Run Configuration Tools Help

- "

Operation | Direct mode | Memory scan | Frequency search |

Rx Frequency Mode Offset  Shift Remarks Date & Time Baudrate Modulation Operator Callsign Location Frame Format
6344000 MHz  hf-analysis-classifier-code-check -4000 Hz 201 Hz  Frequency: 6340000 MHz 20 Feb 2015181535 508d  F18
59 Modulation: 18, Center: 4004.47 Hz, Shift...

Signal #1 predicted mode(s)
6346000 MHz  hf-analysis-classifier-code-check ~4000 Hz 198 Hz ~Frequency: 6342000 MKz
60 Modulation: F18, Center: 200348 Hz, Shif...
Signal #1 predicted models)

20 Feb 2015 18:16:06 50 Bd F18

6348000 MHz  hf-analysis-classifier-code-check 4000 Hz Frequency: 6344000 MHz 20Feb 2015181637 24008d  PSK-88
61 Modulation: PSK-88, Center: 2860.9 Hz,
Signal #1 predicted mode(s}
6352000 MHz _ hi-analysis-classifier-code-check ~4000 Hz Frequency: 6.348000 MHz 20Feb 2015181723 24008d  PSK-8A STANAG-4285 NOR

Modulation: PSK-84, STANAG-4285 NOR...

62 Signal #1 predicted mode(s)-..
Signal #1 detected mode(s): STANAG-4285
5354000 MHz _ -analysis-classifier-code-check -4000 Hz Frequency: 6350000 MHz 20Feb 2015 181747 24008 PSK-8A STANAG-4285 NOR
6 Modulation: PSK-84, STANAG-4285 NOR
Signal #1 predicted models}-..
6360000 MHz _ hi-analysis-classifier-code-check 4000 Hz 853 Hz Frequency: 6356000 MHz 20Feb 2015181851 7584 FI8
Modulation: F18, Center: 2504.77 Hz, Shift-...
Signal #1 predicted
Signal #1 detected my <Ot
r Insent
Delete
Modulation: F18. Cer 50477 Hz Shift 85276 Hz Baudrate: 75.01 Bd. Sandwi
Sgna #1 receted modes ASCESAUDOT CI. 5,850 F5¢ 75,450 STANAG.£4E1 A
Signel #1 etactd modets; BAUDOT TA-2
6362000 MHz  hi-analysis-classifier-code-check -4000 Hz 847 Hz Frequency: 6358000 MHz 20 Feb 2015 18:19:20 7584 Fi8
6 Modulation: F18, Center: 2501.33 Hz, Shif..
Signal #1 predicted mode(s)
6.366000 MHz  hf-analysis-classifier-code-check -4000 Hz 850 Hz Frequency: 6362000 MHz 20 Feb 2015 18:220:06 50 Bd F18
Modulation: F18, Center: 3549.89 Hz, Shift....
Signal #1 predicted mode{s).-..
6368000 MHz  hf-analysis-classifier-code-check -4000 Hz 850 Hz Frequency: 6364000 MHz 20 Feb 2015 18:20:47 S0 8d Fi8
& Modulation: F18, Center: 3549.92 Hz, Shif..
Signal #1 predicted mode(s)
6370000 Mz _i-analysis-classifier-code-check 4000 Hz 850 Hz _Frequency: 6366000 MHz 20Feb 2015182118 5084 FI8

Modulation: F18, Center: 1549.43 Hz, Shift...
Signal #1 predicted mode(s)

6372000 MHz  hi-analysis-classifier-code-check -4000 Hz 193 Hz Frequency: 6368000 MHz 20 Feb 2015 18:21:49 100Bd  F1B
Modulation: F1R_Center: 749762 Hz Shift

Sweep parameters

Range 30000 Hz Step 100 Hz Dwell 1 sec | Save |
RxFreq 8.464713 MHz  Demod | v|  Demodulator 8W 60.000 KHz  AGC [Slo v|  Sevel (-1288)
. [prevus [ nes | e ]

Dat abase operation using a context menu fAActivateo, flnserto

Under the File menu there is a fiCheck databaseodo function whi
It can
i Remove empty entries: entirely blank entries will be removed.

0 Remove duplicates entries: redundant entries with identical content, including identical timestamp,
will be removed.
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File Edit
Rx Frequency Mode Offset  Shift Remarks Date & Time Baudrate Modulation Ope
13 6.796696 MHz hf-analysis-classifier-code-check 0 Hz 500 Hz Frequency: 6.796696 MHz 26 Jan 2015 10:08:41 41 Bd F18 -
Modulation: F1B, Center: 33024 Hz, Shift.... s
14 6.800696 MHz hf-analysis-classifier-code-check 0 Hz 502 Hz Frequency: 6.800696 MHz 26 Jan 2015 10:08:56 41 Bd F18
Modulation: F18, Center: 3304.91 Hz, Shift....
6.808696 MHz hf-analysis-classifier-code-check 0 Hz 182 Hz Frequency: 6.808696 MHz 26 Jan 2015 10:09:26 100 Bd F18
Modulation: F18, Center: 3219.07 Hz, Shift....
15 Modulation: F18, Center: 3800.22 Hz, Shift...
Signal #1 predicted mode(s): ARQ-...
Signal 2 - Predicted Mode(s): ARQ-...
6.812696 MHz hf-analysis-classifier-code-check 0 Hz 173 Hz Frequency: 6.812696 MHz 26 Jan 2015 10:10:50 100 Bd F18
16 Modulation: F18, Center: 3800.74 Hz, Shift...
Signal #1 predicted mode(s): ARQ-...
6.816696 MHz hf-analysis-classifier-code-check 0 Hz 170 Hz Frequency: 6.816696 MHz 26 Jan 2015 10:11:21 100 Bd F18
17 Modulation: F18, Center: 801.31 Hz, Shift....
Signal #1 predicted mode(s): ARQ-...
6.892696 MHz hf-analysis-classifier-code-check 0 Hz Frequency: 6.892696 MHz 26 Jan 2015 10:16:22 2400 Bd  PSK-8A STANAG-4285 NOR
18 Modulation: PSK-8A, STANAG-4285 NOR....
Signal #1 predicted mode(s)....
Signal #1 detected mode(s): STANAG-4285
6.896696 MHz hf-analysis-classifier-code-check 0 Hz Frequency: 6.896696 MHz 26 Jan 2015 10:16:45 2400 Bd  PSK-8A, STANAG-4285 NOR
19 Modulation: PSK-8A, STANAG-4285 NOR....
Signal #1 predicted mode(s)...
6.948696 MHz hf-analysis-classifier-code-check 0 Hz Frequency: 6.948696 MHz 26 Jan 2015 10:20:18 16 Bd CW, auto.
20 Modulation: CW, auto,, Center: 1299.54 Hz....
Signal #1 predicted mode(s): CW-MORSE
6.952696 MHz hf-analysis-classifier-code-check 0 Kz Frequency: 6.952696 MHz 26 Jan 2015 10:20:33 16 Bd CW, auto.
2 Modulation: CW, auto., Center: 1299.54 Hz....
Signal #1 predicted mode(s): CW-MORSE
6364726 MHz hf-analysis-classifier-code-check -7773 Hz 848 Hz Frequency: 6356953 MHz 26 Jan 2015 15:39:21 75Bd F18
2 Modulation: F18, Center: 1548.66 Hz, Shift....
Signal #1 predicted mode(s)....
Signal #1 detected mode(s): BAUDOT ITA-2
~~ 6368726 MHz hf-analysis-classifier-code-check -7773 Hz 854 Hz Frequency: 6360953 MHz 26 Jan 2015 15:39:55 51 Bd F18 =
< m ] ’
[¥] Remove empty entries
[¥ Remove duplicate entries
Save Ciose
o N .
fiCheck databased under the File menu.
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Spectrum  Editing Tool (W-
SPEED)

Main Functionalities

With W -SPECTRA the user can monitor the spectrum online , i.e., the signals in the 96 kHz bandwidth
around the receiver frequency will be analysed, classified and decoded online (in real -time). Signals ou t-
side this 96 kHz monitoring bandwidth can not be processed online. However, they are not lost: the user

can make a wideband (2 MHz) 1Q recording with various side information in PXGF format using the wid e-
band media player/recorder.

With the Spectrum Editing tool (W -SPEED) a wideband IQ recording can be displayed in a two -dimensional
sonagram (frequency as the X~ -axis and time asthe Y  -axis) with zoom -in and free navigation functions. | n-

teresting signals can be select  ed (marked) and sent to W -SPECTRA or other Wavecom decoders for afte r-
wards processing.

File

Display BW Color scheme Gain (30) { . 100% =X

[T

0dB

09 Oct 2014
08:34:13

09 0ct 2014
08:34:13 3048
09 0ct 2014
08:34:14

09 Oct 2014
08:34:15

09 Oct 2014
08:34:15

09 Oct 2014
08:34:16

09 Oct 2014
08:34:17

09 Oct 2014
08:34:17

-120d8

09 Oct 2014
08:34:18

' ' ' ' ' ' ' '
8713 8763 8812 8.862 8911 8961 9011 9.060 9110 9.160 9209 [MHz]

Selection
Offset 52994 kHz From 09 Oct 2014 08:33:52 to 09 Oct 2014 08:35:17

Playback to Wavecom decoder (PxGF input)

& njE=EE

Spectrum Editing Tool (W  -SPEED) displays a recording in a 2 MHz wide sonagram.
The user can select an interesting signal anywhere in the sonagram and send to W -
SPECTRA for detail analysis.
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File Menu

., WAVECOM W-SPEED E\work\W-SPECTR

Help

Load a recordin
s ne E
Split a recording

Convert a recording
Save as bmp
Close
Exit
T Mar Z0TS
14:04:20

4T hd__WALC

W-SPEED File menu.

The File menu consists of following functions:

i Load: opens a (wideband) PXGF recording and displays it in a two -dimensional sonagram.
0 Split a recording: splits a big PXGF recording into several equal -size consecutive small recordings.
i Convert a recording: converts a WAV recording into PXGF format with on -the -fly side information

(receiver frequency and timestamp).
i  Save as bmp: savesthetwo  -dimensional songagram as an image.
U Close: c loses the recording and sonagram.

i Exit: closes the application.

Sonagram in Different Bandwidths

W-SPEED loads an IQ recording in PXGF format. This format carries the actual timestamp, receiver fr e-

quency and bandw idth (sampling rate) throughout the whole recording. W -SPEED displays a PXGF recor d-

ing in a sonagram with selectable bandwidths. W -SPEED displays the actual timestamp as the Y -axis. It

labels the X -axis with the absolute receiver frequency (Rx Freq) when i t hasndt changed during
recording, otherwise the X  -axis is labeled with the relative frequency with +/ - half of the selected display

bandwidth and 0 in the middle.

The user can:

U Select a fADisplay bandwi dtho among 25 @MKzHizMHz, BRIz, IR HzZ , 1 M
MHz, 12 MHz, 16 MHz, 24 MHz and 30 MHz. Default bandwidth is 2 MHz.

i Change the AColor schemed of the sonagram display.
i Change the AGaino. This wild!l change the signal amplitude

i Click the eludadn, fAMRSt opd or APaused to make the correspi
calculation and display.

i View the progress of the sonagram display.

it Move a cross cursor over the entire sonagram and spot d
any point in the son  agram.

0 Zoom -in view (max. 32 times) displays a sonagram in a max. resolution of 60 Hz per pixel at the
display bandwidth of 250 kHz.

i Two-dimensional navigation over the entire sonagram.
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Note: The computation load of W  -SPEED can be quite high when it is dis playing an 1Q recording into a
two -dimensional sonagram. When possible please turn off the online classification or decoding in W -
SPECTRA: set themdModva&. t o fino

Select a Signal and Playback

After W - SPEED finished displaying an IQ recording into a 2 -dimensional sonagram the user may navigate
to anywhere of the sonagram, select a signal of his interest by pressing down the left mouse button and
making a stripe with a fix width of 96 kHz. The user can send (stream) t he selected signalto W -SPECTRA

for detailed investigation by pressing the {whRésigyabisobtput t on. At
to the speaker for acoustic monitoring. The user may fine tune the frequency position of the selected
stripebyadju sting (editing) the value in AOffsetodo during the stre

ispay BW Colo scheme Gain 30) U L 0% wclxm

-30d8

-120d8

8713 8763 8812 8.862 8911 8961 9.011 9.060 9.110 9.160 9209 [MHz]

Selection
Offset 52994 kHz From 09 Oct 2014 08:33:52 to 09 Oct 2014 08:35:17

Playback to Wavecom decoder (PxGF input)

®)nj=EE

Press down the left mouse button, select a 96 kHz signal stripe and send it
(playback) to W -SPECTRA or other Wavecom decoders for detailed investigation.

The selected signal stri  pe can also be sent to other Wavecom decoders, e.g., W -CODE. The user needs to

define a ACustom Inputodo with the PXGF format as the foll owin

Custom Inputs
Available custom inputs: Selected custom input parameters:
pxgfl2003 Parameter value

Input Mame pxgf12003
Device TCRAP
IP address 127001
Port number 12003
Format IP-PXGF
Channel Left = Right
Type Q

o) Comer ) s
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Define a PXGF input inW -CODE) wusing the fiConf{> dgiWrusttioomd nrpeurt w .
The PXGF inputshould have the Af or meptxdy fsde ta ntdo -Gfoihphhgel set to Ai qo.

After the user opened the corresponding PXGF input in W -CODE, he may send the selected 96 kHz signal
stripe from W -SPEED to W - CODE for further processing.

==
clxn

Fle  Help

Desplay 8W [2MMz_ > | Color scheme (Cool  » | Gain (30) e 100%.

090ct 2014
08:34:13

090ct 2014
08:34:14

09.0ct 2014
08:34:14

090ct 2014
08:34:15
090ct 2014
08:34:15
09.0ct 2014
08:34:16
090ct 2014
08:34:17
09.0ct 2014
08:34:17

090ct 2014
08:34:18

090ct 2014
08:34:18

a738 a7 8826 8570 B9 8957 2001 5085 9089 9133 9177 (M)

s Selection
Oftset 52918 bz From 09 Oct 2014 08:33:44 to 09 Oct 2014 083518

Playback to Wavecom decoder (PG input)
Host (521681135 Por

povomes sdses  <asses odes aedss sedse asdes e

ot ot preery ot e 1 |

Stream a 96 kHz signal  stripe from W -SPEED to W - CODE at the PXGF input with port number 12003.

Note: W-SPECTRA uses the TCP/IP ports 12007, 12009, 12011, 27001 and 33264 for its own operation.
Pl ease dondét use these ports when defining a PXGF input or

Split a Recording

Usually a wideband recording can get huge. The wideband recording made by W -SPECTRA is 2 MHz wide,

in 1/Q, each | and Q parts are 16 bits. This make a one -minute recording 0.5 GB; one hour 30 GB and for

one day (24 hours) the recording will be 720 GB. Although the capacity of modern storage media can eas i-
ly accommodate these huge files, it may be inconvenient to view and analyze a huge recording at one

time.

The function fASplit a r ecor dvideagbiy PXGk deeording iftoeseveral torsecotioen u  d
recording files in reasonable size.

Because the recording format PXGF allows intrinsic side -information (recorded periodically throughout the
whole file), recordings after split can be processed by W -SPEED and W -SPECTRA as the original file.

ﬁ

Input file | E:\work\W—SPECTRA\Recordings\RecordinngIlSDZED_g39ddc_mixSR_moving_lSmin.pxg| |_|

Qutput folder | Ework\W-5PECTRANRecordings\SmallRecordings | |:|

Split into 3 :—: parts of 1092 MB | osee || seep |
Part progress  |u 50.3% |
Total progress g 1/3 16.8% |
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Split a PXGF recording into several small part recordings.

The file splitting scheme is:
i Arecording bigger than 10 GB can be split into max. 10 equal size files;
i Arecording between 9 GB and 10 GB can be split int 0 max. 9 equal size files;

i The minimum size of a recording which can be split is 2 GB. It can be split into max. 2 files.

Convert a Recording

In most cases the user makes a recording in WAV format. In this format there is no elegant way to save
some important side  -information e.g., receiver (Rx) frequency and timestamp. User may write these i n-
formation in the file name. With the fAConvert a rec
PXGF recording. Theusermayi nput the AReceiver frequencyo and t
these information will be implanted into the PXGF recording during the conversion.

ordingo p
he beginn
The advant age-teff Ityhd -gdorfidagon is, the user can later split a PXGF recording when i tis

too big without losing any information.

r
W, Convert a wav recording into a pxgf recording [=]-@ \
Input file E\work\W-SPECTRA\Recordings\Aufnahmen 2MHz\HDSDR_20150303_094833Z_8500kHz_RF_TEST_1024k.wav
Cutput file E\work\W-SPECTRA\Recordings\Aufnahmen 2MHz\HDSDR_20150303_0948337_8500kHz_RF_TEST_1024k_2.pxt |..
Receiver frequency 85 MHz
2014 11-21 P
Timestamp 13 Mar 2014 11:41:58 ¥
| Start
Progress

Convert a WAV recording to the PXGF format.

Note: The conversion supports a WAV recording with sampling rate between 48 kHz and 30 MHz and bit
per sample should be 8, 16, 24 or 32.
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Parameters and Options

W-SPECTRA runs a classifier, a decoder or other analyse tools with its default parameters. The user may
change / set new values to the parameter in the lower right corner of the W -SPECTRA GUI AOperat
tab.

File Run Configuration Tools Help
Operation | Direct mode | Memory scan | Frequency search |
SDR Settings
Rufreq 6348000 MHz  Demod DB v|  Demodulator BW 4.000 KMz AGE [Medum v]  S-level (-70cB) 1 Input [ANTL 7] 4
Mode [hf-analysis-classifier-code-chy ] (& ] (@] Freq Offset 0 Hz NEFFTGain 30 dB  shift 1679 Hz Date: 31 October 2016 Time: 144735 Statusiauto
Display [FFT___v] Colorscheme [Grey | Remarks Frequency: 6.348000 MHz Modulation: PSK-88, Center: 16526 Hz, Baudrate: 2400.04 Bd, Bandwidth: 2400.04 Hz, Confidence: 90%, [ _Insert Edit
[dB]
00
250
-500
750
1000
1250
1500
5348 5548 5748 5948 6148 6348 6548 6748 6948 7148 7348 (Ml
@ Hune @ 4| 00:00:00 / 0000:00
File | CAUsers\Public\Do m\Wspectra raing.pgt - [P~
. 6348 MHz [BW 7.17 kiz]
1981 358 kHz 358 kHz
00
200
400
600
-800
1200 st aliZVN AL At
6336 6338 6311 6343 6346 6348 6350 6353 6355 6358 6360 [Mbz]
B Hle @ ®| -/ 00:00:00
File CAUsersiPublic\Do m\Wspectra rding.wav - [wav_~
5 Classferfnished.. + | Mode parameters 5
Certor: Jo2 5 Classifier detected signal parameters: X
'8 Modulation: PSK-88 __| polarity normal M
il N F—
'8 Boudrate: 240004 Bd bandwidth 40
5 Bandwidth: 2400.04 Hz 3| mocuiation a =
5 Confidence: 90% &
5 Level:-20 08 center 1928
7
5 Table check predicted modes for signal no. 1: MIL-188-1104, MIL-188-1108, PSKE_2400, STANAG-4285, STANAG-445(TPpk_| | mode Continuous -
5 Code check started, checking signal no. 1 ° Gulati
<[ m ] v
Start Previous Next Exit

Al phabet é

The Alphabet menu has options for transparent and normal output. The normal output includes fonts for
e.g., Latin , Greek , Cyrillic , Hebrew , Arabic alphabets.

The ASCII character sets for output in German , Bulgarian, US, Swedish, Danish -Norwegian, Chinese
or other alphabets may also be selected.

Skyper , an alphabet which is used in POCSAG mode in Germany, is also available.

The transparent alphabet inc ludes output of non -printable characters of a data transmission, e.g. , ITA-2
control characters like Letter Shift and Figure Shift, or undefined upper case characters. In normal alph a-
bets these characters are not output.

Auto Decrypt

Decryption can be switched on/off with Auto Decrypt . If enabled, the key is displayed in the status bar.
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Bit Inversion Mask

One or several data bits may be inverted by using the Bit Inversio  n item .
The Bit Inversion Mask can b e entered in three different ways:
U Inthe top input box a decimal number between 0 and 31 may be entered

i In the center input box the same number may be entered in binary format with the least signif i-
cant bit to the right

i Inthe bottom check boxes a logical "1" is entered with the mouse by clicking in the check box

Bit Inversion is only implemented for ITA -2 (Baudot) based bit streams.

CRC Recognition

An automatic detection of the CRC can be switched on/off with CRC.

CRC Table

A table of CRC's is stored as \ Config \CRCTable.xml. The user may open and edit this xml file by clicking
the AEdi td button beside the ACRCO parameter.

CRC Table [
CRC Code (Hex) CRC Description oK
4943 uNo ance
i "
4649 R £rh
4244 5
5344 6
4244 7
5243 8
0216 9
CRC Code (Hex) cRC
0000 HAM Edit CRC
Delete CRC

Clear Screen

There is a AClIear 0 but tcarner ofithe resuit displayowindow. Click this lutton to clear
the screen, all the output in the display window will be deleted

T Madulatir: PSE-BA- “ | Modepar
HERANRARRCE A .2y S1AMAGE 4228 MOK f i -
cursafs to measurd 4 -4 Decoding or classification result aalanty
signal(BW and cent sandwigt]
r| | Confidence BA% mzduate
. ,'“ Lt -26 38 zanter
Table check pracicted modes for signal mo. 1r MIL-283-1104, MIL-185-1100, PSKB_2200 STAMAC-4285, STANAGS b mode
M- 26:34  Code check starbed, checking sigral no, 1 -
B z mrulat
Saat | Predous | Met |
A fiClearodo screen button in the result window.
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Frame For mat é
This parameter is available in most Ml L/STANAG modes. The user may choose a valid frame format from
the list.

1200bps-long

6.993 7.0

[=)

[MHz]

&
“: Clear

Mode farameters
[tz

alphabet
letter-figure-maode
bandwidth

frame-format

11200bps-short

1200bps-uncoded
150bps-long
150bps-short
2400bps-long
2400bps-short
2400bps-uncoded
300bps-long
300bps-short

600bps-short
T5bps-long
75bps-short
auto

3600bps-uncoded “
I‘ 00k o&!l"!o- o

|600bps-long v

IAS

IAS is the abbreviation for ISO -ASYNCHRONOUS and SYNCHRONOUS modes. Iso -asynchronous modes
have start and stop elements like Baudot, but the code words have an int  eger number of elements. The

IAS function is used for the extremely accurate baud rate estimation of a synchronous or iso

asynchronous bit stream.

The automatic phase correction for the ideal bit center sampling (bit synchronism) is completely ind
pendent of the IAS function and is always active. The extremely accurate baud rate determination uses
the number of necessary phase correction steps for the baud rate determination.

In modes working with an interrupted data stream such as PACKET -300, it may be adv  antageous to be
able to switch off the baud rate correction to prevent drifting of the pre -selected baud rate. When the 1AS
function is disabled, any pre -selected variable baud rate will be treated in the same way as a fixed baud

rate.

In most of the VHF/U  HF modes the IAS is permanently disabled. This is due to the lack of phase cohe

ence between successive data blocks. An exact measurement of the phase shift is not possible for an e X-
tended period of time.

In the event of adverse HF reception conditions (fa ding), enabling IAS may offer substantial advantages.

The software will decrease the size of the phase correction steps in accordance with the verified, reduced

phase errors, and thus prevent bit glitches and the resulting loss of synchronism. It is theref ore reco m-
mended to enable IAS as a default.

Choose fiond and fAoff o t o iasrpardmieter, respedtivelyi sabl e t he
Letters/Figures...

This option is only available for ITA -2 based modes.

The Letters/Figures dialog box contains the options Normal , Letters Only , Figures Only  and Unshift

on Space (UOS ). Letters and Figures designates the ITA -2 lower (letters) and upper (figures) cases.

For reception under normal conditions the selection of one case or the other
of the shift characters.

is controlled by the reception
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Special alphabets, e.g. , Chinese, comprise only letters so forcing a shift into lower case mode may be an
advantage ( Letters Only ). Selecting this function may also be advantageous when searching for a biti n-
version pattern, as the pattern may be more easily recognized.

In weather code transmissions five figure groups are used - in this case one may force a shift into upper
case ( Figures Only ).

The Unshift on Space (UOS) function forces a shift into | ower case after a space character has been r e-
ceived. In this manner the readability of the transmission may be enhanced under poor conditions (weak
signals or interference).

Compared to the  Letters Only mode, UOS has the advantage that single, upper case ¢ haracters like per i-
ods/full -stops and commas are correctly printed. The drawback is that the software will incorrectly shift to
lower case when receiving figure group s separated by space characters.

Resync Mode

There is a fiResybedgi batt he @ Mo d-SBECTRA&UIdOparation tath e Th¥ function
forces are -synchronization of the current mode.

Fx Freq 8.453000 MHz Democ
chei {) (2] (@) Fre
Display | FFT "’l Color scheme | Grey "| Ren

Mode [}1

Press the fiResyncod button to restart a decoder or a classi

SAT Settingse

SAT Settings . [
Services
Select service(s) to monitor:  [W]FAX [F]DATA  [¥]TEL ISDN TELEX 5M TELEX MM
Data output paths
Server: C\Users\Public\
Client: Ch\Users\Public Browse.
‘Watchlist
[ A MES 1Ds [¥] Individual MES IDs MES ID Ranges
12 add Enabled  StartID End 1D Enabled  StartID End ID
4
12 &0 to 100 B o o o
5
501 to 520 0 to 0
& [ Ll
7 F o to 0 B ° to 0
8
29 oo to 0 | o to 0
9
E o to g F o to g
[ ok |[ cancr | Appiy ]
For the SAT Modes, addi tional parameters can be set in the SAT Settings  dialog box.

These settings are:
U Service : Select the service to monitor. Choose between:

FAX/DATA/TEL/HSD/TELX_SM/TELX_MM . There are two different possi bilities for moni  toring
telex:

- TELX_SM: Single message  monitoring: only the t  elex of the MES found in the Control Channel
will be recorded

WAVECOM Monitoring System W-SPECTRA, W-SPEED Manual V7.0.0 Parameters and Options { 51

fi



- TELX_MM: Multi message monitoring, the m ode stays on the TDM channel until there are no
more Telex transmissions on this channel

U Server : Setthe Windows directory for the output files on the server

i Client : Set the Windows directory for the output files on the client computer. This setting is only
enabled on aremotely  -connected GUI.

i Watchlist :Clickthe AIMESIDs box, if all MESs must be monitored; leave this box empty if only
specific MESs should be monitored. Enter these MES IDs into the combo box. If ranges of MES IDs
should be monitored, enter and enable each range.

Se eSAM System 6 on R3IGQGe

Timestamp

By clicking Time stamp s in the lower right corner of the result display window, the local time will be di s-
played beside each output line

Mode parameter

h tuning. | I
e thpee funi Decoding or classification result anlanty

cursars to measurg the

s

St L Predous | Nes |

sandwisth

moddation

e zanter
Table chack predicted modes for signal ro. Lt MIL-183-1104, MIL-185-1108, PSKR_2200, STAMAG-4285, S'QL;G-'HL'_-O mode

Cade check started, checking sigral no, 1

=

I ——

Click the ATi mestampo butt on dampintherresultdisplayand of f t he ti me

Display Results in a Separate Window

By clicking Window button in the lower right corner of the result display window, a separate window will
open to display the decoding result . This is helpful, because the result display window in W -SPECTRA may
be quite small.

File ElmorkaudictHF-MODES FAOEAUCCTEAUDOT (30 Bd, Westherlnay

¢ Wadulation: PRE-BST “ | Mods par
cursafs to messurd tha Decoding or classification result pelanty
e

signal|BW and cenfers
J | - zenter
I || 24:26: 22 Table check predicted modes for signal no 1 WIL-184-1100, MIL-185-1108, PSKB_2400, STARIAG-4285, STA 3 b | —
My ! Code check ssarted, checking sigral no, 1 -
v o . mectiles

Srart _ Bredcus | Med |

wan e theee tuning

Click the AWindowo button wild.l open a separate window to
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LONTAENCE: 807
Level: -29 dB

(S [E ]

Table check predicted modes for signal no. 1: MIL-188-1104, MIL-188-1108, PSKE_2400, STANAG-4285, STANAG-4481-P5K
Code check started, chacking signal no. 1

Mode detected for signal no. 1

Code Check finished...

Restart

Code check detected modes for signal no. 1; STANAG-4285
Classifier start...

Classifier finished...

Mo signal(s) available for further processing. Restart..,
Classifier start..

Classifier finished...

Classifier detected signal parameters:

Modulation: FSK-84

STAMAG-42E5 NOR

Center: 1999.77 Hz

Baudrate: 2395.75 Bd

Bandwidth: 2399.75 Hz

Confidence: 87%

Level: -29 dB

Table check predicted modes for signal no. 1: MIL-188-1104, MIL-188-1108, PSKS_2400, STANAG-4285, STANAG-4481-PSK
Code check started, checking signal no. 1

Mode detected for signal no. 1

Code Check finished...

Restart.

Code check detected modes for signal no. 1: STANAG-4285

Classifier start...

Classifier finished...

Classifier detected signal parameters:

Modulation: PSK-BA

STANAG-42B5 NOR -

A separate window to display the result.

Display Tuning Spectrum in a Separate Window

By clicking Window button in the lower right corner of the result display window, a separate window will
open to display the decoding result . This is helpful, because the result display window in W

be quite small.
File  Eveorkaudi c\HF-MODES\PSEAUCOTAAUDOT (30 Bd, Westheriway

-SPECTRA may

Wizdulaticr: PSE-BA

slanss 2 ROk Decoding or classification result
Ceren 253833 Hz

Baudrate; 239955 Bd

Bandwactth: 2399368 Hz

Confiderca BEE

Level -25 4B

Table check predicted modes for signal re. L MIL-183-1108, MIL-1B5-L108,
Code check shartes, checking sigral no, 1

Click the AWindowo button wild.l open

separate

spectr
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A separate tuning spectrum window.

Using the three cursors in the separate tuning spectrum window, the user can measure the signal center
and bandwidth in  a more convenient way.

Auto

By setting-mohdee ofi atuct oion o t he mo dfied, fipeater® ane tiudsate ™ ard automatica |-

ly calculated and adjusted. After the recal cumhoadea o ng ad ehse thAc uft of f 0.
Modulation

Inthe Modulation  pull -down list the user may set the de modulator of a mode decoder.

Most HF, VHF or UHF modes use a pre -selected demodulator mode for optimum performance, but som e-
times different demodulators may be chosen.

AM

Satellite weather charts are transmitted using AM. This demodulator uses the quadrature 1/Q demodul a-
tion method.

The level displayed by the level indicator corresponds to the AM modulation depth of the signal .

BPSK

BPSK shifts the carrier phase +180 degrees. For carrier recovery a Costas loop is used - this is a PLL with
a special phase comparator, which removes the payload data from the PLL loop. The input signal is then

down -converted to base band by mixing the carrier in a complex mixer, and the resulting signal is the d a-
ta sign al.

BPSK is almost exclusively used for satellite data links.
CW

The CW demodulator utilizes a steep, adaptive band pass filter and automatic amplitude control. The AGC

attack time may be adjusted according to the propagation conditions. The filter respons e may be set to
Slow , Normal or Fast . This demodulator produces high quality CW decoding. It is important to select the
appropriate receiver AGC response (normal or slow).
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DSP

The DSP mode utilizes an 1/Q demodulator (Hilbert transformation). The received signal is splitinto anin -
phase component and a quadrature component. Next, amplitude normalization takes place and the resul t-
ant signal is used for the frequency conversion. This method is characterized by a linear relationship b e-
tween the received frequ  ency and the output voltage of the demodulator.

The DSP demodulator has a good signal -to-noise ratio and yields very good results under most conditions.
DPSK

In differential PSK the absolute carrier phase cannot be used for data recovery as is the case wit h BPSK
and QPSK. To decode multiphase DPSK (up to 16DPSK) the input signal is mixed with a complex, phase

regulated reference signal. The resulting data reduced signal is then filtered in a low pass filter. The fo -
lowing phase comparator calculates the pha se difference between the signal from the integrator and the

delayed signal.

A variant of DPSK is used almost exclusively when phase modulation is employed on short wave data
links.

DBPSK
Similar to DPSK, but has two phase shifts at + 180 degrees.

DQPSK

Similar to DPSK, but has four phase shifts at + 90 and + 180 degrees.

DTMF

This demodulator handles multi -frequency signals. Filters are switched in on the various frequencies of the
signal and the amplitude is then calculated for each frequency. Next the am plitudes are evaluated. Two
simultaneous tones are demodulated. The SNR is the same as for the mark -space demodulator.
DXPSK

Adaptive DPSK demodulator for PACTOR  -II. This demodulator will automatically adapt itself to DBPSK,
DQPSK, D8PSK or D16PSK.

D8PSK

Similar to DPSK, but has eight phase shifts at +45, +90, +135 and + 180 degrees.

D16PSK

Similar to DPSK, but has sixteen phase shifts at +22.5, +45, +67.5, 90, £112.5, +135, +157.5 and
+180 degrees.

FFSK and GFSK

Depending on the mode, the FFSK (Fast Frequ ency Shift Keying) and GFSK (Gaussian Frequency Shift
Keying) demodulator is automatically selected. Basically this demodulator utilizes the 1/Q principle (Hi I-
bert). However, filters are adjusted to accommodate the special demands of these modes.

MFSK

This demodulator handles multi -frequency signals. Filters are switched in on the various frequencies of the

signal and the amplitude is then calculated for each frequency. Next the amplitudes are evaluated. D e-
pending on the number of tones used, the filters ar e configured as phase linear FIR filters or as IIR filters.

The SNR is the same as for the mark -space demodulator. Simultaneous multi -tone decoding (e.g. , DTMF)

is not possible with this demodulator.
MS (Mark -Space)

The mark -space demodulator processes the two keying frequencies of a FSK signal. These are fed to two

phase linear FIR filters and the amplitude is then calculated. The mark -space demodulator exhibits an e X-
tremely good noise distance and should be used for all FSK modes utilizing a speed of less than 300 Baud.
OQPSK

Carrier recovery is mandatory to demodulate OQPSK. As OQPSK has phase shifts at +90 degrees, the si g-

nal must be squared two times to produce a carrier at four times the original frequency. A PLL recovers

the carrier in frequency and p hase with ambiguities at +90 and +180 degrees. A complex mixer down
converts the signal to base band and the resulting signal is the data signal. In contrast to QPSK, OQPSK

has only phase steps of £90 degrees in one step. First the in -phase part is switche d, then after half a
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symbol duration the quadrature part is switched. The advantage of this process is a smaller amplitude va r-
iation.

OQPSK is used almost exclusively for satellite data links.
QPSK

Carrier recovery is mandatory to demodulate QPSK. As QPSK has phase shifts at +90 and 180 degrees,

the signal must be squared two times to produce a carrier at four times the original frequency. A PLL r e-
covers the carrier in frequency and phase with ambiguities at +90 and +180 degrees. A complex mixer

down conve rts the signal to base band, and the resul ting signal is the data signal.

QPSK is almost exclusively used for satellite data links.
SUBTONE

The same as DSP, but the parameters are optimized for low frequencies.

Passband Center

Set avaluei nthe passband -center to adjustthe center frequency of the passband filter.

For mor e de PassbandFilereSeppdit 0 on pBRAge

Passband Bandwidth

Setavaluei nthe passband -bandwidth  to adjust the bandwidth of the passband filter.

For mor e de PassbandFilereSeppdit 0 on pBRAge

Center

Set a value in the  center to adjust the demodulator center frequency within 1 Hz accuracy. For modes
utilizing direct FSK this button is not available: in this case the offset frequency is equal to the effective
center frequency.

Shift

Set avalue inthe  shift to a djust the frequency shift in 1Hz steps. In HF modes the range is 50 Hz T 3500
Hz, and in VHF -UHF modes using direct FSK the range is 50 Hz T 16000 Hz.
Baudrate

Setavalue in the baudrate

Polarity

Set the polarity to toggle finormal 6 dinverse O . Usual

l'y when the signal is from
band) the polarity should be set to

finormal 6 and vice versa.
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Frequency Offset

By a djusting the  middle frequency tuning cursor in the narrowband sp ectrum display the user can place a
signal for correct decoding. The relative distance of the middle cursor to the spectrum middle appears in
the fiFreq Off sSPEATRAGUI.t he W

sur semings
RxFreq 8.410687 MHz  Demod [ISB ~|  Demedulater BW 22.440 kHz  AGC [Slow  ¥|  Sievel (T0dB) Input [AFIFE2 "E‘
Wode [ nf analysis-classifer code-ch +| [ FT Gain 30 4B Shift 1000 Hz  Date 15 November 2016  Time: 120147  Status: auto
Display [EFT...7 =] Colorscheme [Grey  =| Remarks Frequency: 8407319 MHz Modulation: PSK-8A, STANAG-4285 NOR, Center: 2800.41 Hz, Baudrate: 2400.03 Bd, Banduwidth: 240003 F [ Insert | Edit |
[dB]
00
-250
-500
750
-1000 '
1250 N{\I"n} WWWIH
-1500
7411 7611 7811 8011 8211 8411 8511 8811 9011 9211 9411 [MHz]
E| un E\ E\ E\ 00:00:00 / 00:00:00
File CAUsers\Public\Dox om\WSpectral; ording.pxgf E\ PGk ~|
- 8407 MHz [BW 22.44 kHz]
1459 ktz 785 kHz
00
-200
-400
-600
-800
-100.0 p' /J\
-1200 A
8363 8372 8382 8301 2401 8411 8420 8430 8433 8.449 8450 [MHz]
E| Hn E\ E\ E\ 00:00:00 / 00:00:00
P 1 P oo e Ao G b\ et e i |

Moving the middle frequency tuning cursor in the narrowband spectrum
display will set the AFrequency Offseto.

The AFreq Offsetd should be set, so that

U For HF and VHF/UHF -SUB modes, the signal appears at the right -hand side of the middle freque n-
cy tuning cursor

i For VHF/UHF -DIR and SAT (satellite) mode, the middle frequency tuning cursor is placed at the
middle of a signal.

NB FFT Gain

The user may adjust the ANB FFT Gainodo to amplify or weaken t

in the narrowband spectrum display, the user may increase the gain to view and decode the signal.
Operation | Direct mode | Memory scan | Frequeney search |
SDR Settings
RxfFreq 8.410687 MHz  Demod [ISB ~|  DemodulatorBW 22.440 Kz AGC [Slow |  S-level (70dB) Input |AFIF£2 -|E\
Mode  [hf-analysis-classifier-code-ch v [&] (@] Freq Offset -3368 Hz 1000 Hz  Date: 15 November 2016  Time: 120147  Status: auto
Display |$E7 -\ Color scheme | Grey -\ Remarks Frequency: 8407319 MHz Modulation: PSK-8A, STANAG-4285 NOR, Center: 280041 Hz, Baudrate: 2400.03 Bd, Bandwidth: 240003+ | Insert \ Edit \

[d8]

Adjust the ANB FFT Gaino to reach a good FFT display and dec

Note: To reach a good decoding quality the user should usually use a small gain value. The gain should be
set to a value, so that the signal appea rs just a little bit in the narrowband spectrum display.

Custom Alphabets

The user can define his owndédCusthemmAhphalbenéf&gaetami dhphabet
Only 5 -bit alphabets are accommodated, and the number of custom alphabets is limited to 16.
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A Alphabet Translation Table [=x=]
SaveAs ‘ Save Delete Undo |
Alphabet  |ITA_2 LATIN - Update List
Font  |wavecom Unicode v | Wiiting Direction & LeftToRight
" RightT oLeft
System |5 bit ™ Transparent
Contral Characters
& Letters " Figuies " Thid Letters Shift -
[ Cument [ Mew [~ -

1 65 A 65 A 5 2

2 66 B 66 B 7 2

3 67 [o] 67 [o] 32

4 68 D 68 D 33 !

5 69 E 69 E 34 "

6 70 F 70 F 35 #

7 71 &6 71 & « 36 5

8 T2 H Tz H 37 %

9 73 I 73 I 38 &

10 74 J 74 J 39 '

11 75 K 75 K 40 (

1z 76 L 76 L 11 }

13 77 M 77 M 4z i

14 78 T 78 o 13 +

15 79 Q 79 o T 14 - =
[ Find I Hewview [0 Find

™ Show &l
Rlesat Refresh

The Cust om Al p h admed bexdisplays a number of input fields:

i Clicking Sav e Agapéns adialog box, in which to enter a name for the newly created translation
table. Press OK to close the dialog box and save t he new translation table. The translation table
contains the actual values set in the Alphabet Translation Table dialog. The name of the new
table appears inthe  Alphabet combo box and a new .xml file with the name of the table is crea t-
ed containing the  table data.

U Pressing Save stores the current dialog settings to the translation table that is active as shown in
the Alphabet combo box. T he data is stored in an xml file  under Wspectra \Alphabets folder

U Clicking Delete deletes the active translation tabl e.

i Pressing Undo will replace the new, user selected values in the dialog box with the values stored
for the current alphabet.

i The Update List is used to add the user created alphabets to the list of alphabets. By pressing the
Update List  button, the Alpha bet directory is searched for .xml files related to new alphabet. If a
new one is found the list and the Alphabet combo box are updated.

i The Alphabet combo box shows the names of all translation tables. By selecting an entry the
stored data for the specifi ¢ translation table are displayed. Note that the most recent changes to

the current alphabet are not saved until Save is pressed.

U Select the font that is used to display the translation tables by pressing Font .

i The Alphabet list control (left list) displays the characters defined for the current alphabet. The
first column shows the position index in the alphabet for the characters. The second column ( Cur-
rent ) shows the currently defined value of the character at the selected position. The third column
(New ) shows the user defined character value. By pressing the Save button, the Current value

becomes the New value.

i The Font list control (right list) displays all the characters defined in the selected font. The first
column sh ows the decimal or hex character value. The second column ( Symbol ) shows the cha r-
acter. Selected characters are copied to the selected rows in the Alphabet list by pressing the — Ar-
row (&) button.

U Using the Writing Direction radio buttons , a LeftToRight  or RightToLeft output direction of the
decoded text may be selected

i  The System combo listis used to set the length of the codeword for a user defined alphabet. The
present version allows only 5 -bit alphabets.

0 Click Transparent to select if control characters are to be displayed in the decoded text.
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i Depending on which radio button, i.e. , Letters, Figures or Third, is selected, the letters, figures

or third shift control characters of the current 5 -bit custom alphabet are displayed in the list co n-
trol.

i The Contr ol Characters combo box contains the control characters that can be added to an a -
phabet, i.e. , the Letters Shift , Figures Shift , Third Shift , Unperforated Tape , Space ,
Linefeed and Carriage Return characters. Select a character, then press the Arrow (&) button
to copy the selected character to the selected row in the custom Alphabet list.

i The Arrow (&) button is used to move characters to the translation table. Press this button to
copy the selected character in the Font table, or the selected entry in t he Control Characters
combo box to the selected position in the Alphabet table.

i The Find button and the edit box to the left of the button are used to find a character (decimal or
hex value) inthe  Alphabet or Font table.

(i  Press Reset toreplace all charact ervalues inthe custom Alphabet | i st with 606

i Press Refresh to reload all characters of the current font and update the display. This feature is
useful when the font has been changed.

i Pressing Hex View to display the hex value for all characters; otherw ise, decimal values are used.

i When Show All is enabled, the positions of undefined characters are displayed in the Font char-
acter table.

i Press the OK button to close the window. Recent changes are not saved - if the latest changes

have to be saved, press  the Save button before pressing OK.

Passband Filter Support

Perfect signal processing (filtering) is essential for the best decoding results which are achieved by using

the correct filters in the receiver. Doing so prevent s blocking effects from strong nearby signals. However
correctly processed signals may be unavailable, e.g. , when a receiver does not offer optimum filters or

when using recorded signals. To overcome these obstacles additional passband filters are included in the
WAVECOM decoders to assist the operator in separating signals within the analyzed frequency spectrum.

Depending on the demodulator (Modulation) used by a mode the user may set the passband filter p a-
ram eters: Passband Center, Passband Bandwidth and Center . ( See the table below).
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Item PB Conf.

REMEITS

DSP + Freely configurable

AM + Freely configurable

Ccw + Freely configurable

GFSK + PB center frequency controlled from offset frequency setting

FFSK + PB center frequency controlled from offset frequency setting

MARK -SPACE - PB automatically adjusted depending on center, shift and speed

MFESK - Individual tones are filtered and PB automatically adjusted depending
on tone spacing, center and speed

DTMF - Individual tones are filtered and PB automatically adjusted depending
on tone spacing, center and speed

BR6028 - Preconfigured filters that cannot be changed. The location of the pi lot
tone can be manually set

BPSK + Freely configurable

QPSK + Freely configurable

OQPSK + Freely configurable

DPSK - PB bandwidth automatically adjusted depending on center, shift and
speed. The center frequency can be manually set

DXPSK - PB bandwidth automatically adjusted depending on center, shift and
speed. The center frequency can be manually set

DBPSK - PB bandwidth automatically adjusted depending on center, shift and
speed. The center frequency can be manually set

DQPSK - PB bandwidth automatically adjusted depending on center, shift and
speed. The center frequency can be manually set

D8PSK - PB bandwidth automatically adjusted depending on center, shift and
speed. The center frequency can be manually set

D16PSK - PB bandwidth automatically adjusted depending on center, shift and
speed. The center frequency can be manually set

1Q + Freely configurable

ANALYSE + Freely configurable

FFT - No filtering implemented

TIME - No filtering implemented

OFDM - No filtering implemented

SUBTONE - No filtering implemented

DISCRIMINATOR

No filtering implemented

EXT-DEM

No filtering  implemented

BYPASS

No filtering implemented
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Transmission Modes

ACARS

Aircraft Communications Addressing and Reporting System (ACARS) is a carrier sensing, multiple access
packet radio system for aircraft communications. ACARS operates in the VHF band, mainly around 130

MHz, using 2400 bps NRZI coded coherent audio frequency MSK (Minimum Shift Keying - a particular form

of FSK) on AM to make use of standard aircraft AM communications equipment.

Parameter ‘ Value
Frequency range VHF
Operation modes CSMA/CD packet ARQ system
Modulation AM, SUB FSK
Symbol rate 2400 Bd
Center frequency 1800 Hz
Shift 1200 Hz
Receiver settings AM, BW = 3 kHz
Input format(s) AF, IF
Additional Info ITA-5 with parity and  block coding
Frequencies Europe: 131.725, 131.525, 131.825 MHz
Frequencies USA: 131.550, 130.025, 129.125, 131.475, 130.450,
131.125, 136.700, 136.750, 136.800 MHz
Frequency Japan: 131.450 MHz

To receive ACARS an omni -directional 108 -136 MHz antenna, a  VHF AM receiver (scanner) with 13 kHz
channel bandwidth and a corresponding AF output is necessary. As the ACARS packets are very short, turn
the squelch of the receiver OFF.

Speed selection is not available for ACARS as only on e speed isin use (2400 Baud ).
Processing of ACARS Messages

It is possible to do some interpretation of ACARS messages. The following options are available:
Reassemble multipart messages

This setting enables the reassembling of bigger messages which are sent in several parts. Instead
showing each part separately, the message is shown as one single message when the last part has been
received. The message header is still shown separately for each part.

Parse ADS -C messages

This setting enables the parsing of ADS -C messages (Automati ¢ Dependent Surveillance - Contract). When

an ADS -C message is received, it is decoded and the additional information is shown in the output wi
dow.

of

n-
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ACARS Frame

Parameter Value

Pre-key 16 charactersondsbl binary @
Bit Sync 2 characters fA+0 , A*o
Character Sync 2 characters SYN, SYN (0x16 )
Start of Heading 1 character SOH (0x01 )
Mode 1 character
Address 7 characters
Technical Acknowledgement 1 character
Label 2 characters
Block Identifier 1 character
Start of Text 1 character
STX (0x02) - if notext ETX (0x03 )
Text 220 characters maximum, printable characters only
Suffix 1 character, if single ort  erminal block ETX, else ETB (0x17 )
Block Check Sequence 16 bits
BCS Suffix 1 character DEL (Ox7F )

Messages may be single or multi -block. The pre -key sequence and the BCS have no parity bits.
ACARS communications are divided in Category A and Category B.

Using Category A, an aircraft may broadcast its messages to all ground stations. This is denoted by an
ASCII "2" in the Mode field of the d ownlink message. The WAVECOM software translates this character to
"A",

Using Category B an aircraft transmits its message to a single ground station. This is denoted by an ASCII
character in the range "@" to "]" in the Mode field of the downlink message.

The ground station may use either "2" or the range 6
Category A, but may wuplink "6" to "}" in the Mode field.

The WAVECOM software translates the ground station address (also called the Logical Channel Number)
into a number in the range 0...29.

A station will transmit after having monitored the HF channel for traffic, otherwise it waits until the cha n-
nel is clear. If a collision occurs between the packets of two stations transmitting at the same time, they
will back -off and new transmission intervals will be set by random interval timers in the radio equipment.

At the receiving end, a block check calculation is made and compared to the calculation appended to the

packet by the transmitting station . If the downlink messages contain errors, no response will be given and

the transmitting station will retransmit the packet a number of times, until a positive acknowledgement is

received and the message can be deleted from storage, or the aircrew be aler ted to its non -transmission.

If an uplink message is found in error, the airborne equipment will generate a negative acknowledgement
(NAK), which triggers an uplink retransmission. Retransmission is also triggered by timeout.

Positive acknowledgement from the aircraft consists of the transmission of the Uplink Block Identifier of
the correctly received block. Positive acknowledgement from the ground station consists of a similar
transmission of the Downlink Block Identifier.

Acknowledgements are placed in t he Technical Acknowledgement field.

The general respo nse message label is "_DEL" (Ox5F or 0x7F ). Messages with this label contain no info r-
mation except acknowledgements and are used for link maintenance.

The traffic exchanged can be requests for voice comm unication, weather reports, access to airline co m-
puter systems, reading of aircraft automatic sensors, flight plans, messages to be routed to destinations in
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the international airline data network - in fact much traffic previously carried by voice, has bee n tran s-
ferred to ACARS.

The text field of the ACARS packet is used for messages with a fixed format, free text, or a mixture of
formatted and free text. Standard 7 -bit ASCII is used; bit 8 is an odd parity bit and LSB (bit 1) is tran S-
mitted first.

ACARS Do wnlink Message Example
(#8) 06 -11-1996 18:43:32 M=06 ADDR= HB -INR TA=Q ML=QO0 B=6 MSN=0635 FID=SR6767

(Bold typeface indicates decoder generated characters)

Decoded ‘ Interpretation
(#8) Decoder generated message number
06-11-1996 18:43:32 Decoder generated timestamp (optional)
M= Mode Category A = A,

Category B =0..29

ADDR= Aircraft address

(aircraft registration or flight identifier)

TA= Technical acknowledgement

(downlink 0...9, uplink A...Z, a...z, NUL (00h))

ML= Message Label (message type)

B= Uplink/Downlink Block Identifier

(downlink 0...9, uplink A...Z, a...z, NUL (00h))

MSN= Message Sequence Number
FID= Flight Identifier
In this case record #8 decoded at 18:43:32  contains a message from a Swiss aircraft with registration
HB -INR using logical channel 06 to transmit and acknowledgement of uplink block Q and alinktest ( QO)
with block identifier 6 and message sequence number 0635 (here the time in minutes and seconds after
the hour is used - other formats are also in use). The fli ght is Swissair SR6767 .

A few examples of the more important or frequently seen ACARS messages:
M= 06 ADDR= HB-IND TA=NAK ML= [ B=3 MSN= 2810 FID= 0S005

Using logical channel 06 an unsolicited (TA= NAK ) general response _ [0 without information is transmitted
as block 3 from aircraft HB-IND on flight OS005 with sequence number 2810 . General responses are
mainly used for block acknowledgement purposes.

M= 06 ADDR= OOOOOOO TA=NAK ML= SQ B= 00XSZRH

This is a "squitter* - an ID and uplink test message transmitted at regular intervals from ground stations.
This one is a squitter  (SQ) version0 (00) froma SITA (XS) ground station in Zurich, Switzerland (ZRH) .
The O denotes the ASCII NUL character (00h) used for broadcast. A block ide ntifier is not used.

M= 06 ADDR= OY-MDS TA=5 ML= :; B= 131125

This is a data transceiver auto tune message (:;) from ground station 06 commanding the ACARS tran  s-
ceiver of aircraft OY-MDS to change its frequency to 131.125 MHz. At the same time acknowledgement is
given for the aircraft's downlink block 5.

AlS

AIS also known as (Universal) Automatic Identification System (UAIS) is a worldwide radio system for ship
collision avoidance and navigational advice. AIS -equipped ships continuously transmit short messages
containing information like position, course over ground, speed over ground, and so on. All information
may be sent from ship to ship, as well as well as from ship to shore. This is very useful for Vessel Traffic
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Systems (VTS) in congested a  reas such as harbors, rivers and archipelagos. Tranmissions may be in
broadcast mode or individually addressed. The messages may contain a fixed content in binary format,

free text or binary information defined by international, regional or national author ities (see table below).
Parameter Value

Frequency range VHF

Operation modes SOTDMA FEC

Modulation GMSK

Symbol rate 9600 Bd

Receiver settings BW =15 kHz

Signal source(s) IF
Transmission is 9600 Baud GMSK modulation over 25 or 12.5 kHz channels using the HDLC packet prot  o-

col. Each station transmits and receives over two radio channels to avoid interference problems. Self -
Organizing Time Division Multiple Access (SOTDMA) is used. One Time Division Multiple Access (TDMA)
frame corresponds to one mi nute and contains 2250 slots.

Each frame contains an 8  -bit ramp up and a 24  -bit synchronization sequence. At the beginning and end of

each frame, a HDLC flag (01111110) is sent. After the 8 - bit preamble, 168 bits of data and a 16 -bit CRC
checksum are sent in a default packet (one slot). Long transmission packets may occupy two to five co n-
tinuous slots. Bit stuffing and NRZI encoding is used.

Traffic can be monitored on the AIS1 Channel 87B 161.975 MHz and AIS2 Channel 88B 162.025 MHz
From Options | Displa y Mode , All frames or Error free frames may be selected.

AIS Binary Messages

Area ‘ Designation ‘ Function H Message ‘
Global International 0,2,3,4,5,11, 12, 13, 14, 15, 16, 17
St.Lawrence Seaway SLS 1 (Metro/Hydro) 1,2,3,6
2 (Vessel/Lock) 1,2
32 (Special) 11
USA/Canada PAWSS 1 (Metro/Hydro) 4,5
2 (Vessel/Lock) 3
Rhine/Danube Inland 10, 21, 22, 23, 24, 40, 55

ALE-400

Amateur version of MIL  -188 -141A.
For more deMHBil88sl45Aede ofh [3IVg e
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Parameter Value

Frequency range HF

Operation modes ALE, Broadcast/Simplex FEC
Modulation MFSK-8

Symbol rate 50 Bd

Center frequency 1625 Hz

Receiver settings DATA, CW, LSB or USB
Input format(s) AF, IF

ALF-RDS

ALF-RDS (Accurate positioning by  Low Frequencies) is a German system for the transmission of DGPS i n-
formation on low frequencies (in this case 123, 7 kHz). Data is transmitted in RDS format. RDS (Radio D a-
ta System) is a one -way data transmission system used by FM broadcasters worldwide to broadcast pr o-
gram, time and traffic information on a 57 kHz BPSK DSB sub carrier with suppressed carrier and a bit

rate of 1187.5 bps. In the case of ALF -RDS, th e transmission is made in SSB with a decreased level pilot

carrier to reduce bandwidth.

Parameter Value ‘
Frequency range HF
Operation modes Broadcast FEC
Modulation BPSK
Symbol rate 1187.5 Bd
Receiver settings DATA, CW, LSB or USB
Input format(s) AF, IF

The basic RDS data unit is a group which consists of four blocks, each having 16 data bits and 10 error
detection and correction bits. Groups are divided into type A and B, each containing 16 different groups.

In the upper window, a Display Mode  can be selected. The default display mode is All Blocks , which di s-
plays the information of each block. Binary will display the contents of a group in binary format.

In the lower window, other information like flags, time, program information and transmitt ed text is di s-
played.

ALIS

ALIS ( Automatic Link Set-up) is a simplex ARQ system and operates at a Symbol rate of 228.66 Baud on
the radio link.

ALIS is described in report 551 -2 of the ITU "Reports of the CCIR 1990 - Fixed Services at Frequen ciesb e-
low about 30 MHz".
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Parameter Value

Frequency range HF

Operation modes FSK, Simplex ARQ

Modulation FSK

Symbol rate 228.66 Bd, variable 30  -650 Bd
Receiver settings DATA, CW, LSB or USB

Input format(s) AF, IF

Additional Info ITA-2 with block coding

The transmission block of the standard ARQ system consists of 2 identification bits, 30 data bits and 16
CRC bits. Data transmission is transparent for ALIS. Known systems are however structured around six
ITA-2 characters.

The two identification bits indicate one of four possible system states. The CRC checksum enables dete c-
tion and correction of transmission errors.

The acknowledgement block is 16 bits in length. The total transmit -receive cycle for ALIS is 111 bits,
which corresponds to a durati on of 485.4 ms. An error free transmission is equivalent to a terminal baud
rate of 100 Baud.

The ALIS system automatically determines the optimal operating frequency after having received a CALL

command. The station then sends a synchronization word, addr ess, block counter and a status word. The
receiving station correlates this bit sequence and synchronizes itself. If the data transmission link fails,
ALIS will search for a new frequency to re -establish the link.
ALIS-2
ALIS-2 (Automatic Link Set-up) is a simplex system operating with a baud rate of 240.82 baud. ALIS-2 is
described in the "Report of the CCIR 1990, Fixed Service at Frequencies below about 30 MHZz" of the ITU.
Parameter Value ‘
Frequency range HF
Operation modes Simplex ARQ
Modulation MFSK-8
Symbol rate 240.82 Bdd
Receiver settings DATA, CW, LSB or USB
Input format(s) AF, IF
Additional Info ITA-5
ALIS-2 is 8 -FSK modulated. The tone spacing is 240 Hz, and the tone duration is 4.15254 ms. The tran s-

mission block consists  of 55 tri -bits, resulting in 165 bits per frame. In addition to the preamble of 21 bits,
each block contains 126 data bits. The preamble includes an identification code, allowing different systems
to be identified.

Two identification bits signal four opera tional states: traffic, idle, RQ and binary data transfer. The 16 - bit
CRC-checksum serves the detection of transmission errors and error correction purposes.

The overall transmission and receive cycle of ALIS -2 is 354 bits, which is equivalent to 490 ms. | n case of
an error -free data transmission, the terminal bit rate is 720 bit/s.

ALIS -2 almost always uses the ITA -5 ASCII alphabet.

The ALIS -2 system automatically determines the optimum operating frequency after having received a

CALL command. The station  then sends a synchronization word, address, block counter and a status word.

The receiving station correlates this bit sequence and synchronizes itself. If the transmission link is inte r-
rupted, ALIS -2 will search for a new frequency to re -establish the lin k.

66 { Transmission Modes WAVECOM Monitoring System W-SPECTRA, W-SPEED Manual V7.0.0



If an ALIS -2 system is identified the status line will display Syste m:  XXXXXXXXh" , where AXXXXXXXXh o
denote s an eight digit hex id string.

AMSAT-P3D

AMSAT (Radio Amateur Satellite Corporation) OSCAR -40 (AMSAT Phase 3D) is the latest satellite in the
Phase 3 series of high altitude radio amateur satellites.

The satellite telemetry s ystem may be monitored.

Parameter Value ‘
Frequency range VHF/UHF
Operation modes FEC telemetry
Modulation BPSK
Symbol rate 800 Bd (with Manchester coding)
Receiver settings FM, BW =5 kHz
Input format(s) AF, IF
Additional Info ITA-5
A complete telemetry frame consists of a 4 byte preamble, a 512 byte data set and a 2 byte CRC chec k-
sum. The 400 bps information is differentially encoded then EXORed with a 400 bps clock signal to create

a Manchester coded PSK signal.

The P3 flight computer of AMSAT OSCAR  -40 uses a radiation hardened Cosmac CDP -1802 microprocessor
running at 100K instructions/sec. The operating system is called IPS, an acronym that tr anslates as "l n-
terpreter for Process Structures".

A small part of the computerdés 64 kBit memory is used
via a 128 channel ADC, and 128 bytes of digital data is stored in this area called the IPS "SysPage".

The "SysPage" covers a lot of measurement functions: Status, navigation, power and temperature.

The decoder is able to demodulate, decode, verify (CRC) and display the data content in binary or as text.
The so called "A" or "E" packets are processed further and the information is displayed in four sections:
Main status, t emperatures, power and sensors.

From Options | Display Mode , All frames or Err  or free frames may be selected.

Selecting Options | Display offers the option of an ASCIl or RAW bits display.

APCO-25

Project 25 (P25) or APCO -25 is a set of standards for digital radio communications for public safety, sec u-
rity, public service and commercial applications. It is standardized by Telecommunications Industry Ass o-
ciation (TIA) and supp  orts both voice and data transmissions. APCO -25 compliant technology is being d e-

ployed in several phases. Wavecom decoder currently supports only Phase 1 systems.

Parameter Value ‘

Frequency range VHF, UHF

Operation modes Digital voice and data (Phase 1)

Symbol rate 4800 Bd

Modulation Continuous 4 Level FM (C4FM) - CQPSK
Receiver settings BW =12.5 kHz

Input format(s) IF

Access method FDMA
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Parameter

Voice codec IMBE (Rate 7.2 kbps)

The common air interface of the APCO -25 Phase 1 system is described in TIA-102.BAAA -A. The devices
may use both the C4FM and CQPSK modulation techniques which can be demodulated with a single d e-
modulator. The system uses frequency channels of 12.5 kHz bandwidth to transmit 9600 bits per second.

Analog audio is digitized by us ing the full rate IMBE vocoder (7.2 kbps) before transmission (TIA -
102.BABA).

The system allows group and individual calls, where each device has its own ID as well as one or more

talk -group IDs. Each call is marked as a group or individual call with its source and destination addresses.
The decoded voice calls can be monitored live using the default sound card of the system and they are a I-
so automatically saved under the default Data -Output directory as .wav files. Live sound streaming can be
disabled usi ng the mute button on the upper pane.

The contents of the decoded data packets are printed out as raw dat a and are not further analyzed.

The Offset should be set to the center frequency of the channel to be decoded. The Polarity of the signal is
detected a utomatically.

ARQG6-90 and ARQ6-98

ARQ6-90 and ARQ6 -98 systems transmit 6 characters of 7 bits each in every data block resulting in a total
of 42 bits. The SITOR alphabet with a m ark -space ratio of 3:4 is used.

Parameter Value ‘
Frequency range HF
Operating modes Simplex ARQ
Modulation FSK
Symbol rate 200 Bd, variable 30 -650 Bd
Receiver settings DATA, CW, LSB or USB
Input format(s) AF, IF
Both systems operate on the ARQ principle. Using the ARQ method, a data block of 42 bits is transmitted.
The SITOR alphabet is used to protect the transmitted data. After each transmission the direction of
transmission is reversed and the remote station acknowledges error -free data or requests a repetition of

data received in error.
The t wo systems only differ in the duration of the request cycle interval.

A complete cycle for ARQ6 -90 has duration of 450 ms of which the data block is 210 ms an interval is 230
ms.

A complete cycle for ARQ6  -98 has duration of 490 ms of which the data block i s 210 ms an interval is 280
ms.

ARQ-E

The ARQ -E duplex systems operate at Symbol rates of 46.2, 48, 50, 64, 72, 86, 96, 144, 184.6, 192, and
288 Baud on the radio link.

Parameter Value ‘

Frequency range HF

Operation modes Duplex ARQ

Modulation FSK

Symbol rate 46.2, 48, 50, 64, 72, 86, 96, 144, 184.6, 192, and 288 Bd, variable 30 -
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Parameter Value

650 Bd
Receiver settings DATA, CW, LSB or USB
Input format(s) AF, IF
Additional Info ITA -2 with parity and identification bit

ARQ-E synchronization may  be started by the selection of a baud rate. An AUTO program start causes the
automatic determination of the frequency shift and baud rate to be executed first. The signal polarity (USB
or LSB sidebands) is automatically detected.

After synchronizationto a  n ARQ-E system has been achieved, the detected repetition rate is displayed (4,
5 or 8 cycles). This parameter may give clues to the identity of the transmission.

If a continuously repeated character (often FFFF) is decoded whilst working in the ARQ -E mode , it is most
likely an ARQ -E3 system being monitored. ARQ -E employs the ARQ -1A alphabet with parity checking
which allows the detection of transmission errors.

Full-duplex systems transmit a RQ character after having detected an erroneous character or in t he pre s-
ence of excessive signal distortions. The remote station subsequently repeats the last three, four or seven
characters preceded by the RQ character.

To maintain synchronization between the two stations both transmitters operate continuously and send
the idle bit pattern if no traffic is transmitted.

ARQ-E3

ARQ- E3 systems often operate at Symbol rates of 48, 50, 96, 192 and 288 Baud on the radio link.

Parameter ‘ Value ‘
Frequency range HF

Operation modes Full-duplex ARQ

Modulation FSK

Symbol rate 48, 50, 96, 192 and 288 Bd, variable 30 -650 Bd

Receiver settings DATA, CW, LSB or USB

Input format(s) AF, IF

Additional Info ITA-3

ARQ-E3 synchronization may be started with the selection of a baud rate. An AUTO program start causes
the automatic determination of the frequency shift and baud rate to be executed first. The signal polarity
(USB or LSB sidebands) is automatically detected.

After synchronization to an ARQ -E3 system has been achieved the detected repetition rate is displayed ( 4
or 8 cycles). This parameter may give clues to the identity of the transmission.

If the same continuously repeated character (often Ox FFFF) is decoded whilst working in the ARQ -E3
mode, it is most likely an ARQ -E system which is being monitored. ARQ -E3 employs the ITA -3 alphabet
(balanced 3:4 mark  -space ratio) for data transmission and error detection.

Full-Duplex systems transmit a RQ character after having detected an erroneous character or in the pre S-
ence of excessive signal distortions. The remote sta tion subsequently repeats the last three or seven cha r-

acters preceded by the RQ character.

To maintain synchronization between the two stations both transmitters operate continuously and send
the idle bit pattern if no traffic is transmitted.
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ARQ-M2-342 and ARQ-M2-242

These operating modes also known as TDM or ARQ

- 28, conforming to CCIR recommendations 342

-2 and

242. Two 50 Bd Baudot channels are interleaved to form a time multiplexed aggregate bit stream. Mult i-

plex frames of 28 and 56 bits are used.

Parameter ‘ Value

Frequency range HF

Operation modes Duplex ARQ TDM

Modulation FSK

Symbol rate 96, 87 and 200 Bd, variable 30 -650 Bd

Receiver settings DATA, CW, LSB or USB

Input format(s) AF, IF

Additional Info ITA-3

ARQ-M2-342 and ARQ -M2-242 systems operate at Symbol rates of 85.7, 96 or 200 Baud on the radio link.

The ITA -3 7 -bit alphabet is used allowing error detection. The ITA
each character has a mark  -space bit ratio of 3:4.
systems.

ARQ-M2-342 and ARQ -M2-242 systems are full

-3 alphabet is a balanced code in which
-duplex

Full-duplex systems send a repeat request (RQ) character to the remote station if a character error has

been detected or the distortion or fading becomes excessive. This results in the re

3 or 7 characters preceded by the RQ request control character.

-transmis sion of the last

According to the CCITT recommendation, the repetition cycle may span 4 or 8 characters, as is the case
with ARQ -E. The longer RQ -cycle of 8 characters has never been monitored

In addition to the time multiplexing of several channels (division channels); each division channel may be

further subdivided into sub
however no transmissions with sub

-channels resulting in a multitude of possible modes of operation. At present
-channel division are known. Systems employing sub

-channel division

may be recognized by a rhythmic blinking of the Error indication (system state) in the decoder status bar.

ARQ-M4-342 and ARQ-M4-242

These operating modes also known as TDM or ARQ

-56, conforming to the CCIR recommendations 342 -2

and 242. Four 50 Bd Baudot channels are interleaved to form a time multiplexed aggregate bit stream.

Multiplex frames of 56 bits are used.

Parameter Value

Frequency range HF

Operation modes Duplex ARQ TDM

Modulation FSK

Symbol rate 172 and 192 Bd, variable 30 -650 Bd

Receiver settings DATA, CW, LSB or USB

Input format(s) AF, IF

Additional Info ITA-3

ARQ-M4-342 and ARQ -M4-242 systems operate at a Symbol rate of 172 or 192 Baud on

The ITA -3 7 -bit alphabet is used allowing error detection. The ITA

each character has a 3 to 4 ratio between mark and space bits (balanced code). ARQ

M4-242 are full -duplex systems.

the radio link.

-3 alphabet is a balanced code in which
-M4-342 and ARQ -
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Full-duplex systems send a repeat request (RQ) character to the remote station if a character error has
been detected or the distortion or fading becomes excessive. This results in the re -transmission of the last
3 or 7 characters preceded by the RQ request co ntrol character.

According to the CCITT recommendation, the repetition cycle may span 4 or 8 characters, as is the case
with ARQ -E. The longer RQ -cycle of 8 characters has never been monitored.

In addition to the time multiplexing of several channels (divi sion channels); each division channel may be
further subdivided into sub -channels resulting in a multitude of possible modes of operation. At present
however no transmissions with sub -channel division are known. Systems employing sub -channel division
may b e recognized by the rhythmic blinking of the Error indication (system state) in the decoder status

bar.

ARQ-N

ARQ-N uses the ARQ -1A alphabet (as does ARQ -E). Character inversion (as in the case of ARQ -E or ARQ -
E3) is not defined for ARQ -N. The lack of inversion makes it impossible to automatically determine the
length of the RQ cycle. However, known systems operate exclusively with a single RQ character and three

repeated characters.

Parameter Value

Frequency range HE

Operation modes Duplex ARQ

Modulation FSK

Symbol rate 48, 64, 72 86, 96 and 192 Bd, variable 30 -650 Bd

Receiver settings DATA, CW, LSB or USB

Input format(s) AF, IF

Additional Info ITA -2 with parity and identification bit

Known ARQ -N systems operate exclusively at a symbol rate of 96 Bd on the radio link.
The synchronization phase for the ARQ -N mode of operation may be initiated via the AUTO function or by

manual selection of the baud rate.
Signal polarity (USB or LSB sidebands) is automatically detected.

Full-duplex systems transmit the RQ character after having detected an erroneous character or in the
presence of excessive signal distortions. The remote station subsequently repeats the last three characters
preceded by the RQ character.

To maintain synchronization b etween the two stations both transmitters operate continuously and send
the idle bit pattern if no traffic data is transmitted.

ASCII

The ASCII code, which is internationally adapted as the CCITT ITA -5 alphabet, is used in all kinds of data
transfer of information between computers or computer based equipment. Only the 7 -bit values 0 1 127
are internationally defined and standardized. For asynchronous transmissions, the code consists of a start
bit, 7 or 8 data hits, one parity bit (optional) and 1 or 2 stop bits.

Parameter Value

Frequency range HF

Operation modes Asynchronous

Modulation FSK

Symbol rate 50, 75, 100, 110, 150, 180, 200, 300 and 600 Bd, variable 50 -1200 Bd

Receiver settings DATA, CW, LSB or USB
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Parameter Value

Input format(s) AF, IF
Additional Info ITA-5
For ASCII mode standard baud rates from 110 to 300 Baud are available. Non -standard baud rates may

be selected using the  Baudrate menu item.

The parity bit allows error detection. The number of "1"s is counted. If an odd number is found and parity
has been defined as ODD, then the parity bit should be "1", otherwise an error has occurred. If parity has
been defined as EVEN and an even number of "1"s is found, then the parity bit should also be "1".

The ASCII code does not distinguis h between a "Letters" or "Figures" case as does Baudot because 7 or 8
data bit ASCII has 128 or 256 possible bit combinations. This covers most symbol requirements.

ASCII based transmissions are finding their way into radio data communications because of t he compat i-
bility with computer communications thus avoiding time and resource consuming code conversions.

From Options/Frame length and Parity the various code word lengths and parity options may be s e-
lected.

Mark parity means that the parity bit is always set to the mark signal condition, and likewise, space parity
always sends the parity bit in the space signal condition. Since these two parity options serve no useful
purpose whatsoev er, they are almost never used.

ATIS

ATIS is an abbreviati  on of "Automatic Transmitter Identification System". ATIS is used in the VHF -UHF ra-
dio systems on the river Rhine and automatically generates the identification signal at the end of each p e-
riod of speech transmission. In case of lengthy transmissions, the ATIS signal is required to be transmitted

at least once every five minutes.

Parameter ‘ Value ‘
Frequency range VHF/UHF
Operation modes FEC
Modulation FM, SUB FSK
Symbol rate 1200 Bd
Center frequency 1700 Hz
Shift 800 Hz
Receiver settings FM, BW =12 kHz
Input format(s) AF, IF
Additional Info 7 Bit decimal code with redundancy
ATIS conforms in certain aspects to the CCITT Recommendation 493 -3. The specifications are directed at
all river Rhine nautical radio installations, fixed as well as mobile stations and has been in use there since

1994 and from 1995 also internationally.

The ATIS signal sequence is transmitted using the FSK with space and mark frequencies of 1300 Hz and
2100 Hz and a modulation rate of 1200 Baud. The higher frequency correspo nds to the B -state of the si g-
nal and the lowertothe Y  -state.

The ATIS sequence consists of a country identifier and a four digit call -sign, e.g. , PE 1234 for a Dutchve s-
sel or HB 6235 for a Swiss vessel.

All sequences are transmitted twice (DX and RX pos itions). A 10 -bit code is used in this synchronous sy s-
tem. Bits 8, 9 and 10 are a binary representation of the number of bits in the B -state. The error check
character corresponds to a modulo -2 sum of the corresponding information bits.
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ATIS Country Identification Code

Code Country Code Country Code Country

z Albania (0] Austria (0] Belgium

L Bulgaria D Germany F France

9 Croatia H Hungary P Netherlands
H Liechtenstein L Luxemburg S Poland

Y Romania (0] Slovak Rep. H Switzerland
(0] Czech Rep. T Turkey U Ukraine

U Russia Federation z Macedonia Y Latvia

E Estonia L Lithuania S Slovenia

Y Yugoslavia

AUM-13

AUM-13 is a sequential 13 tone mode, which is optimized for the transmission of numeric codes. AUM -13
is similar to SP  -14.

Parameter ‘ Value ‘
Frequency range HF
Operation modes Broadcast, unprotected
Modulation MFSK-13
Symbol rate 8 Bd
Shift/Bandwidth 480 Hz
Receiver settings DATA, CW, LSB or USB
Input format(s) AF, IF

Each tone has been assigned a character:
0 10tonesare assigned tothe numerals0 -9
U One tone is used as an idle character
U Onetoneis used as a space character
U One tone is used as a repetition indicator

A transmission is initiated with a start sequence, which identifies this mode and may be used for accurate
tuning. This sequence is transmitted at 1 Baud, which makes it readable even during very unfavorable
conditions.

The data proper is transmitted at a rate of 8 Baud. As the transmission rate is very low this mode is inse n-
sitive to fading and multipath propa gation.

A MFSK IAS will retrieve symbol clock. In order to process both baud rates used by AUM -13, the IAS has
to be configured to a baud rate of 16 Baud. Thus at a rate of 1 baud 16 symbols per transmitted symbol,

and at 8 Baud two symbols per transmitted symbol, must be received with a certain tolerance. Even if for
instance the same character is received 16 times in succession, error correction is impossible due to the

fact that in case of repetition of numerals the numeral itself is followed by the repe tition indicator.

AUTOSPEC

The standard baud rate for AUTOSPEC is 68.5 Bd.
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The parity dependent repeat transmission of the 5 data bits is easily recognized by ear for certain chara c-

ter combinations. The IDLE signal also has a distinctive  sound.
Parameter Value
Frequency range HF
Operation modes FEC
Modulation FSK
Symbol rate 62.3, 68.5, 102.63 and 137 Bd, variable 30 -650 Bd
Receiver settings DATA, CW, LSB or USB
Input format(s) AF, IF
Additional Info 10-Bit Bauer Code

The Bauer code is used for error detection and correction purposes. Each code word consists of 10 bits.
The five leading bits are a character of the ITA -2 alphabet and the trailing 5 bits are a direct repetition of
the first five bits. If even parity is present, the last five bits are inverted before transmission.

The Bauer code can correct single bit errors and corrected characters are displayed in red on the screen
display. Characters which have been found to contain more than a single bit error are represented by the
underline symbol. Error correction may be enabled or disabled by selecting ECC (Error Correction Control).

BAUDOT

The Baudot code has been the most common telegraph code used as a result of the widespread use of te I-
eprinter, its place  now being gradually taken over by ASCII.

Baudot is internationally approved as CCITT alphabet ITA -2, but several national modifications to ITA -2
exist as do completely different character assignments, e.qg. , Arabic alphabets Bagdad -70 and ATU -80,
Russian M2 , and alphabets using a third shift to accommodate the shift between Latin and another chara c-
ter set.

Baudot is the basis for many codes in use on radio circuits due to the need for easy compatibility with te I-
eprinter networks and equipment.

Parameter ‘ Value ‘
Frequency range HF

Operation modes Asynchronous

Modulation FSK

Symbol rate 45.45, 50, 70, 75, 100, 150 and 180 Bd, variable 30 -650 Bd

Receiver settings DATA, CW, LSB or USB

Input format(s) AF, IF

Additional Info ITA-2
For the BAUDOT the Auto option starts the process of automatically setting up the demodulator and d e-
termining the baud rate and signal polarity.
The Baudrate iteminthe Demodulator menu allows a manual start of signal decoding with polarity d e-
termination remaining automatic. Th e user may also enter a baud rate of his choice. Setting the demod u-
lator up for correct shift and center frequency must also be done manually via the Demodulator menu.
In the case of a manual start, the polarity is also determined and the signal is tested for a valid asynchr  o-

nous data format. If valid parameters are detected, the output of text is started. Even in the case of a
break in the received signal, the software does not attempt automatic synchronization. This prevents the
premature termination of d ata capturing in the presence of transient interference to the signal.

The Auto mode will automatically cause a return to synchronization if lengthy periods of signal loss are
experienced or a pre  -defined error rate exceeded.
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A Baudot code word consists of a start bit, 5 data bits and 1, 1.5 or 2 stop bits giving each character a
length of 7, 7.5 or 8 bits. Baudot is an asynchronous code in which synchronization is performed for each
character by the start and stop bits.

Baudot transmissions may be rendered unreadable by inverting one or several data bits. Using the Bitl n-
version iteminthe Options menu any of the 32  -bit inversion patterns may be pre -selected.

Isochronous or synchronous Baudot uses 7 bits and is especially used for on -line crypto systems.

BIIS

Binary Interchange of Information and Signaling is an ETSI -standard (ETS 300 230) used for transmission
of signaling information for selective calls, status messages, short text messages and data.

Parameter Value

Frequency range VHF/UHF

Operation modes CRC and parity

Modulation FM, SUB FFSK

Symbol rate 1200 Baud

Center frequency 1500 Hz

Shift 600 Hz

Receiver settings FM, BW = 15 kHz

Input format(s) AF, IF

Additional Info Signaling data, Short Data transfer, HDLC possible, ETSI-standard (ETS 300

230)

The system operates at 1200 Bit/s using indirect FSK modulation in the VHF or UHF band. To accomm o-

date the different types of data, a number of code words have been defined. Every transmission consists
of at least one address w  ord. Additional data such as telephone numbers or short text messages may be
appended to the address word as one or more data blocks.

For the transmission of longer data packets the High -Level Data Link Control (HDLC) protocol may be i m-
plemented in the  BIIS devices.

Status messages are transmitted within the address word. The address word contains the Operational
Mode Characteristic (OMC), a regional code indicating the country of the device, a common address part,

the transmitter address and the receive r address. The address data is displayed in hexadecimal format.
OMC code and regional code are displayed as short strings. There are 64 OMC codes consisting of a cat e-
gory part (CAT) and a function part (FNC). Some codes are custom, status or reserved codes . The follo w-

ing table shows all valid codes in string and binary representation.
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OMC Strings

0 0 0 0 0 0 EmRes

1 0 0 0 0 0 Status1
0 1 0 0 0 0 EmAck

1 1 0 0 0 0 Reserl

0 0 1 0 0 0 EmCall

1 0 1 0 0 0 Status9
0 1 1 0 0 0 SysCon
1 1 1 0 0 0 Custl

0 0 0 1 0 0 TXKeyON
1 0 0 1 0 0 Status5
0 1 0 1 0 0 BusyAck
1 1 0 1 0 0 Resers

0 0 1 1 0 0 BroCal

1 0 1 1 0 0 Status13
0 1 1 1 0 0 VotNow
1 1 1 1 0 0 Cust5

0 0 0 0 1 0 CleaDow
1 0 0 0 1 0 Status3
0 1 0 0 1 0 GenAck
1 1 0 0 1 0 Reser3

0 0 1 0 1 0 NorCall

1 0 1 0 1 0 Status11
0 1 1 0 1 0 DiaDat

1 1 1 0 1 0 Cust3

0 0 0 1 1 0 RepON

1 0 0 1 1 0 Status7
0 1 0 1 1 0 IntermAck
1 1 0 1 1 0 Reser7
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0 0 1 1 1 0 ManRes

1 0 1 1 1 0 Status15
0 1 1 1 1 0 MobEn

1 1 1 1 1 0 Cust7

0 0 0 0 0 1 Cancel

1 0 0 0 0 1 Status2

0 1 0 0 0 1 RepAck

1 1 0 0 0 1 Reser2

0 0 1 0 0 1 PriCal

1 0 1 0 0 1 Status10
0 1 1 0 0 1 ShorDat

1 1 1 0 0 1 Cust2

0 0 0 1 0 1 TXKeyOFF
1 0 0 1 0 1 Status6

0 1 0 1 0 1 CalBaAck
1 1 0 1 0 1 Reser6

0 0 1 1 0 1 ReqCalBa
1 0 1 1 0 1 Status14
0 1 1 1 0 1 SatusReq
1 1 1 1 0 1 Cust6

0 0 0 0 1 1 MaintID

1 0 0 0 1 1 Status4

0 1 0 0 1 1 AbsentUna
1 1 0 0 1 1 Reser4

0 0 1 0 1 1 TelCall

1 0 1 0 1 1 Status12
0 1 1 0 1 1 ChanCha
1 1 1 0 1 1 Cust4
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C A T F N C String

0 0 1 RepOFF
1 0 0 1 1 1 Status8
0 1 0 1 1 1 RejAck

1 1 0 1 1 1 Reser8
0 0 1 1 1 1 ExtAdr

1 0 1 1 1 1 Status16
0 1 1 1 1 1 MobDis
1 1 1 1 1 1 Cust8

Depending on the OMC code, the address word can be followed by one or more data words. Four such
cases exist:

Telephone Call

One or more data words containing a telephone number are appended to the address word. The telephone
number is displayed in the decoder output.

External Addressing

A datagram for external addressing consists of two address words. The first address word carries the
transmitter address including the transmitter regional code and the second address word carries the r e-
ceiver address including the receiver regional code.

Short Data T  ransfer

A short data transfer is very similar to the trans mission of a telephone number. The address word is fo I-
lowed by some data words. The display format of the decoded information can be switched between bin a-
ry, hexadecimal, and text data. Text data is displayed in ASCII format.

Dialog Data T  ransfer

In case of dialog data transfer the BIIS address word is followed by a HDLC control block. This control
block is analyzed by the decoder module and the contents are displayed as plain text.

The control block consists of an address, a command -response bit, a contro | field indicating the frame type
and a 32 -bit parameter field in hexadecimal format.

I-frames and S -frames contain a receive sequence number N(R) or send sequence number N(S). The us u-
al HDLC commands and responses are displayed in abbreviated form.

Data w ords following the HDLC control block can be displayed i n binary or hexadecimal format.

In the case of system control data (OMC = 011000), a 6 -bit custom code is transmitted instead of tran s-
mit and receive addresses.

Further information about the OMC codin g, regional codes and the HDLC protocol may be found in the
ETSI-standard ETS 300 230.

For validation of the code words, CRC and parity checks are used. If the CRC or the parity is incorrect the
decoder output is displayed in red.

BR-6028

BR-6028 is a VFT (Voice Frequency Telegraph) frequency and time diversity modem using 7 data cha n-
nel s. It is sometimes al so khowaohasndBARKRI&ED. or AUSA
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Parameter Value

Frequency range HF
Operation modes Baudot, ASCII

Modulation VFT FSK

Symbol rate 45.45, 50, 75, 100, 103.7 Bd, variable 30 -110Bd
Pilot Tone 560 Hz

Receiver settings DATA, CW, LSB or USB

Input format(s) AF, IF

Theoretically the system may handle channel dropouts of up to 3 seconds before errors occur. An un -
modulated pilot tone is transmitted at 560 Hz.

Tune t oPildt hoae

o .

‘ Center (Hz) ‘ Space (Hz) Mark (Hz)

Pilot Tone 560

CH1 850 765 935
CH2 1190 1105 1275
CH3 1530 1445 1615
CH4 1870 1785 1955
CH5 2210 2125 2295
CH6 2550 2465 2635
CH7 2890 2805 2975

0 Channel spacing: 340 Hz

U Shift: 170 Hz

U Channels are delayed by a multiple of 1.024 seconds

U Symbol rate: 45

-100 Baud

U  Modes: Baudot, ASCII, and some FEC modes

Use the alphabet option to select the correct protocol and alphabet.

BULG-ASCII

For BULG -ASCII the standard baud rates 110 to 600 Bd may be directly selected. Other baud rates up to
1200 Baud may be selected using the variable baud rate option.
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Parameter Value

Frequency range

HF

Operation modes

Asynchronous duplex ARQ

Modulation

FSK

Symbol rate

110, 120, 150, 180, 200, 300 and 600 Bd, variable 50 11200 Bd

Receiver settings

DATA, CW, LSB or USB

Input format(s)

AF, IF

BULG-ASCII is a full

-duplex mode using go  -back -7-frames ARQ and a variable data frame length. Frames

are transmitted with a preceding frame counter for transmitted and received frames and an appended CRC

check sum.

ASCII modes using iso
BULG-ASCII employs the standard ITA
crypted messages and files.

-asynchronous start -stop bit patterns are frequently encountered in the HF bands.

-5 alpha bet, a national alphabet and transfers compressed and e n-

CCIR

The entire call number is transmitted by consecutive tones in decade sequence. When two identical digits

are to be transmitted consecutively, then an eleventh frequency is used as a repetition identifier. If more
than two identical digits are to be transmitted, the repetition tone is appended to the digit tone (e.g. ,
22222 is transmitted as f2 fw f2 fw 2, where 2 is the tone for "2" and fw is the repe tition tone).

Parameter

Frequency range

Value

VHF/UHF

Operation modes

Analogue Selcal

Modulation

FM, SUB Tones

Receiver settings

FM, BW =12 kHz

Input format(s) AF, IF

In most systems the accuracy of the single frequencies has to be within +1/ -1.5% of the nominal value.
Decoding the selective calls is started by clicking on a system. If transmission and system selection co n-
form, the call sign is displayed on the monitor. In the Options menua Time stamp  function can be en a-

bled to add date and time to
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Tone Allocation

Digit Hz Digit Hz

0 1981 8 1747
1 1124 9 1860
2 1197 A 2400
3 1275 B 930

4 1358 c 2247
5 1446 D 991

6 1540 E 2110
7 1640 9 1860

Tone Duration

Protocol e

CCIR-1 100 ms
CCIR-2 70 ms
CCIR-7 70 ms

CCITT

The entire call number is transmitted by consecutive tones in decade sequence. When two identical digits
are to be transmitted consecutively, then an eleventh frequency is used as a repetition identifier. If more

than two identical digits are to be tran smitted, the repetition tone is appended to the digit tone (e.g. ,
22222 is transmitted as f2 fw f2 fw 2, where 2 is the tone for "2" and fw is the repetition tone).

Frequency range VHF/UHF

Operation modes Analogue Selcal

Modulation FM, SUB Tones

Receiver settings FM 12 kHz, narrow

Signal source AF, IF
In most systems the accuracy of the single frequencies has to be within +1/ -1.5% of the nominal value.
Decoding the selective calls is started by clicking on a system. If transmission and system selection co  n-
form, the call sign is displayed on the monitor. In the Options menu a Time stamp  function can be en a-

bled to add date and time to each call.
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Tone Allocation

DIGIT Hz

|

0 400 7 1477
1 697 8 1633
2 770 9 1800
3 852 A 1900
4 941 B 2000
5 1209 C 2100
6 1335 D 2200
7 1477 E 2300

Tone duration: 100ms

CHINESE 4+4

Chinese 4+4 is a multi  -carrier transmission mode. It consists of 8 carriers. They are 300 Hz apart, execpt
the 4 ™ and 5 ™ carriers, which are 450 Hz apart from each other

Parameter Value

|

Frequency Range HF

Operation modes Multi -carrier PSK

Modulation DQPSK

Symbol rate 75 Bd

Shift 300 Hz between each carrier, 450 Hz between the two carriers in the middle
Receiver settings LSB or USB

Input format(s) AF, IF

Every carrier is DQPSK modulated with a symbol rate of 75 baud.

Wavecom Chinese 4+4 decoder uses Hadamard soft -decision decoding. During decoding the paramater
Confidence shows the error correction quality. A values above 95% means almost all errors are corrected.
However, this is just a qualitative measure.

The decoder can correct a center frequency error of up to +/ - 30 Hz automatically. The user needs to
place the frequency cursor in this range. The user has to specify the polarity of the signal, i.e., NOR (mal)
or INV (erse).

CHU

CHU is a radio station operated by the National Research Council of Canada.

It continuously broadcasts time information on 3330 kHz, 7850 kHz and 14670 kHz.

The informati on provided is the Gregorian year, Julian date, UTC hour, minute and second. Further info r-
mation is a leap second warning, DUT1, the difference between the International Atomic Time TAl and
UTC and the code for the Canadian dayl ight time indication.
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Parameter Value

Frequency Range HF

Operation modes Time information
Modulation FSK

Symbol rate 300 Bd

Center frequency 2125 Hz

Shift 200 Hz

Receiver settings DATA, CW, LSB or USB
Input format(s) AF

Additional info Reference tone on 1000 Hz

The coded message is transmitted using Frequency Shift Keying, the baud rate is 300 baud, the mark -
frequency is 2225 Hz, and the space -frequency 2025 Hz.

The display shows the information of each packet on a single line.

The first packet, sent at the 31st second of each minute, provides the year, the delta -information and the
daylight saving pattern code.

The following packets, sent between seconds 32 and 39, provide day, hour, minute and actual second.

The user can specify the polarity of the received signal, i.e. , NOR (mal) or INV (erse).
CIS-11
CIS-11 transmissions are mainly in the Russian M2 (3 -SHIFT -CYR) adaptation of the ITA -2 alphabet. It is
a full -duplex system with two transmission frequenci es.
Parameter Value ‘
Frequency range HF
Operation modes Full-duplex
Modulation FSK
Symbol rate 100 Bd, variable 30  -650 Baud
Receiver settings DATA, CW, LSB or USB
Input format(s) AF, IF
Additional Info ITA-2 with 4 -bit parity

CIS-11 operates at a Symbol rate of 100 Bd on the radio link.

Synchronization for the CIS  -11 mode is started with the selection of a baud rate. An AUTO start causes
the automatic determination of the frequency shift and baud rate to be executed first. The signal polarity

(USB or LSB sidebands) is automatically detect ed.

The CIS -11 data format is 11 bits wide. Data bits 1 - 5 contain the M2 character. The data bits are a r-

ranged in reverse order if compared to normal M2 systems. Bits 6 and 7 specify the system state as well
as the alphabet.

Bits 8 - 11 handle error dete  ction. The four test bits allow the position of a bit in error to be computed and
then to be corrected. The value of the parity bits is obtained by calculating the modulo -2 sum of the bin  a-
ry weights of the respective information bits.

To maintain synchroni  zation between the two duplex stations, both transmitters operate continuously and
transmit idle characters if no traffic is transferred.
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CIS-12

CIS-12 is a multi -channel system using 12 channels each modulated with 120 Bd DBPSK or DQPSK. E ach
channel has a separation of 200 Hz to neighbor channels. An unmodulated pilot carrier is placed at +3300
Hz from the suppressed carrier.

Parameter ‘ Value
Frequency range HF
Operation modes 12-Channel -PSK
Modulation DBPSK or DQPSK
Symbol rate 120 Bd
Center frequency 1800
Receiver settings DATA, CW, LSB or USB
Input format(s) AF, IF
Additional Info HEX and ASCII output are provided

Output may be selected as Hex or ASCII .

CIS-14

CIS-14 is a full -duplex system using two frequencies.

As in the case for other time multiplex modes (TDM), e.g. , ARQ-M2-242 and ARQ -M2-342, CIS -14 biti n-
terleaves two ch annels into a frame of 14 bits.

Parameter ‘ Value

Frequency range HF

Operation modes Duplex ARQ TDM
Modulation FSK

Symbol rate 96.0 Bd

Receiver settings DATA, CW, LSB or USB
Input format(s) AF, IF

Additional Info Cyrillic third shift with parity

CIS-14 employs a radio channel Symbol rate of 96 Baud.

Synchronizing to a CIS  -14 signal may be initiated by selecting a baud rate or Auto . Starting Auto will a u-
tomatically determine shift, center frequency and baud rate.

The two first bits of the multiplex frame identify the channel state as IDLE or TRAFFIC. Then two bit inte r-
leaved M2 data code words follow. The last two bits are parity bi ts used for error detection. Parity is calc u-

|l ated depending on the position of 06106 bits.

In Code Check the simple data format of CIS -14 with only two parity bits may unfortunately lead to un a-
voidable detection errors.

CIS-36

CIS-36 in error -correcting traffic mode is using a horizontal line - and vertical block -error -detection. Each
block has ten data frames and a parity frame. Each data frame has five data characters and one parity

character. In case an error is detected the receiving statio n starts ask for a frame repetition (NAK instead

of ACK) from the last complet e and correctly received frame.
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Parameter Value

Frequency range HF

Operation modes Duplex ARQ

Modulation MFSK-36

Speed 25, 50 or 100 ms
Receiver settings DATA, CW, LSBor USB
Input format(s) AF, IF

CIS-36 is operating with Symbol rates of 10, 20 or 40 Bd which is equivalent to tone duration of 100, 50
or 25 ms.

Transmissions in CIS  -36 are mostly in Russian using an ITA -2 alphabet. CIS -36is a full -duplex mode with
two tra nsmission frequencies, but can also be used in simplex mode.

CIS-36 is based on the older PICCOLO  -MK1 system. However, the signal is not symmetric and uses three
frequency groups with 10, 11 and 11 frequencies. The tone spacing is 40 Hz. The theoretical bandwidth is
1400Hz.

In on -line crypto traffic mode the control tones #1, #12, # 24 and #36 are rarely sent so between the
three frequency groups a spacing of 80 Hz seems to appear.

The decoder shows the shift cursors at the tone position #2 and #35 (resul ting in a 1320 Hz shift).

The 10 Bd variant is used for manually transmitted operator messages and is mostly unencrypted. The a u-
tomatic switching of the tone length is initialized by control sequences.

When message traffic has to be sent, the system switch es to 20 or 40 Bd. This part is either coded or
online encrypted in almost every transmission. Special control sequences are used for transmission co n-

trol, call set up and clearance.

CIS-36 also has SELCAL and link establishment features.

CIS-36-50

CIS-36-50, also known as BEE -36 or T600, is a synchronous system. Usually a 36 Bd idle sequence is
transmitted, followed by 50 baud traffic.

Parameter ‘ Value ‘
Frequency range VLF, HF
Operation modes Simplex
Modulation FSK
Symbol rate 36, 50, 75, 100, 150 Bd
Shift 85, 125, 250 and 500 Hz, variable 50 -3500 Bd
Receiver settings DATA, CW, LSB or USB
Input format(s) AF, IF

All traffic is encrypted.

A message begins with a bit synch sequence and a start -of-message preamble. Message data is sent with
a 7-bit, 3:4 ratio alphabet, and ends with an end of transmission sequence containing at least 4 end - of -
transmission characters.

The length of a message s variable. If a transmission contains more than one message, the start of me s-
sage sequenc e is left out between messages.

Occasionally traffic with call signs in FSK CW is transmitted.
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CIS-50-50

CIS-50-50 is very similar to CIS 36

-50, b ut uses d ifferent baud rates and shifts.

Parameter Value

Frequency range VLF, HF

Operation modes Simplex

Modulation FSK

Symbol rate 50 and 100 Bd

Shift 85, 125, 250 and 500 Hz, variable 50 -3500 Bd
Receiver settings DATA, CW, LSB or USB

Input format(s) AF, IF

Idle dot reversals are transmitted at 50 Bd, followed by traffic in 50 baud (more rarely in 100 Baud).

All traffic is encrypted.

A message begins with a bit synch sequence and a start

a 7 -bit, 3:4 ratio alphabet, and ends with an end of transmission sequence containing at least 4

transmission characters.

The length of a message is variable. If a transmission contains
sage sequenc e is left out betwe en messages.

Occasionally traffic with call signs in FSK CW is transmitted.

-of-message preamble. Message data is sent with

more than one message, the start of me

end -of -

CLOVER-2

CLOVER-2 is an adaptive modulation

(RS) coding to achieve a remarkable performance even

system with ARQ and FEC (broad

cast) modus. It uses Reed
under poor HF propagation conditions.

-Solomon

Parameter Value

Frequency range HF

Operation modes Half -duplex ARQ

Modulation PSK2A, PSK4A, PSK8A, PSK16A, ASK2PSK8, ASK4PSK16, 2DPSK2A
4 tones

Symbol rate 4x31.25Bd

AFC +200 Hz, with max. single step +10 Hz.

Receiver settings

DATA, CW, LSB or USB

Input format(s) AF, IF

Additional Info ITA-5, Optional Mode

Data is modulated onto four tones spaced 125 Hz. The modulation rate of each tone is 31.25 Baud. The

supported modulation techniques include binary
PSK (PSK8A), 16 -PSK (PSK16A), binary amplitude
nary ASK combined with 16  -PSK (ASK4PSK16), and two

CLOVER-2 fram e includes CCB (Clover Control
tions. Each data block is displayed immediately
Whena CCBis recei ved, the decode
when call sign or text is available. The call sign is displayed
played in the main window.

phase -

RS coding is utilized to correct transmission errors. Four coding levels (called RS E

- shift keying combined with 8

Block) and data block with
after

shift keying (PSK2A), quaternary PSK (PSK4A), 8
-PSK (ASK2PSKS8), quate
-channel diversity binary PSK (2DPSK2A).

variable lengths and modul

receiving. The decoder

r st at uscontentintacCB8Ris
in the status line and the short text is di

fficiency) are specified,

which allow for more or less error correction within a block. The percentages in the following list of coding

r-

a-

displayédlofiyl. E o .

s-

86 { Transmission Modes

WAVECOM Monitoring System W-SPECTRA, W-SPEED Manual V7.0.0

status
Th



levels, relate the number of information symbols (user data) to the block length, a block comprises user
data and parity  check symbols:

U ROBUST: 60%
U NORMAL: 75%
U FAST: 90%
i OFF: 100% (i.e., no error correction)
The level of RS Efficiency is automatically detected by the demodulator.

Important parameters of a data block or a CCB are displayed in the decoder status bar. The modu lation is
displayed in Format , the block length and RS code efficiency are displayed in RS Code . The display Car-
rier shows the center frequency of the current block after tracking.

Using Option s | CRC Table a certain CRC mask can be defined , S &€&BCTabled on p@Rhge

The Option s | Display Mode provides the options to display All Frames  or Error free Frames , which
means frames with the correct CRC check.

CLOVER-2000 is an adaptive modulation system with ARQ that uses Reed -Solomon (RS) coding to achieve

a remarkable performance even under worst HF propagation conditions. Data are modulated onto eight

tones spaced 250 Hz. The modulation rate of each tone is 62.5 Bd. The supported modulation techniques

include binary phase -shift keying (PSK2A), quaternary PSK (PSK4A), 8 -PSK (PSK8A), 16 -PSK (PSK16A),
binary amplitude -shift keying combined with 8 -PSK (ASK2PSK8), quaternary ~ ASK combined with 16 -PSK
(ASK4PSK16), and two  -channel diversity binary PSK (2DPSK2A).

Parameter ‘ Value

Frequency range HF

Operation modes Half -duplex ARQ

Modulation PSK2A, PSK4A, PSK8A, PSK16A, ASK2PSK8, ASK4PSK16, 2DPSK2A

8 tones

Symbol rate 8x62.5 Bd

AFC +400 Hz, with max. single step +15 Hz

Receiver settings DATA, CW, LSB or USB

Input format(s) AF, IF

Additional Info ITA-5, Optional Mode
RS coding is utilized to correct transmission errors. Four coding levels (called RS Efficiency) are specified,

which allow for more or less error correction within a block. The percentages in the following list of coding
levels, relate the number of information symbols (user data) to the block length, a block comprises user
data and parity check symbols:

U ROBUST: 60%
U NORMAL: 75%
U FAST: 90%
i OFF:100% (i.e. , no error correction)
The level of RS Efficiency is automatically detected by the demodulator.
After successful synchronization, it may take up to a minute before any text is output in the GUI.
Using Optio ns | CRC Table a certain CRC mask can be defined , S &€&BCTabled on p@Rhge

The Option s | Display Mode provides the options to display All Frames  or Error free Frames , Which
means frames with the correct CRC check.
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CLOVER-2500

CLOVER-2500 is almost identical to CLOVER -2000. The only differencies are as follows:
U Baudrate: 78.125 Bd (CLOVER  -2000: 62.5 Bd)
i Spacing: 312.5Hz (CLOVER-2000: 250 Hz)
U Center: 1562.5 Hz (CLOVER  -2000: 1500 Hz)

Otherwise the mode has the same features as CLOVER -2000.

CODAN-CHIRP

Parameter ‘ Value

Frequency range HF

Operation modes Peer-to-peer / Broadcast

Modulation Differential BPSK, 32 carriers

Center 1500 Hz

Symbol rate 80 Bd each carrier

AFC ca. * 25 Hz automatic frequency error correction
Receiver settings USBor L SB

Input format(s) AF, IF

Prior to sending data between the CODAN modems, a proprietary ALE (Automatic Link Establishment) is

used for link establishment consisting with an 80 Baud (symbols/sec) Chirp signal. CODAN -CHIRP uses
DBPSK modulation across 32 channels with 80 Hz of spacin g and a bandwidth of 2560 Hz.
CODAN-CHIRP is based on the US federal standard (FED -STD-1045). The data station originating a data

call transmits a Chirp sequence with signalling information. This information causes a RING signal at the

receiving node. If t  he receiving node accepts the call, an exchange of more signalling information follows.

The signalling information contains the source and destination address, as well as the parameters of each

modem, such as the serial number, the tuning and the transmiss ion mode: secure, secure interactive and
unsecure (compressed or uncompressed). In a peer -to -peer communication, the sender and the receiver
exchange information about their parameters, whereas in a broadcast communication only the sender

sends information  about his parameters. Once all the signalling information has been sent, the link is e S-
tablished and the data transfer between the modems begins.

The transmission format of CODAN -CHIRP is as follows: First the Chirp signal starts with a 23 bit preamble
sequence, which is followed by a 32 bit frame -indicator. The frame  -indicator is followed by 96 bits of data.

In some transmissions there are several pairs of frame -indicator and data. The last 48 bits among the 96
data bits are the inverse of the first 48 bi ts. Additionally, the data is interleaved and encoded using the
Golay (24, 12) block code, which means that 12 data bits are encoded to produce 24 bit code words. So

the first 48 data bits are divided into 24 bits of actual data and 24 Golay encoded bits, and the last 48 bits
are the inverse of the first 48 bits.

The mode CODAN -CHIRP is implemented in  HF Modes Y PSK & OFDM . The decoder demodulates and
decodes the Chirp signal using frequency correction. The CODAN -CHIRP decoder automatically corrects
small f requency deviations from the exact center frequency of the signal. The polarity (NOR or INV) of the

signal is automatically identified by the decoder. For CODAN -CHIRP, the decoder identifies the source and
destination address, as well as information about the serial number, the tuning and the transmission mode
(secure, secure interactive or unsecure, compressed or uncompressed). The decoded output is displayed

in ASCIl and HEX.
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CODAN-SELCAL

The mode was developed by the Australian COD AN PTY. and is very similar to GMDSS/DSC.

Parameter Value

Frequency range HF

Operation modes Digital Selcal
Modulation FSK

Symbol rate 100.0 Bd

Receiver settings DATA, CW, LSB or USB
Input format(s) AF, IF

Additional Info ITU R M.493 alphabet

CODAN SELCAL operates with 100.0 Bd and can be started by selecting the mode.

A preamble of at least 100 dot reversals, which are 50 changes between "0" and "1" (low and high bit),
precedes the data block. This lead -in has duration of 2.0 seconds. Digital MARK "1" is represented by a
frequency of 1870 Hz and SPACE by 1700 Hz.

The dot pattern is followed by a word synchronization sequence called the "phasing preamble". The cha r-
acters no. 125 and no. 108 are alternately transmitted for 1.2 seconds.

This sequence i s followed by the data block with different control characters and the message. Each data
byte consists of 7 data bits and 3 parity bits. Thus the duration of each character is 100 ms.

Selecting Options | Display offers the option of an ASCIl or RAW bits d isplay.

CODAN-3212

Parameter Value

Frequency range HF

Operation modes Peer-to-peer / Broadcast

Modulation 8-PSK, 16 -QAM, 32 -QAM and 64 -QAM
Center 1500 Hz

Symbol rate 1800 Bd

AFC ca. * 20 Hz automatic frequency error correction
Receiver settings USB or L SB

Input format(s) AF, IF

CODAN-3212 is an HF transmission mode defined and developed by the same named Australian company.

CODAN -3212 HF Data Station: The CODAN -3212 HF data modem provides a robust method of data
communication over a n HF path. A standard CODAN -3212 HF data station comprises a CODAN -3212 HF
transceiver, which is capable of high -speed data transfer, an antenna system, a 12 VV DC power supp ly, a

CODAN-3212 HF data modem and a PC with terminal software. The connection between the PC and the
CODAN-3212 modem can be established via an Ethernet connection or by connecting a cable between a

serial COM port on the PC and the DATA connector on the modem. The data is passed from the terminal
software of a PC to the CODAN  -3212 HF data modem. It is processed by the modem and then sent to the
CODAN-3212 HF transceiver for transfer via HF to the other CODAN -3212 transceivers. At the receiving
node, the d ata is passed from the transceiver to the modem, where it is decoded and displayed at the

terminal software of the remote PC. All modems need to be set such that they use the same high -speed
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waveform. There are two possibilities to send data between CODAN -3212 modems. Either by a broadcast
connection or by a peer -to-peer connection. The difference between these two connections is that in a
peer -to -peer connection only two modems can be addressed, whereas in a broadcast connection all m o-
dems within a certain address range can be addressed. In a peer -to -peer connection the receiving node
needs an explicit confirmation from the sending node that the data has arrived, whereas in a broadcast

connection the receiving node does not need an explicit confirmation. Th e transceivers of the addressed
CODAN-3212 modems need to be set to the same channel, in order to process the data from the sending

modem. Additionally, in a peer -to - peer connection the data can be sent with a compression, which is not

possible in a broadc ast connection. A lossless compression format is used for compressing Codan -3212
data stream with arbitrarily length.

CODAN -3212 Waveform: The modem uses a high -speed waveform to address other CODAN -3212 m o-
dems. The CODAN -3212 waveform is based on the STANAG-4539 waveform, which has been modified for
commercial use. This waveform transports data in conjunction with a STANAG -5066 protocol. The wav  e-

form is centered at 1500 Hz with a baudrate of 1800 symbols per second. The supported waveforms of the
modem are:

User data rate Waveform

80 baud CHIRP Proprietary link establishment

2400 bps CODAN-9001/9002/3012

16 Channel QPSK CODAN-3012

75 bps CODAN-3212: Modified STANAG -4539 serial tone wav e-

150 bps form (in conjunction with STANAG -5066 Protocol)

300 bps

600 bps

1200 bps

2400 bps

3600 bps

4800 bps

6000 bps

7200 bps

The characteristics of the CODAN  -3212 waveform are shown below:

User data rate FEC coding rate \ Interleaver Modulation

75 bps 1/2 Short or Long 8-PSK (Walsh)

150 bps 1/8 Short or Long 8-PSK

300 bps 1/4 Short or Long 8-PSK

600 bps 1/2 Short or Long 8-PSK

1200 bps 1/2 Short, Medium or Long 8-PSK

2400 bps 3/4 Short, Medium or Long 8-PSK

3600 bps 3/4 Short, Medium or Long 8-PSK

4800 bps 3/4 Short, Medium or Long 16 -QAM

6000 bps 3/4 Short, Medium or Long 32-QAM

7200 bps 3/4 Short, Medium or Long 64 - QAM

CODAN -32122 Decoder: Each transmission of a CODAN -3212 message begins with a synchronization
phase (preamble). In the preamble, the data rate and the interleaver setting are encoded.

For user data rates up to and including 1200 bps, the preamble includes 480 8 -phase symbols. The pr e-
amble lasts for 0.8 seconds in case of messages with a SHORT interleaver and 6.4 seconds for messages

with a LONG interleaver setting. The preamble is followed by the data phase, which is of unlimited length.

The data phase consists of an undefined number of interleaver blocks. Each interleaver block is divided i n-
to user data and channel probe. The user data is of unknown phase, whereas t he channel probe has a
predefined phase pattern. The probe pattern, which corresponds to the known 8 -phase symbols, is reg  u-

larly inserted to make sure the decoder will synchronize at any time of the transmission, without having to
repeat the preamble atre  gular intervals.

Preamble (0.8 or 6.4 Interleaver 1 Interleaver 2 Interleaver 3 Interleaver N

s)

For user data rates above 1200 bps, the preamble includes 287 8 -PSK symbols. The preamble is followed

by the data block of unlimited length. The data block consists of 256 symbols paired with a 31 mini -probe
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pattern. After 72 user data - mini -probe pairs, a 103 -symbol mini -preamble is inserted. The mini -probe
pattern and the mini  -preamble are regularly inserted to make sure the decoder does not loose synchron i-
zation. The FEC and interleaver are used to reduce the effects of fading, frequency drift, multi -path effects

and burst noise in the HF transmission. At the end of the transmission, a certain bit pattern is transmitted

(in HEX: 0x4B 0x65 0xA5 0xB2) to mark the end of the message.

Tuning the decoder: The decoder processes the signal in both SSB settings: USB and LSB. This can be

selected with  Polarity in the menu, where NOR means USB and INV means LSB. The correct polarity for

the CODAN -3212 decoder is NOR. The  Center frequency of the decoder should be set to 1500 Hz when
decoding a CODAN -3212 signal. Small frequency deviations are automatically compensated in the deco d-
er. By using the bar  -graph, any remaining frequency difference can be compensated by fine tuning of the

receiver frequency or by adjusti ng the center frequency of the decoder.

Decoder Output Display: The decoded CODAN -3212 data stream can be displayed in HEX, BINARY ,
ASCII ASYNC , ASCII SYNC , or in conjunction with the STANAG -5066 protocol , selected from  Options,
Message type . The decoder stops displaying data when the EOM message is received. In HEX andin BI-
NARY the decoded binary data is simply displayed as it is. In ASCIlI ASYNC the data is displayed with the
following structure: 1 start bit (= 0), 7 data bits and 1 stop bit (= 1). The d isplay is stopped when more
than 3 NULL characters are received or when the asynchronous data structure is violated more than 8

times. In  ASCIlI SYNC the data is displayed with 8 data bits and no start and stop bits. In the STANAG -
5066 protocol the number o fdata bits should be setto 8 -bits, the synchronization mode should be SYNC,

the order of synchronization should be LSB and the polarity should be NORMAL. The STANAG -5066 prot o-
col interpreter processes the data until the SYNC sequence (0x09 0xD7) has been found. This sequence
can appear more than once in a row. This sequence is followed by the protocol header, which is followed

by the actual data. A 32  -bit data CRC indicates if the data is corrupted or not. If the CRC is wrong and the

data has been transmi  tted with a compression, the resulting output of the decoder is not reliable anymore

until the next transmission. Without compression the resulting output is still readable, except for the bytes

which are corrupt.

CODAN-9001

CODAN-9001 is an asynchronous adaptive ARQ system. Data is modulated onto 16 tones, spaced at
112.5Hz intervals. The modulation rate of each tone is 75 Baud; the modulation type is differential qu a-
ternary phase -shift keying (differential PSK4A).

Parameter Value

Frequency range HF
Operation modes Half - duplex asynchronous adaptive ARQ

Modulation Differential PSK4A; 16 tones

Symbol rate 16 x 75 Bd

AFC In the range +3100. automatic fr equency control (AFC): +/ -35 Hz
Bandwidth 1800 Hz

Receiver settings DATA, CW, LSB or USB

Input format(s) AF, IF
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Parameter Value

Supported functions Output of demodulated multichannel symbols
Derandomization of secure  -mode

Derandomization of unsecure  -mode

Arbitrary start values for derandomization of secure -modes
Output of recognized start value in secure -mode
Output of status information

Output of recognized frame type

Decoding of chat -messages into text

Decoding of text -file transmissions into readable output
Decoding of data - transmissions into hexadecimal output
Decompress data

Store Channel Dat a for analysis purposes

Automatic recognition of secure and unsecure modes

7-bit - ASCII Alphabet used by CODAN  -9102 - Software

Secure Interactive Packets

Please enquire Chirp decoding

The picture below shows the CODAN -9001 Options dialog. The settings from the dialog are stored into
the Codan90010ptions.xml file.

copAN-9001 Options (3 |
Derandomization
() No derandomization
() Automatic LSR initialization (Secure and Unsecure]
@ iCustom-defined LSR initialization for derandomization:
LSR initializations table
Shacdfd Add
Sbacdf@
Delete
LSR initialization value:
Sbacdfd
Qutput options Qutput data format Alphabet
[] store channel data @) RAW DATA (@ 7-bit ASCH
Enable frame status messages () TEXT DATA () 8-bit ASCH
[C] Decompress () RAW & TEXT DATA
|
[ ok ][ cancer ][ mpoy | |
The CODAN -9001 data transmission system uses a variable randomization in secure - and secure -
interactive mode. The randomization vector can change between successive tran smissions. The random -
zation value is shown in the status pane. In the two status -lines at the top of the decoding window the

frame type (DATA, ACK, IDLE) and some information about the decompressor (if used) are presented.

Possible derandomization options

i No derandomization - no manipulation of the demodulated symbols; in this case it is not poss i-
ble to recognize frame characteristics and decode into TEXT DATA. Because the decoder does not
recognize the frame length, with every synchronization the maximum frame length is used for
decoding.

0 Automatic LSR initialization (Secure and Unsecure) - handles both the secure and unsecure

transmission cases; an unsecure transmission is automatically recognized. In the secure case the
decoder calculates the start valu e.
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i Custom -defined LSR initialization for derandomization - expects a seven -digit hexadecimal
value for initialization (note that it is important to enter leading zeros). This option should be
used if the initialization value is known, or if it is not possi ble to calculate the value automatically
due to poor signal conditions.

The CODAN -9001 decoder has the following output options:

i Store channel data . The channel data output is very useful for analysis purposes. In the channel
data output every channel packeti s stored in a file.

(C:\Users\Public\Documents \WAVECOM\WG61PC\ Data - Output \ CODAN9001[SN])

i Enable frame status messages . It is possible to activate frame status messages, with the rel e-
vant checkbox. The frame status messages are printed in the decoder output. They show [PREA M-
BLE FOUND] and [EXTENDED PREAMBLE FOUND].

i Decompress . The user can control the decompressor and the channel data output. Please refer
the section Compressed Mode specifics  for further information on Compressed Mode. The user can
set the decoder/decompressor into the initial state with the Mode -Resync  button in the
WAVECOM Toolbar

i RAW DATA - the output consists of synchronized and demodulated multichannel symbols in he X-
adecimal representation. Every symbol consists of 32 bits (16 ¢ hannels * 2 bits/channel)

i TEXT DATA - the demodulator output is processed into readable text.

i TEXT & RAW DATA - if possible the decoder decodes into readable text, otherwise it outputs the
demodulated multichannel symbols as RAW DATA.

i 7or8 -bit -ASCIl . CODAN-9001 can use a 7 -bit or an 8 -bit alphabet, the choice being made by
selecting the appropriate radio button. The 7 -bit alphabet is often used in transmissions handled
by the CODAN -9102 software.

The data is presented in two ways: hexadecimal -form, and ASCII -form.
At the beginning of every line the user can find the following information about the channel data packet:
i CRC OK or CRC NOK (not O.K.)
i SEQ [Nr] (Sequence number, a counter from zero up to the length of the packet)
0 ARQ [Nr] (ARQ number used from the modems to request packets not received correctly)
At the end of a packet some statistical data is stored.

In secure mode the channel data packet output is adapted, as the secure interactive packets have a
sligh tly different structure.

The extended pr eamble gives an indication as to whether the transmission is a group or broadcast call.
The frame type, shown in the decoder status bar, indicates if the current package is ACK, IDLE or DATA. If
a data package with a known length is recognized, the decoder shows its length.

DECODING OF CODAN DATA MODEM SIGNALS

Introduction

This section intends to offer an overview of the issues related to the practical decoding of the CODAN data

modem protocol using WAVECOM decoders. It is important for the user to be aware of any constraints and

limitations inherent in the decoding process during non -cooperative interception of this mode, and so po s-
sible issues are explained below.

Protocol overview

The CODAN -9001 modem uses 16 DQPSK carriers for the transport of payload data. Each carrier is ind e-
pendently modulated with data.

Each individual channel carries a channel packet. All 16 concurrent channel packets constitute a frame and
a number of frames constitute a multi -frame.

CODAN -9001 modem frame struct ure

Frame 1 Frame 2 Frame 2 Frame n

1 Chnl packet 01 Chnl packet 17 Chnl packet 33
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CH Frame 1 Frame 2 Frame 2 Frame n

2 Chnl packet 02 Chnl packet 18 Chnl packet 34
3 Chnl packet 03 Chnl packet 19 Chnl packet 35
16 Chnl packet 16 Chnl packet 32 Chnl packet 48 Chnl packet m

Multi -frame 1

Each payload data packet has a constant length and a sequence number. However, the humbering in the
figure above only serves as an example, and due to the use of ARQ-based retransmissions the numbering
may not be sequential.

For the purpose of this explanation payload data is considered to be unprocessed user data and channel
encoded user data.

Independent of the payload data field, the sequence number field has i ts own error detecting and correc t-
ing code. Payload data in each channel packet is protected by a cyclic redundancy code (CRC). This fe a-
ture is included in order to allow the ARQ protocol to request retransmission of packets received in error.

A session co nsists of one or more multi -frames. Depending on the amount of data queued for transfer the

length of a multi  -frame may vary. The receiving modem will extract the frames from the multi -frame d e-
termining the number of channel packets and checking whether pa yload data was received without errors.

If a channel packet was received in error a re -transmission is requested. It should be clear from this that a

multi -frame may consist of a mixture of new data and re -transmitted data. Re  -transmitted data may a  p-
pear o n any channel and in any position within a multi -frame. Additionally the transmitting modem may

opt to send ALE -like parity bit packets in a separate frame and even on another channel within the same

multi -frame as the payload data packet to which it belon gs. This is indicated by the two packets belonging
together carrying the same sequence number. This mechanism is predominantly seen when the link qual i-
ty deteriorates and consequently the number of re -transmissions increases.

I'n the fABr oadcas tmbdeamulli -fraBesomthpnéw data appear for every fourth multi -frame 1
in between data and coding information is repeated in the remaining three multi -frames.

Compressed mode specifics

For point -to-point channels CODAN modems utilize a dictionary based co mpression method, which allows
compression to be independent of the statistical characteristics of the source data. The dictionaries are

dynamically built depending on the data previously transmitted. Each modem uses one dictionary for r e-
ception and anothe r one for transmission in such a way that a transmission dictionary at one end of the

link corresponds to a reception dictionary at the opposite end of the link. The ARQ protocol ensures that

the dictionaries are updated and synchronized. If the dictionari es deviate decompression becomes impo s-
sible as the buffer contents cannot be reconstructed. It is thus clear that for non -cooperative interception
deviating dictionaries pose a major problem.

CODAN decoding at the practical level
When engaging in non  -coope rative monit oring a number of issues arise:

i  All frames and the sequence counters contained in therein must be received without errors. Re -
transm itted packets must be discarded.

i Missing packets or packets with a failed CRC must not be accepted; otherwise da ta output will be
incomplete.

In case of uncompressed transmissions packets with a failed CRC may be marked as such. In case of
compressed transmissions decompression consequently becomes impossible due to the deviating dictio n-
aries built during the non  -cooperative interception session. Only when a new link is set up, it is possible to

start over with empty dictionaries. It is important to understand that in case of compressed transmissions

exclusively the data from one party may be forwarded to the de -comp ressor. This understanding is esp e-
cially important if during non -cooperative interception both parties
forwarding the data from both parties will immediately poison the dictionary.

HF transmission issues

The CODAN ARQ pr otocol is adapted to the propagation conditions in the HF range, but obviously relies on
an active link between the two communicating parties. This link does not exist in the case of non -
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cooperative monitoring and thus complete and correct data output is f ully dependent on error  -free rece p-
tion T there is no way to ask for re -transmission.

As transmissions do not contain source or destination addresses the monitor in case of single -frequency
half -duplex traffic must manually select the party to monitor. This may be achieved by adjusting the r e-
ceiver squelch, adjusting the receiver HF gain or the use of directional antennas to suppress the unwanted

signal.

Real -time monitoring issues

To capture the contents of a CODAN modem data transmission the monitoring equ ipment should be placed
as close as possible to the transmitter site of the interesting party. This is the only way to ensure that the
quality of the signal is sufficient to secure that all transmitted packets are correctly captured.

To facilitate the deco  ding of data the WAVECOM decoder in addition to outputting the decoded data in the
decoder window also saves raw channel data with sequence numbers and including bad packets to a text

file. The text file may be processed manually or by a user provided appl ication.
COQUELET-13
COQUELET-13 is an asynchronous system and uses a start and idle tone of 1052 Hz. As with COQUELET -8,
the first group contains 8 tones for keying, and the second group 4 tones.
Parameter Value

Frequency range HF

Operation modes Asynchronous simplex

Modulation MFSK-13

Speed 50.0 or 75.0 ms

Receiver settings DATA, CW, LSB or USB

Input format(s) AF, IF

Additional Info ITA-2

COQUELET-13 has a tone duration of 75 ms which is equivalent to a 50 Bd Baudot transmission, with 1.5
stop bits. Two code tables are defined for this mode, Code Table 0 and Code Table 1
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Tone Assignment of COQUELET -13

Tone Number Frequency Hz Bit 1 Bit 2 Bit 3 Bit 4 Bit 5

First tone Group

1 812 1 1 1
2 842 1 1
3 872 1
4 902 1

5 932 1 1
6 962 1 1

7 992 1

8 1022

9 1052 Idle or start tone

Second Tone Group

10 1082 1 1
11 1112 1

12 1142 1
13 1172

COQUELET-8

COQUELET-8 is an MFSK (Multiple Frequency Shift Keying) system, and like the PICCOLO system tran s-
lates an ITA -2 characte rinto a sequence of two tones.

Parameter ‘ Value

Frequency range HF
Operation modes Simplex
Modulation MFSK-8
Speed 37.5,50.0 or 75.0 ms
Receiver settings DATA, CW, LSB or USB
Input format(s) AF, IF
Additional Info ITA-2
The first group of tones contains 8 tones (1 - 8) and the second group the tones 5 - 8. Tones1 - 4ofthe

second group are not defined.

Coquelet -8 is a synchronous system with a tone duration of 75.0 ms, 50.0 ms or 37.5 ms. One ITA -2
character is transmitted in 75 or 150 ms, which is equivalent to 50 or 100 Bd Baudot with 1.5 stop bits
(codeword length 7.5 Bit).

An IDLE se quence is sent when no traffic is at hand. Transmissions start with a synchronization preamble,
and end with several EOT characters.

96 { Transmission Modes WAVECOM Monitoring System W-SPECTRA, W-SPEED Manual V7.0.0



Tone Assignment of COQUELET -8

Tone Number Frequency Hz Bit 1 Bit 2 Bit 3 Bit 4 Bit 5

First tone Group

1 773 1 1 1
2 800 1 1
3 826 1
4 853 1

5 880 1 1
6 907 1 1

7 933 1

8 960

Second Tone Group

5 880 1 1

6 907 1

7 933 1

8 960

COQUELET-80
COQUELET-80 is a synchronous MFSK system with error correction (FEC). Various references note two di f-
ferent systems: COQUELET -80S and COQUELET -82S. COQUELET -82S can be used in both side bands and
uses extended handshaking and synchronizing sequences (extended protocol).

Parameter Value

Frequency range HF

Operation modes Simplex FEC

Modulation MFSK-8

Speed 37.5,50.0 or 75.0 ms

Receiver settings DATA, CW, LSB or USB

Input format(s) AF, IF

Additional Info ITA-2

COQUELET-80 is used with the ATU  -80 (Arabic) or the ITA -2 (Latin) alphabet. As for COQUELET-8 a cha r-
acter is coded with two tone assignments from group 1 and group 2.

Error correction is done by transmitting every character twice with a specified time offset. The second
transmitted character is mathematically reformatted (MOD 8). The lea ding (DX) and trailing characters
(RX) always have the same ODD or EVEN parity.

At the beginning of a message the RX character positions are filled with IDLE sequences. This mode does
error recognition, but no error correction.
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Tone Assignment of COQUELET -80

Tone Number Frequency Hz Bit 1 Bit 2 Bit 3 Bit 4 Bit 5

First Tone Group

1 773 1 1 1
2 800 1 1
3 826 1
4 853 1

5 880 1 1
6 907 1 1

7 933 1

8 960

Second Tone Group

5 880 1 1
6 907 1

7 933 1
8 960

CTCSS

The CTCSS selective calling system is defined according to EIA standard RS -220 and operates in the sub -
audio range. Applying this Continuous Tone Controlled Squelch System stations may be selectively called
either as a single  user or as a group.

Parameter Value

Frequency range VHF/UHF
Operation modes Analogue Selcal
Modulation FM, SUB Tone
Receiver settings FM, BW = 12 kHz
Input format(s) AF, IF

Tone Allocation

Tone no. Tone no. Tone no.
1 60.0 19 118.8 37 183.5
2 67.0 20 120.0 38 186.2
3 69.3 21 123.0 39 189.9
4 71.9 22 127.3 40 192.8
5 74.4 23 131.8 41 196.6
6 77.0 24 136.5 42 199.5
7 79.7 25 141.3 43 203.5
8 82.5 26 146.2 44 206.5
9 85.4 27 1514 45 210.7
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10 88.5 28 156.7 46 218.1

11 915 29 159.8 47 225.7

12 94.8 30 162.2 48 229.1

13 97.4 31 165.5 49 233.6

14 100.0 32 167.9 50 241.8

15 103.5 33 171.3 51 250.3

16 107.2 34 173.8 52 254.1

17 110.9 35 177.3

18 114.8 36 179.9

A CTCSS controlled receiver only switches on, in case a carrier modulated with the pre -programmed

CTCSS tone is received. For this system 52 tones are defined:

CV-786

CV-786 is an asynchronous FSK system and is based on ASCII. No error detection or error correction is
implemented.

Parameter Value

Freguency range HF

Operation modes Asynchronous

Modulation FSK

Symbol rate 50,75, 100 or 150 Bd, variable 30 -650 Bd

Center frequency 2000 Hz

Shift/Bandwidth 850 Hz

Receiver settings DATA, CW, LSB or USB

Input format(s) AF, IF

Additional Info Async FSK only
For CV-786 mode standard baud rates from 50 to 150 Baud are available. Non -standard baud rates may

be selected using the  Baudrate  menu item.

From Options | Alphabet é you can sel ect f-RantlTASiaphbbets.ent | TA

CW-MORSE

The Auto function will automatically detect Morse keying speeds within the range 0 - 90 WPM (words per
minute). The keying speed is continuously updated and displayed.

Parameter ‘ Value ‘
Frequency range HF

Operation modes Simplex/Duplex ARQ, Broadcast

Modulation CARRIER KEYING

Speed 0 - 90 WPM

Receiver settings DATA, CW, LSB or USB

Input format(s) AF, IF
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The center frequency can be set to any value between 200 and 3400 Hz via the Center iteminthe De-
modulator  menu. The center frequency is nominally 800 Hz which is dictated by the quartz filters of pr o-
fessional receivers while other receivers work with 1000 Hz.

The shift can be set between 100 -300 Hz and controls the lock  -in-range of the center frequency (ban d-
width = 1.2 x shift).

Using Options | Alphabet the output can be set to Latin, Cyrillic, Greek, Arabic or Hebrew.

Using Options | AFC  the continuous automatic tuning to the center frequency of the CW -Morse signal can
be enabled or disabled.

The software re ports an error condition (ERROR) if the controlled parameters as the dot -dash ratio, thei n-
ter -word or inter -character breaks deviate too much from the standard, and error -free decoding cannot be
maintained.

DCS SELCAL

DCS stands for Digital Coded Squelch (also known as DCSS, Digitally Coded Squelch Signaling), and is
used for selective callsa  nd remote control applications.

Parameter Value

Frequency range VHF

Operation modes Digital Selcal
Modulation FSK

Symbol rate 133.7,134.4,137 Bd
Receiver settings FM, BW = 15kHz

Input format(s) IF

The data is transmitted on sub audible tones within the frequency range 2 Hz to 300 Hz. In practice, DCS
is similar to CTCSS, but uses 104 octal 3 -digit code words instea  d of continuous analogue  tones.

The data is sent as a series of 23 -bit GOLAY encoded frames without any sync bits. Polarity can be normal
or inverse, an d must be selected by the user.

DCS Code Table

Normal Inverse Normal Inverse Normal Inverse Normal Inverse

023 047 155 731 325 526 516 432
025 244 156 265 331 465 523 246
026 464 162 503 332 455 526 325
031 627 165 251 343 532 532 343
032 051 172 036 346 612 546 132
036 172 174 074 351 243 565 703
043 445 205 263 356 212 606 631
047 023 212 356 364 131 612 346
051 032 223 134 365 125 624 632
053 452 225 122 371 734 627 031
054 413 226 411 411 226 631 606
065 271 243 351 412 143 632 624
071 306 244 025 413 054 654 743
072 245 245 072 423 315 662 466
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Normal Inverse Normal Inverse Normal Inverse Normal Inverse

073 506 246 523 431 723 664 311
074 174 251 165 432 516 703 565
114 712 252 462 445 043 712 114
115 152 255 446 446 255 723 431
116 754 261 732 452 053 731 155
122 225 263 205 454 266 732 261
125 365 265 156 455 332 734 371
131 364 266 454 462 252 743 654
132 546 271 065 464 026 754 116
134 223 274 145 465 331
143 412 306 071 466 662
145 274 311 664 503 162
152 115 315 423 506 073

DGPS

DGPS (Differential Global Positioning System) data is mainly transmitted in the low frequency band e.g. ,
285 - 315 kHz. It is a correction signal for GPS receivers, and is used to increase the accuracy of the sa t-
ellite -based GPS signal. DGPS is based on the transmission of correction data by a reference station, the

position of which has been determined with high accuracy by traditional position -finding measurements.
With the correction data, an absolute accuracy to within 4 meters can be achieved.

Parameter ‘ Value ‘
Frequency range HF

Operation modes Broadcast FEC

Modulation Minimum - Shift -FSK

Symbol rate 100.0 and 200.0 Bd

Receiver settings DATA, CW, LSB or USB

Input format(s) AF, IF

Additional Info ITA-5

Transmissions use MSK (Minimum Shift Keying) with speeds of 100 or 200 baud.

DGPS has been implemented according to RTCM SC -104 "Recommended Standards for Differential
Navstar DGPS Service" v.2.0, Jan. 1990.

1 These messages ared ecoded: 1, 3,7,9, 13, 16.

1 These messages are NOT decoded, but their type is indicated: 2, 4, 5, 6, 8, 10, 11, 12, 14, 15,
17,60 -64.
T Compared to M.823 -2 messages 4 and 5 are not decoded by my implementation neither are the
equivalent GLONASS
DGPS data, which is formatted according to RTCM v.2.0 or 2.1, is continuously transmitted in frames co n-
sisting of a varying number of data wor ds. The two first words of each frame contain the reference station
id, the message type, a sequence number, the frame length and the health of data. A data word has a
length of 30 bits: 24 data bits and 6 parity bits. The last two bits of a word are used as an EXOR function

for selected bits of the succeeding data word. The value of the last bit indicates whether the next data
word is sent with inverse or normal polarity.
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If Normal 3, 5, 7, 16 is chosen in the Message Type  options field, messages containin g ASCII text are
decoded, in case of numbers their meaning is displayed as well. The message types 1, 6 and 9 containing

the real DGPS information are not displayed in this mode of operation. Selecting Raw excl. 1, 6, 9 offers
a raw bit display except of t he message types 1, 6 and 9 and Diff. corrections displays the corrections
messages. By selecting the All frame headers option, all frame headers are displayed regardless of the
message type. In case of a parity -error the data transferred in the related da ta word are displayed in red
characters to indicate a potential error.

RTCM v.2.0 and 2.1 are not completely compatible, but both systems are used. This may lead to erron e-
ous interpretation of certain frame types.

More detailed information may be found in "RTCM Recommended Standards for Differential NAVSTAR GPS
Service 2.0" (RTCM paper 134  -89/SC104 -68).

DMR

DMR (Digital Mobile Radio) is a two -channel digital TDMA system for the transmission of voice and short
text messages.

For voice the AMBE++  (or AMBE+2) codec by DVSI is used. Data transmission accommodates 7 -bit ASCII
only.
Parameter Value

Frequency range VHF/UHF (136 i 147 /403 i 470 MHz)

Operation modes Digital 2 -channel TDMA two -way data and voice system

Modulation 4FSK with pulse shaping

Symbol rate 4800 Bd

Receiver settings BW =30 kHz

Input format(s) IF

Additional Info Data or voice
To use the mode, set  Offset to the frequency of the IF output of the receiver and select the correct Po-
larity . From Options use the Message Type  menu to select an output method. If All Frames s selec t-
ed, data and voice frames as well as all control frames will be displayed. Voice is output in real -time to the
speaker. At the same time the latest voice session will be saved in a .wav -file in the d efault data output
directory (see Default Data and Program Folders section). The input bits to the vocoder are saved in

Hex in a separate file alongside the .wav file. This feature is useful when the voice session is encrypted.
The user can analyze and try to decrypt the bits.

A ABit Transparento format is also available in fiMessage Ty
will be output before they are processed by the protocol interpreter. In this case no text or voice output is

available. This for mat can be mainly used to analyse the bit stream when it deviates from the user data

protocol.

A time stamp is displayed to each frame at the time of decoding. Since the decoder works in real -time, the
time of decoding is also the time of signal receiving (with a neglectale delay). The time stamp has a res o-
lution of 1 millisecond (ms). The time stamp display delivers a method to verify whether each received

frame is decoded in real  -time. In a continous state we can count 16 frames each second in each slot. This

matches to the 30 ms frame length in both slot 1 and 2. Both slots are interleaved.

The displ ay Lanfidenoe toeri nidi cat es t he g uaavalueyabovef 95% iedicatesian g

very high quality, whereas a value below 85% indicates that decodi ng is unreliable. Minor center freque n-
cy deviations are automatically compensated. The value of the Carrier parameter is the center frequency
after error correction - this value should remain close to the IF of the receiver.

Motorola markets DMR radio syst ems as MOT OTRBO, known sometimes in Asia as XiR.

Wavecom DMR decoder works with all equipments compatible to the ETSI standards, e.g., MOTOTRBO s e-
ries from Motorola and Hytera DMR devices

The current implementation complies with the ETSI DMR standard seri es:

i ETSITS102361 -1V2.3.1(2013 -7)
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i ETSITS102361 -2V2.2.1(2013 -7)
0 ETSITS102361 -3V1.2.1(2013 -7)and
i ETSITS102361 -4V1.6.1(2014 -6)
It covers all three layers of the DMR protocol stack:
i Layer 1: Air interface physical layer
U Layer 2: Airinterfa  ce data link layer and
i Layer 3: Air interface call control layer.
Wavecom DMR decoder covers all three tier services:
U Tier 1: Direct mode
U  Tier 2: Direct mode and base station communication
U Tier 3: Trunking protocol.

Decoding outputs (text, voice and servic e messages) from the two TDMA slots are sorted in two separate
windows. The following two screen shots show a DMR data and voice transmission and real communication
on a base station, respectively.

Wavecom DMR decoder can decrypt secured text and voice tra nsmission of Motorola MOTOTRBO series.

There are two kinds of encryption mode: Basic and Enhanced. For Basic mode the encryption is done by a
scrambler. This is a simple but weak encryption and can easily be hacked, because the same text message
(plain tex t) will always deliver the same encrypted bit pattern (cipher text). This delivers some clue on the

scrambler. The decoder needs to use the same Key ID (between 1 and 255) as the sender. The scrambler

value to each key ID is hardcoded by Motorola and is ho t sent over the air (OTA) for security reason.

The Enhanced mode is based on two encryption algorithms: Motorola propriatory ARC -4 encryption alg o-
rithm with a 40  -bit key and the Advanced Encryption Standard (AES) with a 256 -bit key. Unlike the Basic
mode, it is almost impossible to hack the Enhanced encryption, especially AES -256 1 each time a plain

text will be encrypted to different a cipher text.

The decoder must use the same key list the sending device. The user can edit up to 256 enhanced keys.

Each ke y is 40 -bit (5 bytes) and 256  -bit (32 bytes) long, respectively. The input format of the key value is

hex -decimal. Use leading zero to make sure that there are even number of hex -decimal digits, e.g.,
A0123ABO0 instead of fA123AB0O. Thhsenthytheeanaypting devicaaVer the air and k e y
uses the corresponding key value for decryption. The key value itself is not sent over the air for security

reason.

When the key ID for the basic mode or the key list for the enhanced mode matches to the on e used by the
sender, a secured text or voice transmission can automatically be decrypted to clear text or voice, respe c-
tively. Otherwise the text is unreadable and the voice is unaudible.

Wavecom decryption fuwatirgm Haat a rcareatéréhecorest key ID or key va I-
ue during the decoding session and the output text or voice will get clear immediately.

dPMR

dPMR (digital Private Mobile Radio) is an open ETSI standard published under the references TS 102 490
(Licen se-free) and TS 102 658 (Licensed). It uses FDMA technology with a channel spacing of 6.25 kHz
and supports voice and data applications. The modulation scheme is 4FSK with a bit rate of 4800 bps.

Parameter Value

Frequency range Unlicensed: ETSI TS 102 490

446.100 - 446.200 MHz (CEPT ECC/DEC/(05)12)
149.01875 - 149.11875 MHz

Licensed: ETSI TS 102 658

Licensed PMR frequency bands

Operation modes FDMA, d igital voice and data system
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Modulation 4FSK (constant envelope FSK)

Symbol rate 2400 Bd

Receiver settings BW  6.25 kHz

Input format(s) IF

Additional Info Voice codec: AMBE+2 (3600 bps)

Bit rate: 4800 bps
Supported Modes
v} dPMR446

0 dPMR Mode 1
i  dPMR Mode 2

TS 102 490 covers only license  -free hand portable equipment operating in peer -to-peer mode. The radios
should have an integral antenna and are limited in their output power. The standard is also called as
dPMR446.

TS 102 658 uses the same air interface technology as in dPMR446 without the limitations of the license -
free counterpart. It supports diff erent levels of functionality as listed below.

U Mode 1: Peer -to-peer direct network
U Mode 2: Conventional repeater network

U Mode 3: Managed centralized network

The current version of the dPMR decoder supports the Modes 1 and 2 as well as the license -free dPMR 446
operation.
Tousethemodeset Offset t o the | F output of the receiver. Decoded voic

the default Data -Output directory. Use the  Mute button to mute or un  -mute live voice output to the
speaker. | n the menu->M@ptsiagre Typeo user can set decoder output t

ABit Transparento. Wi th fABit Transparento option the drames
ing is made. This may be useful when the frames are coded in another way than acco rding to the ETSI
standard.

DTMF

The entire call number is transmitted by consecutive tones in decade sequence.

Parameter ‘ Value ‘
Frequency range VHF/UHF
Operation modes Analogue Selcal
Modulation FM, SUB Tones
Receiver settings FM, BW =12 kHz
Input format(s) AF, IF

The entire call number is transmitted by consecutive tones in decade sequence.
In most systems the accuracy of the single frequencies has to be within +1/ -1.5% of the nominal value.

If a DTMF call is received, the call sign is displayed on the monitor. In the Options menu a Time stamp
function can be enabled to add date and time to each call.

Tone Allocation

Digit Hz Digit Hz

0 941/1336 8 852/1336

1 697/1209 9 852/1477
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Digit Hz Digit Hz

2 697/1336 A 697/1633
3 697/1477 B 770/1633
4 770/1209 c 852/1633
5 770/1336 D 941/1633
6 770011477 * 941/1209
7 852/1209 # 941/1477

Tone duration: 70 ms

DUP-ARQ

DUP-ARQ is a semi -duplex system. The radio channel is used by a DUP -ARQ system in the same way as a
simplex system, both stations alternating in transmitting blocks of five characters and a Hamming chec k-
sum. If a transmission error occurs a repeat request is initiated and the last data block is re -transmitted.
Parameter ‘ Value ‘

Frequency range HF

Operation modes Semi -duplex ARQ

Modulation FSK

Symbol rate 125 Bd, variable 30  -650 Bd

Receiver settings DATA, CW, LSB or USB

Input format(s) AF, IF

Additional Info ITA -2 with block coding

DUP-ARQ operates at a Symbol rate of 125 Bd on the radio link.

If only one station is sending data, the other station transmits an IDLE pattern and initiates RQ cycles in
case of transmission errors.

DUP-ARQ has automatic channel selection facilities. Before transmission starts, the best available short -
wave transmission channel is selected and its quality is continuously checked for the duration of the
transmission. Within a given frequency range the system may select one of 5 possible channels which are

spaced at 400 Hz intervals. Because of this channel selection mechanism, the two linked stations may
transmit at different frequencies.

The polarity of the bit stream (upper sideband (USB) or lower sideband (LSB)) cannot automatically be
derived from the signal. Polarity may be manually selected by using the Polarity menu field. Polarity i  n-
version does not cause a loss of signal synchronization.

TRANSMIT 256 ms 36ms 256 ms 98ms
STATICON A Characters + CRC
A RECEINVE
TRANESMIT
STA—BHON —‘ 4 Characters + CRC
RECENE

DUP-ARQ-2

DUP-ARQ-2 is a further development of the DUP -ARQ system and the system characteristics are very sim i-
lar. DUP -ARQ-2 allows tr ansmission of ITA -2 (Baudot) or ITA -5 (ASCII) characters depending on the appl i-
cation.
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Parameter Value

Frequency range HF

Operation modes FSK, Duplex ARQ
Modulation FSK

Symbol rate 250.0 Bd

Receiver settings DATA, CW, LSB or USB
Input format(s) AF, IF

Additional Info ITA -5 with block coding

DUP-ARQ-2 operates at a Symbol rate of 250 Baud on the radio link. A complete transmission cycle is 176
bits (704 ms). Both stations alternate in transmitting data blocks of 64 bits each.

The data format is 2 data blocks of 32 bits each. The blocks correspond to the DUP -ARQ (ARTRAC) sy s-
tem. Each of the two blocks contains a 5 bit checksum (inverted Hamming) for error detection and a si n-
gle bit for the global parity (odd parity). Three 8 bit characters are trans mitted in the data block. Two bits

remain unused and are set to zero.

Special blocks defining IDLE, INTERRUPT and other special functions are transmitted. For these blocks the
two normally unused bits specify the particular special functions with the combi nations "10" or "11".

DUP-ARQ-2 has automatic channel selection facilities. Before transmission starts, the best available short -
wave transmission channel is selected and its quality is continuously checked for the duration of the
transmission. Within a gi  ven frequency range the system may select one of 5 possible channels which are

spaced at 400 Hz intervals. Because of this channel selection mechanism the linked stations may transmit

at different frequencies.

DUP-FEC-2

DUP-FEC-2 is a fu rther development of the DUP -ARQ-2 system and the system characteristics are very
similar. DUP -FEC-2 allows transmission of ITA -2 (Baudot) or ITA -5 (ASCII) characters.

Parameter ‘ Value ‘
Frequency range HF

Operation modes Broadcast/Duplex FEC

Modulation FSK

Symbol rate 125.0 and 250.0 Bd, variable 30 -650 Bd

Receiver settings DATA, CW, LSB or USB

Input format(s) AF, IF

Additional Info ITA-5 with block coding

DUP-FEC-2 has a radio channel rate of 125 or 250 Baud. A data frame is 32 bits long. For error protection
a five bit CRC -sum (inverted Hamming) and a single bit for global parity (odd parity) is used.

DUP-FEC-2 is often used as a full  -duplex system. As is the case with other full -duplex systems transmi  s-
sion simultaneously takes place on two different frequencies. If an error occurs special sequences are

transmitted to signal this condition and a block repetition is requested (RQ).

If errors are received the two last 32 bit blocks are retransmitted when the radio channel rate is 125 Baud
and t hree blocks when working at 250 Baud.

Like DUP -ARQ-2, DUP -FEC-2 has many special blocks for IDLE and RQ.
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DZVEI

The entire call number is transmitted by consecutive tones in decade sequence. When two identical digits
secutively, then an eleventh frequency is used as a repetition identifier.

are to be transmitted con

|

Parameter

Frequency range

VHF/UHF

Value

Operation modes

Analogue Selcal

Modulation

FM, SUB Tones

Receiver settings

FM, BW =12 kHz

Input format(s)

AF, IF

If more than two  identical digits are to be transmitted, the repetition tone is appended to the digit tone
(e.g. , 22222 is transmitted as f2 fw f2 fw 2, where 2 is the tone for "2" and fw is the repetition tone).

In most systems the accuracy of the single frequencies has

to be within +1/  -1.5% of the nominal value.

For ZVEI modes having nominal tone durations of 70 ms, the duration of a single tone may vary + 15 ms.

Decoding the selective calls is started by clicking on a system. If transmission and system selection co n-
for m, the call sign is displayed on the monitor. In the Options menu a Time stamp function can be enabled
to add date and time to each call.

Tone Allocation

Digit Hz ‘ Digit Hz ‘
0 2200 8 1830
1 970 9 2000
2 1060 A 825
3 1160 B 740
4 1270 C 2600
5 1400 D 885
6 1530 E 2400
7 1670 F 680

Tone duration: 70 ms

EEA

The entire call number is transmitted by consecutive tones in decade sequence. When two identical digits

are to be transmitted consecutively, then an eleventh frequency is used as a

Parameter

Frequency range

‘ Value

VHF/UHF

repetition identifier

Operation modes

Analogue Selcal

Modulation

FM, SUB Tones

Receiver settings

FM, BW =12 kHz

Input format(s)

AF, IF

If there more than two identical digits are to be transmitted the
tone (e.g. 22222 is transmitted as f2 fw f2 fw f2, where f2 is the tone for "2" and fw is the repetition

tone).

repetition tone is appended to the digit
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In most systems the accuracy of the single frequencies has to be within +1/ -1.5% of the nominal value.

Decoding the selective calls is started by clicking on a system. If transmission and system selection co n-
form, the call sign is displayed on the monitor. In the Options menua Time stamp  function can be en a-
bled to add date and time to each call.

Tone Alloc ation

Digit Hz Digit Hz

0 1981 8 1747
1 1124 9 1860
2 1197 A 1055
3 1275 B 930
4 1358 c 2400
5 1446 D 991
6 1540 E (REPETITION) 2110
7 1640

Tone duration: 40 ms

EFR

A German company operates a radio broadcast load balancing and ripple control system for electrical
power distribution networks. Short telegrams are used to control street lights, heaters, tariff switching etc.

Parameter ‘ Value ‘
Frequency range HF

Operation modes Broadcast asynchronous ASCII

Modulation FSK

Shift/Bandwidth 340 Hz

Symbol rate 200.0 Bd

Receiver settings DATA, CW, LSB or USB

Input format(s) AF, IF

The subscribers control their equipment by sending messages to the central computer of service provider.
The central computer forwards the messages to transmitters in Frankfurt am Main (DCF49, 129.1 kHz)
and Burg (DCF39, 139.0 kHz).

Transmissions are 200 Bd ASCII FSK with a shift of 340 Hz.

The transmission format is based on DIN -19244, i.e. , start bit, 8 data bits, parity bit and stop bit. T he
length of the data frame is variable; therefore a length field is required. The frames consist of a start

character, followed by the length information, which is sent twice. The fourth byte is the start character

again. Bytes five to seven are message n umber, address field A1 and address field A2. After a maximum

of 16 data bytes, a checksum is transmitted and finally the stop character. The checksum is an addition of

the message number, address and data fields without considering carry bits. Messages ar e sent twice to
increase transmission security.

Two user data protocols are in use, Semagyr -TOP and Versacom. As messages do not contain a protocol
identifier both formats are displayed together with the raw data string in hexadecimal format. Using Op-
tions /Display Mode... the display may be toggled between All frames  and Error free frames

If messages are not at hand, EFR periodically transmits time signals which allow the receivers to synchr o-
nize their internal clock. From time to time, a test signal is tr ansmitted containing the name of the tran S-
mitter, e.g. , DCF49.
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EIA

The entire call number is transmitted by consecutive tones in decade sequence. When two identical digits
are to be transmitted consecutively, then an eleventh frequency is used

Parameter

|

Frequency range

VHF/UHF

as a repetition identifier.

Value

Operation modes

Analogue Selcal

Modulation

FM, SUB Tones

Receiver settings

FM, BW =12 kHz

Input format(s)

AF, IF

If more than two identical digits are to be transmitted, the

repetition tone is appended to the digit tone

(e.g. , 22222 is transmitted as f2 fw f2 fw 2, where 2 is the tone for "2" and fw is the repetition tone).

In most systems the accuracy of the single frequencies has to be within +1/

-1.5% of the nominal value.

Decoding the selective calls is started by clicking on a system. If transmission and system selection co n-
form, the call sign is displayed on the monitor. In the Options menu a Time stamp  function can be en a-

bled to add date and time to each call.

Tone Allo cation

Digit

Hz Digit

L

0 600 8 1728
1 741 9 1869
2 882 A 2151
3 1023 B 2433
4 1164 C 2010
5 1305 D 2292
6 1446 E (REPETITION) 459
7 1587

Tone d uration: 33 ms

ERMES

ERMES is a Europe -wide high speed paging system with a user
POCSAG, which has a maximum rate of 2400 bps. ERMES radio data may be transmitted using frequency

or time multiplexing, or both. All transfer modes do however utilize the same modulation format on the

same frequency. ERMES is used in several European countries, whereas Asian countries tend use FLEX as
standard, which is a technically comparable Motorola system.

Parameter

Frequency range

‘ Value

VHF/UHF

data rate of 6250 bps, in comparison to

Operation modes

Broadcast pager

Modulation

4-PAM/FM

Symbol rate

3125 Bd

Receiver settings

FM, BW =15 -30 kHz

Input format(s)

IF
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Parameter

Additional Info Bit rate = 6250 bps
Radio Link
ERMES employs a radio link transfer protocol conforming to the ETSI pr ETS 300 133 -4 standard (ETS 300

133-1 to ETS 300 133 -7). Transmissions  are within the range from 169.4125 MHz to 169.8125 MHz all
over Europe. Channel spacing is 25 kHz. The nominal frequencies and the channel numbering are defined
as:

fn=169.425+n  * 0.025 MHz

n = Channel number (0...15)

ERMES transmitter allocati  ons fol low the CEPT T/R 25 -07, A nnex 1 recommendation.
Modulation

ERMES modulation is 4 -PAM/FM. The four frequency pulse  -amplitude modulation carries two bits (dibit)
per frequency step. In addition to coherent phase keying ERMES also utilizes pre -modulation pulse sha p-
ing. To decrease bit error rate, data is encoded using the Gray code.

The nominal frequencies are:

Carrier ‘ Dibit symbol ‘
+4687.5 Hz 10

+1562.5 Hz 11

- 1562.5 Hz 01

- 4687.5 Hz 00

The ERMES Protocol

A sequence of 60 seconds is partitioned into 60 cycles. The sequences are synchronized to UTC. The cycles

have duration of exactly one minute, and synchronize the various ERMES networks (transmitters). In this

way the receivers will only receive one or more cycles and thus power consumption is s ubstantially r e-
duced.

Each cycle is subdivided into five subsequences of 12 seconds each. In order to maintain synchronism b e-

tween networks the subsequence number (command SSN = 0) is transmitted preceding every UTC minute
marker.

A subsequence may also ha ve duration of less than 12 seconds. The remaining time is used for transmi t-
ter switching.

Each subsequences is further divided into 16 batches designated A to P. Thus the pagers are divided into
16 groups. The transfer mode (tone call only, numerical call , alphanumerical call) is controlled by the pos i-
tion of the batch number.

The receiver addressing only takes place within the appropriate batch. After decoding its address the r e-
ceiver will wait on the same frequency for data. Data may be transmitted withi n the same batch, within
another subsequence batch or within subsequent subsequences.

Each batch is subdivided into four parts: s ynchronization, system information, address and text.
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Protocol Structure

SEQUENCE

&0 Minutes 60 Cyeles

|OO|O1|02|03|04|05|06 o7 08|09|

1 Minute CYCLE 5 Subsquence
0 1 2 3 4
12 Seconds SUBSEQUENCE 16 Batches
A|lB|C|D|E|F |G|H|I|J|K|L|IM[N|]O|P
BATCH
Synehronisation System Infarmation Address hMessage
System Information
Network and system information is transmitted within the system subdivision of a batch. The system i n-

formation is divided into two parts, System Information (SI) and Supplementary System Information
(SSsl).

Country code (CC) Onperalor Code {OC)
of transmitting of the network

FA code (PA) ETI(ETI}

paging area code external traffic
network: (7 bits) operator {3 bits) {6 bhits) indicator {1 bit) —‘
L BAl {BAD F3l {FSI) Cycle {GN) SBN (S5N) BATGH (BN}
barder area frequency subset | gygle number | subsequence batch number
indicator {1 bity | indicator (3 bits) (6 hits) number (3 bits} | {4 bits}

Depending on the value of the SSI flag the Supplementary System Information (SSI) carries information

on zone, local time and date. Another option displays day of week, month of year and year.
Data

ERMES transmits data in fixed
text data.

Message Frame (MHEAD)

-length frames of 36 bits. A frame may carry an additional data field and the

Local Address

(22 bits}

Message Number | External bit
(LADDR} {MNUM) (ER) All {ALLY | VIF
full local address | jndividual / group | local or external | additional | vaniable Info
of the receiver | cajis (5 bits) receiver (1 bit) | Info (1bit} | field (7 bits)

The Variable Information Field (VIF) has two main options depending of the status bit ALL =0 or ALL = 1.

Variable Information Field Without Supplementary Information

R3VD
for future
definition

Paging Category (PCAT)
00 tone 071 numerc
02 alphanumeric

) 03 transparent

{1 bit} {2 bits)

UnI (UML)

Urgent indicator

0 normal message
1 urgent message
{1 bit)

ALERT {ALERT)
alert {alarm; signal
indicator

type 0 -7

{3 bits})

Variable Information Field With Supplementary Information

The ETS 300 133 -4 standard has a very fine grained subdivision of the VIF and this enables ERMES to be
used for a wide range of applications.
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AT (AIT) AlN (AIN}
Additional information type Additional information number
lohg message, remote programming, urgent alert 0-7, non-urgent alert 0-7,
miscellanaous, addilional characler sel, paging area, identity code, add or replace
terrporary address pointers and more data in pager, country cede and more
ERMES and other pager systems are losing importance in Europe due to the surge in GSM usage, and se V-

eral networks have been closed down.

EURO

The entire call number is transmitted by consecutive tones in decade sequence. When two identical digits
are to be transmitted consecutively, then an eleventh frequency is used as a repetition identifier.

Parameter ‘ Value ‘
Frequency range VHF/UHF
Operation modes Analogue Selcal
Modulation FM, SUB Tones
Receiver settings FM, BW = 12 kHz
Input format(s) AF, IF

If more than two identical digits are to be transmitted, the repetition tone is appended to the digit tone
(e.g. , 22222 is transmitted as f2 fw f2 fw f2, where 2 is the tone for "2" and fw is the repetition tone).

In most systems the accuracy of the single frequencies has to be within +1/ -1.5% of the nominal value.
Decoding the selective calls is started by clicking on a system. If transmission and system selection co n-
form, the call sign is displayed on the monitor. In the Options menua Time stamp  function can be en a-

bled to add date and time to each call.

Tone Allocation

DIGIT EURO ‘ DIGIT EUR ‘
0 979.8 8 510.7

1 903.1 9 4708

2 832.5 A 4339

3 764.4 B 400.0

4 707.4 C 368.7

5 652.0 D 1153.1

6 601.0 E 1062.9 (Repeat)

7 554.0 F 339.9

Tone duration: 100 ms .

FEC-A

FEC-A uses a convolutional error correction scheme based on data bits being read into a shift register, the
length of which may be changed. Values of 72 and 128 bits are common.

Parameter Value ‘
Frequency range HF
Operation modes Broadcast/Simplex FEC
Modulation FSK
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Parameter Value

Symbol rate 96, 144 and 192 Bd, variable 30 -650 Bd

Receiver settings DATA, CW, LSB or USB

Input format(s) AF, IF

Additional Info ARQ1A with convolutional coding
The FEC-A mode is started by selecting a standard baudrate from the Baudrate iteminthe Demodulator
menu. Frequency shift and baud rate are determined using FSK Analysis . For automatic tuning Auto may
be selected.
The synchronization or idle state is easily recognized by its sound. It is an alternating mark -space keying
sequence (mark -space ratio approx .40% - 60%).
Shift register length is set using the S-Reg item in the Options menu. Incorrect selection of the S -Reg
parameter causes incorrect error correction,and the data output rapidly becomes corrupted. If error co r-
rection is disabled ( ECC off), the length of the shift register will not affect decoding ( S-Reg not visible).

This feature allows any FEC - A signal to be decoded.

FEC- A will detect and correct transmission errors up to a certain limit; in the case of extreme interference,
error correction ma y worsen the situation, so reception without error correction may improve perfo r-
mance.

FEC-A uses the ARQ -1A alphabet. Every second bit of the bit stream is used for the convolutional error
correction and thus each codeword consists of 14 bits.

FELDHELL

Feld-Hell is a synchronous picture telegraph system invented in the 1930s. It uses a virtual matrix laid
down on the character to be transmitted. The pixels of the matrix are then sent, scanning the matrix from
the bottom of the first colum n (left) to the top of the last column (right), covering a matrix of 7 columns x
14 lines. The first and last columns are blank, as are the top and bottom lines, giving an effective matrix
of 5 x 10 pixels. Pixels are always sent in pairs.

Parameter Value

Frequency range HF
Operation modes Graphic mode, Broadcast/Simplex
Modulation CARRIER KEYING AM

Symbol rate 122.5 Bd

Receiver settings DATA, CW, LSB or USB

Input format(s) AF, IF

Additional Info Synchronous matrix picture telegraphy

The original Hell system was a very simple mechanical one with an indented wheel for each character used
to generate the transmit pulse trains via a contact.

In the receiver, the pulses activated a printing magnet with a writing edge, which pushed a paper tape
towards a helix inked by an ink roller.

No means of synchronization besides nominal helix speed was used - speed differences showed up as ri s-
ing or falling lines of letters - but as the pitch of the helix was designed to print a double row of chara c-
ters, one compl ete character would always be displayed on the tape.

Hell utilizes AM in the form of CW or A2. When receiving Feld -Hell the decoder will emulate the original

Hell tape printer and print each character twice making exact phasing unnecessary as at least one chara c-

ter will be complete and unbroken.

By selecting 122.5Bd or Variable rate reception is started. Selecting the Polarity  will determine normal
or inverse screen color.
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In the Demodulator submenu the special function fields AM-Gain and AM-Offset are pla ced. Centering
of the signal deviations on the bar graph is controlled by adjusting AM - Offset . In addition maximum d e-
viation is required on the bar graph. This is done by adjusting AM - Gain . It should be noted that these two
adjustments are influenced by ea ch other.

Right -click on the image to open the Zoom menu, which allows the user to zoom in and out on the image.

FLEX

FLEX is another mode used for pager transmissions. It is often combined with POCSAG and GOLAY/GSC.

|

Parameter Value

Frequenc y range VHF

Operation modes Broadcast pager
Modulation FFSK

Symbol rate 1600, 3200 and 6400 Bd
Receiver settings FM, BW = 15 kHz

Input format(s) IF

Additional Info ASCII

FLEX specifies 4 different transmission modes:

Modulation Baud rate ‘ Bit rate Transmitted phases
FFSK 1600 Bd 1600 bits / sec A

4FFSK 1600 Bd 3200 bits / sec A, B

FFSK 3200 Bd 3200 bits / sec A C

4FFSK 3200 Bd 6400 bits / sec A, B,CD
First, a preamble is sent, which identifies the modulation type. Next, a Frame Information Word (FIW) is

transmitted to identify the cycle and frame number. The preamble and FIW are always transmitted as
FFSK 1600 Baud. After the preamble and FIW, the message is sent with the modulation according to the
preamble.

The message block contains the i nformation and consists of 11 blocks. Each block carries 8 words with 32
bits each. The length of a message block is always constant.

The basic modulation type FFSK, 1600 Baud can transmit one message block. With a higher modulation
type, it is possible to transmit four complete and independent message blocks. To distinguish between the
different message blocks, they are called phase A to D.

A message block contains a lot of smaller messages. 8 different message types are used with FLEX:
U Alphanumeric / Secu re messages for text based messages
U Three types of numeric messages
U  Binary messages
U Tone Only messages

U Instruction messages for configuring the pager devices

FM-HELL

FM-HELL is a synchronous picture telegraph system like FELDHELL. It is us ing a virtual matrix laid down
on the character to be transmitted. The pixels of the matrix are then sent, scanning the matrix from the

bottom of the first column (left) to the top of the last column (right) covering a matrix of 7 columns x 14

lines. Pixel s are always sent in pairs.
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Parameter Value

Frequency range

HF

Operation modes

Graphic Mode, Broadcast/simplex

Modulation

FSK

Symbol rate

122.5 Bd

Receiver settings

DATA, CW, LSB or USB

Input format(s)

AF, IF

By selecting the mode with a baud rate of 122.5 Bd, reception is started. Selecting Polarity  will determine

normal or inverse screen color.

FMS-BOS

FMS-BOS is a radio signaling system for security authorities and organizations. The system allows for a
major reduction in message interchange between mobile units and a control center by digital transmission
of abbreviated telegrams

Parameter Value

|

Frequency range VHF

Operation modes Simplex

Modulation FM, SUB FSK

Symbol rate 1200 Bd

Receiver settings FM, BW = 12 kHz

Input format(s) AF, IF

Additional Info BCD-Code with block coding

FMS-BOS operates at 1200 bit/s using FSK modulation of 1200 Hz and 1800 Hz tones.
FMS -BOS Transmission Example

FZ--»LS : BOS-K 1, LK d, OK 10, FZ 7611, ST d, ZBV 1

The FMS -BOS data telegrams always have the same structure and a length of 48 bits regardless of the
transmission direction or message contents. The actual information is contained in 40 bits. The BCD code
is used to transmit the digits in the telegram.

A FMS-BOS message is preceded by 12 bits o f carrier and a sync character (0x1a).

The message itself consists of 10 BCD blocks.

Block 1 isthe BOS service identifier (0...) identifying the service issuing the message.

Block 2 is the s tate identifier (0...f) identifying the German state. Due to the fact that the number of
states exceeds the number of available identifier digits, digits E and F are additionally identified by the | o-
cation identifier  to be used by two states each.

Blocks 3 - 4 are the location identifier (e.g. , OK 10) and can assume on e of 99 different possibilities.
The actual value is determined by each individual state.

Blocks 5 i 8 are the vehicle identifier (e.g. , 4213) and can contain one of 9999 combinations. The ind i-
vidual identifiers are assigned by each specific service.

Block 9isthe status field contains the actual information. 16 different messages may be transmitted. D e-
pending on the R direction bit status messages attain different meanings. Furthermore the actual meaning

of a status message is determined by the service an d the individual states.

The last block 10 is mapped to 4 bits in the telegram and serves to communicate the equipment capability
(B, bit 1), direction (R, bit 2) and abbreviated tactical information (X, Y, bits 4 T 5).
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B

0 7 Vehicle T dispatcher communica tions only
11 Duplex communications possible

R

0 i Vehicle 7 Dispatcher

17 Dispatcher T Vehicle

XY

Locally defined

For data protection, a 7  -bit Abramson code redundancy block is appended to the data block. This is fo I-
lowed by a single stop bit which is h owever not tested.

As FMS data messages does not carry a date -timestamp, this information is generated by the real -time
clock of the decoder and output to screen as the first data field.

BOS-Identifier Character BOS-Identifier
Police 1 German Red Cross 9
Federal Border Protection 2 "Johanniter" First Aid Service A
Federal Criminal Bureau 3 "Malteser" Support Service B
Catastrophe Protection Service 4 Life saving organization C
Customs 5 Miscellaneous rescue services D
Fire Brigade 6 Civil protection services E
Technical Support Service 7 Remote command F
"Arbeiter -Samariter" Federation 8

State identifier Character State identifier Character
Sachsen 0 Rheinland - Pfalz A

Federal 1 Schleswig -Holstein B

Baden - Wuerttemberg 2 Saarland C

Bayern | 3 Bayern Il D

Berlin 4 Mecklenburg -Vorpommern e (00 T 49)
Bremen 5 Sachsen -Anhalt e (50 T 99)
Hamburg 6 Brandenburg f(00 - 49)
Hessen 7 Thueringen f(50 i 99)
Niedersachsen 8 Rheinland - Pfalz A
Nordrhein -Westfalen 9
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FMS - BOS Settings

To apply or manipulate the various FMS -BOS stations select Options’FM -BOS Settingsé
A table of FMS -BOS users is stored in  \config \ FmsbosSettings.xml

FT8

FT8 (Franke Taylor 8) isan 8 tone MFSK mode, which is optimized for the transmission of numeric codes.
It is one of the digital modes in the program package WSJT ( W eak Signal communication by K1~ JT),
named after the Nobel Prize laureate Joseph H. Taylor Jr (1993 Nobel Prize in Physics). As the name su g-
gests, the digital modes are designed for making reliable QSOs under extreme weak signal conditions.

Parameter ‘ Value

Frequency range HF

Operation modes Simplex

Modulation 8-FSK

Symbol rate 6.25 Bd

Receiver settings USB or LSB

Input format(s) AF, IF

Additional Info with FEC

An FT8 cycle starts every 15 seconds, at the 0 -th, 15 -th, 30 -th and 45 -th second of a minute. An FT8 si g-
nal starts 0.5 seconds into a cycle and lasts 12.64 seconds. It consists of 79 symbols, each 0.16 seconds

long. Each symbol is a single steady tone. For any given si gnal there are eight possible tones. The tone
spacing is 6.25 Hz.

WAVECOM Monitoring System W-SPECTRA, W-SPEED Manual V7.0.0 Transmission Modes T 117































































































































































































































































































































































































































































































































































